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I'naBa 1. BBenenue B cepy KoMnboTepHO# npectynnocTu [1]
§ 1. KpumuHoJioOTHYeCKHe MOCJIeICTBUA KOMIIBIOTEPU3aluM 001ecTBa

C pa3BuTHeM 0011eCTBEHHO-9KOHOMUYECKUX OTHOIIEHUH 00beMBbI TIepepadaThIBaeMOit
UH(OPMALIUU TTOCTOSHHO YBEIMUUBAIOTCS, U €ClIM XX BEK MHOTHE YUEHbIE HAa3bIBAIOT BEKOM
sHepreTuku, To Hactynaoumii XXI - Bekom nadopmaruku. HeiHe 1eficTByeT mpaBmiio: «KTO
BJIajieeT HHpOPMAIMel, TOT BiaaeeT MUpom»[2]. HayuHo-TexHUUeCKHii Iporpece IpuHec
YeJIOBEYECTBY TaKUE HE3aMEHHMbIE B COBPEMEHHOM KU3HU HOBIIECTBA, KAK KOMITBIOTEPHI U
Wutepner. [loBcemecTHOE BHEAPEHHE JAHHBIX TEXHOJIOTUI TOBJIEKIIO 32 cO00M BOZHUKHOBEHUE
HOBBIX BHJIOB peCcypcoB — HH(pOpMaloHHBIX. IHpOopMalus oOpena peanbHyI0 LIEHY U C pa3BUTHEM
UH(POPMALMOHHBIX TEXHOJIOTUH CTAaHOBUTCS Bce OoJiee IeHHBIM ToBapoM. Ho HOBbIE TEXHOIOTUU
CTUMYJIMPOBAJIN BOSHUKHOBEHHE U Pa3BUTHE U HOBBIX (JOPM MPECTYIHOCTH, B IEPBYIO OYEPEH
KOMITbIOTEPHBIX. OCHOBHYIO 4acTh B 3TO chepe COBEpIIAeTCs C MOMOIIbIO KOMIBIOTEPHBIX CETEH.
B nocneqaue rozpl crienuancTaMy 3aMe4eHa TEHACHIMS CTPEMUTEIBHOTO POCTa KOMITBIOTEPHBIX
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NPECTYIUIEHUH MMOCPEACTBOM III00aTbHON KOMITbIOTepHOM cetn MuTepHeT[3].

«KoMIbIOTEpHBIMIY» TPUHITO HA3bIBAaTh MPECTYIJICHUS, B TOM WJIM MHOM CTETICHU CBSI3aHHBIC C
KOMIIBIOTEPAMH U BHICOKMMH TEXHOJIOTHSIMH, YTO 00YCIIaBIUBAET MIMPOKO MOHUMAHKUE TEPMUHA —
KOMITbIOTEpPHOE npecTymieHne. Ho ects, y JanHoro TepMuHa, u 0ojee y3koe MoOHMMaHue —
YTOJIOBHO-TIPABOBOE, KOTOPOE BBIAEISET U3 O0IIeH MacChl MPECTYIUICHU, T/Ie y4aCTBYIOT
KOMIIBIOTEPBI, MPECTYIUICHHS, MTOCATAIOIINE HAa KOMITBIOTEPHYIO HHPOPMAITHIO U HOPMATLHYIO
paboty OBM, HO naHHOE TOJIKOBaHHE KOMIIBIOTEPHOIO IPECTYILICHUS OYIET 3aTPOHYTO B
CIIEIyIOIIEH IJ1aBe, a Ha JaHHOM 3Talle pacCMOTPHUM CIIOKUBIIYIOCS CUTYalMIO B CTPAHE U B MUPE C
TOYKH 3PEHHUS, OOIIETO TOJIKOBAHHUS.

C »Toli TOYKU 3pCHHA KPUMHUHOJIOTH ACJIAT KOMIIBIOTCPHBIC ITPECTYIIJICHUSA HAa: 9KOHOMHWYCCKUC,
KOMIIBIOTCPHBIC IIPECTYIUICHUA ITPOTHUB JIUMYHBIX ITPaB U HCIIPUKOCHOBCHHOCTHU JacTHOM C(i)epbl,
KOMITBIOTCPHBIC ITPECTYIUICHUA ITPOCTUB 06H.[CCTBGHHBIX N roCcy1apCTBCHHBIX HHTCPCCOB.

Haubonee onacHble 1 pacipocTpaHEHHbBIE — 9KOHOMUYECKHE KOMITbIOTEPHBIE TPECTYIUICHUS —
BKJIIOUYAIOT: KOMIIBIOTEPHOE MOIIEHHUYECTBO, KOMIIBIOTEPHBIM SKOHOMHUYECKUN IIIMMHOHAX U KPaxKy
IpOrpaMM, KOMIBIOTEPHBIN cab0Tax, Kpaxy ‘“KOMIbIOTEPHOTO BPEMEHHU’, CAMOBOJIbHOE
IIPOHUKHOBEHUE B ABTOMAaTU3UPOBAHHYIO CUCTEMY, TPAJULIMOHHBIE SKOHOMUYECKUE IIPECTYIICHUS,
COBEpLIAEMBIE C IIOMOIIBIO KOMITBIOTEPA.

Kak ormeuaer npodeccop H.II. S1610K0B, B HacTOsAIIEE BpeMs pacpOCTpaHEHHUE MOy YHIIH
XUILEHUS B 0AaHKOBCKOM JEATEIIbHOCTH C UCIOJIb30BAHUEM KOMIIBIOTEPOB MM KOMITbIOTEPHBIX
ceTell. DTOT BUJI XUIIECHUS XapaKTEPU3YyeTCs TeM, YTO MPECTYIHUKH, BOCIIOJIb30BABIINChH
CITy’K€OHOH BO3MOXKHOCTBIO JJIsl HEIPABOMEPHOTO JIOCTYIIA K KOMITBIOTEPHOM HH(pOpMAIUu
(MHAHCOBOI'O XapaKkTepa, COCPEJOTOUCHHON B BBIYMCIUTENbHBIX LIEHTPaxX OAHKOBCKUX
YUpEXKJIEHUH, 1 0OHAPYKUB MPOOEIIbI B 1€ATEIHHOCTH PEBU3HOHHBIX CIIYyKO0, OCYIIECTBISIOT
KpUMMHAJIbHbIE ONepaluy ¢ ykazaHHOU HHpopmanuei, Haxonsuielics B OBM uinu Ha MallmHHBIX
HOCHUTEJISIX: BHOCSAT UCKAXXEHHUSI, HENPaBUIbHBIE ((hanbCUPUIIMPOBAHHBIE) JaHHbIE B IPOTPAMMHBIE
BBIXOJIHbIE JaHHbIe DBM c nocienyromuM ux UCIoJIb30BAHUEM I XUILEHUH; YCTaHABINBAIOT KO/
KOMIIBIOTEPHOI'O TPOHUKHOBEHUS B AJIEKTPOHHYIO IUIATEKHYIO CETh PACUETOB 110 KapTOUKaM;
CO3JIAI0T JIBOMHMKM IUIATEXHBIX KapTOUeK, MHOTJa Jaske MOACTUPYIOT OyXTalTepCKyIo CUCTEMY
OaHKa WJIK APYToil OpraHuzanuu u T.1. B psane ciydyaeB IpOHUKHOBEHUE B KOMIIBIOTEPHBIE CETU U
JOCTYII K HYKHOH MH(OpMAIK OCYIIECTBIISETCS C OMOILBIO PA3IUYHBIX "KYUKOB" M MPOUUX
TEXHUUYECKUX CPEACTB. B pe3ynbrare npecTynHUKH MOIy4YatoT BO3MOKHOCTh CHUMATh C
KOMITbIOTEPHBIX CUETOB KJIMEHTOB HAJMYHBIE IEHBI'U B PyOJIeBON M MHOCTPAHHOW BalIOTE.
CoBepIlIeHUI0 3TUX MPECTYIUIEHUH TOXKE MPE/IIECTBYET ONPEeIeHHas TOAT0TOBKA, XapaKTep
KOTOPOM 3aBUCHUT OT CTEIIEHU CBSI3U IPABOHAPYLIUTENEHN C JEATEIBHOCTHIO BEIUMCIUTEIBLHOTO
neHTpa 6anka. [locTopoHHUE HIIa TPOAYMBIBAIOT MYTH JOCTYyNa K KOMIIBIOTEPHOU cHCTEME,
IBITAIOTCS BBIICHUTH MAPOJIM U KIIFOUM ITporpaMM. IIporpaMMucTsl, onepatopsl U Ipyrue
pabOTHUKN KOMIIBIOTEPHOTO IIEHTPa U IPYTUX NMopa3aesieHuil 0aHKa, 3aMbIIIISIONINE TOJ00HYIO
adepy, BbIOMparoT Hanbosee GJIaronpusTHYIO Ul €€ COBEpIICHUsI 0OCTaHOBKY, MOTYT CO3/1aBaTh
MOJICTaBHYIO (GUPMY C paCU€THBIM CUETOM IS TepEeKauKH MOXHILIEHHBIX JeHer U T.4. [IpectynHas
aKI¥s, 0 CyTH, CKIIAJbIBAETCS U3 Hayaja KOHTAKTHBIX JEMCTBUI paBoHapymuTens ¢ OBM nnun
MAaIIMHHBIMU HOCUTENISIMU U CHATHS HEOOXO0AUMOM MH(POpMAINH, TUOO0 JAEHET C 3JIEKTPOHHBIX
CYETOB KIIMEHTOB 0aHKa, UX HEMOCPEICTBEHHOTO MPUCBOSHHSI MM NIEpeBO/ia Ha cyeTa "IMUIMOBBIX"
opranu3anuii [4].

K sKkoHOMHMYECKHM MOKHO OTHECTH MOJTYYHUBIINE OTPOMHOE PaCIpOCTPaHEHUE MPECTYTIIEHUS
HapyIIaloIIue aBTOPCKHUE IpaBa Ha mporpaMmHoe obecneuenue. [1o qanueiM Accoranuu
IPOM3BOIUTENECH KOMIIBIOTEPHOTO 00ECIIEUEHHs], YPOBEHb KOMITBIOTEPHOT0 NuparcTBa B Poccun
cocraBiseT 94%. YpoBeHb NIMpaTCTBa B CTpaHax 3anaja CylecTBeHHO Huxke: B ['epmanun - 50%, B
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CIIA - 35%. Onnako u TaM yOBITKH ITPOU3BOIUTENIEH BeChbMa BBICOKH - TOJIBKO B EBponie oHn
OLIGHUBAIOTCS B 6 MIIP. OJIAPOB eKeroaHo. OCOOEHHO CTpaaloT aMepUKaHCKHUE (PUPMBI -
pa3paboTUMKK MPOTPAMMHOI0 00ECIICUEHUSI.

B pazmaxe KOMIIBIOTEPHOIO MUPATCTBA MOXKET YOEIUTHCS KaXk/1blil, OCTAHOBUBILIHUCH Y KHOCKOB
TOPryIOIIUX KOMIBIOTEPHBIMU KOMITAKT-AUCKaMU. BO MHOTHX M3 HUX TOPryroT "caMmonaabHbIMu"
KOMIIAKT-AMCKaMH C HEJIMIIEH3MOHHBIMU KOIUAMHU IIporpaMM At OBM, n3roroineHHbsIMU 0€3
BEJIOMa BJIa/IeJIbLIEB aBTOPCKUX MPaB HA 3TU porpamMmbl. C aHAJIOTMYHBIM SIBIICHUEM MOYHO
CTOJIKHYTBCS M TIPU TIOKYIIKE KOMITbIOTEpa. Benb ¢pupMel, 3aHMMarommecst COOpKOi 1 peanu3aruei
KOMITBIOTEPOB, KaK MPABUJIO, POJAIOT UX C HE3aKOHHO 3alIMCaHHBIMU B aMsATh DBM uyxxumu
nporpaMMamu. BoTt nouemy nonasisironiee OOJbIIMHCTBO MOIb30BATENECH EPCOHAIBHBIX
KOMITBIOTEPOB B HAIIIEH CTpaHEe UMEET J1eJI0 C HeJlerajJbHbIMU MPOrPAMMHBIMH ITPOTYyKTaMu[5].

KommnbroTepHble MpecTyIeH s TPOTHB JIMYHBIX MPaB U CBOOO]T M HETPUKOCHOBEHHOCTH YaCTHOM
cdepsl yalle BCero 3akI04aioTcsl BO BBEJICHUH B KOMIIBIOTEPHYIO CUCTEMY HENPaBHIIBHBIX U
HEKOPPEKTHBIX JIaHHBIX O JIMIIE, HE3aKOHHOM COOMpPAHHUH MTPABUIIHHBIX JAHHBIX (HE3aKOHHBIMH
crioco6amu 100 ¢ 1IeJbI0, HAPUMEp, HEMPAaBOMEPHOI'0 KOHTPOJISL PO COIO3HBIX aKTUBUCTOB),
MHBIX HE3aKOHHBIX 3J10yNOTPEOICHUSIX HHPOPMALEN Ha KOMIIBIOTEPHBIX HOCUTENSAX U
HEMpaBOMEPHOM pasriallleHuH nH(popMaluu (pasriaileHue, Hanpumep, 0aHKOBCKON MU
BpaueOHOI TaifHbI, TOPTOBIIA OaHKaMK UHPOPMALUU U 0a3aMH JaHHBIX).

KomnbroTepHble npecTymIeHus: IPOTHB HHTEPECOB FOCYAAPCTBA U 00ILIECTBA BKIIOYAIOT
MPECTYIUICHUS TPOTUB TOCYIAPCTBEHHOM U 00IIIECTBEHHOM 0€3011aCHOCTH, HapyILICHUE MPaBUII
nepeaayr nHGHOPMAIMH 33 TPAHMILY, Je€30PTaHU3AINIO paOOTHl 0OOPOHHBIX CHCTEM,
370YMOTPEOICHUS] C aBTOMAaTU3UPOBAHHBIMU CHCTEMaMU TOJICYETa TOJI0COB Ha BBIOOpaX U Tak
Janee.

HHTepecHy 0 MBICIIb OTHOCUTENBHO FOCYJapCTBEHHOI 0€301MacHOCTH U HE TOJIBKO, Bbicka3anl M.B.
CaJIbHUKOB: «TOBOPUTH 00 00ECrIeueHNN KOMIIBIOTEPHOM 0€3011aCHOCTH TOCY1apCTBa BOZMOXKHO
TOJILKO B paMKax oOecriedeHus: 6e30macHOCTH rocyaapcTaa B 1esioM. ObecnednBasi 6e30MacHOCTb
rocy/1apcTBa, HEb3s 3a0bIBaTh U O TOM, YTO OHO JJOJKHO OCTaBaThCs MPaBOBbIM. CTPOUTENIBCTBO
IIPaBOBOI'0 TOCYApCTBa - CIOKHBIN M JUIUTENIbHBINA Ipoliecc, 00yCIIOBIEHHBIH JIeficTBHEM
MHO’KECTBA COLUATIbHBIX PakTopoB. CyIIECTBYIOT TP OCHOBHBIX YCJIOBHUS, COOIIOIEHUE KOTOPBIX
CHOCOOCTBYET BHEPEHHUIO MPABOBBIX Hayal B CUCTEMY YIPABJICHUS OOIECTBOM U FOCY1apCTBOM.
Bo-niepBbIx, 0011ECTBO JOKHO OBITH MOCIEI0BATEILHBIM B CBOEM CTPEMJIEHUH K YTBEPKIECHUIO
IIPaBOBOI'0 TOCYIapcTBa. B MpOTHBHOM Cilydae OUYTH BCE KOHLIENILNH, IPAKTUYECKUE
PEKOMEHIALIUK OCTaHYTCsI HEBOCTpeOOBaHHBIMU. Bo-BTOPBIX, HE0OX01MMa HE TOJIbKO (popMasbHas,
HO U peaJibHas 3aMHTEPECOBAHHOCTD OOIIECTBA B Pa3BUTHH IOPUINYECKOI HayKH, B KOTOPOI
dbopMupyercst TeopeTuyeckas MoJieb MPaBOBOT0 rOCYJapCTBa, BBIIEISIOTCS U BCECTOPOHHE
M3Y4aroTCsl €ro LEH, 3a/1a4H, OCHOBOIIOJIAralolue HHCTUTYTHL. U, B-TpeThuX, cama ropuaudeckast
HayKa He JJOJDKHA YXOAUTh OT PElICHUs TEOPETUUYECKUX U MPAKTUYECKUX BOIIPOCOB CTAHOBJICHUS U
pa3BUTHS IPABOBOTO rocyaapceTsa. [Ipu 3ToM ciepyer noJ4epKHyTh, 4TO A3PPEeKTUBHOE
(GYHKIIMOHUPOBAHKE MTPABOBOI'0 TOCYIaPCTBA BO3MOYXKHO TOJIBKO IIPU aKTUBHOM POJIM JIMYHOCTH B
IIPOLIECCE CTAHOBJIEHUS, BOCIIPOM3BOACTBA U COBEPLIEHCTBOBAHUS MOJINTUYECKUX U IIPABOBBIX
MeXaHU3MOBY[6].

Kak ysxe roBOpriIoch, HAMETHIICSI CTPEMHTEBHBIN POCT KOJMYECTBA MPECTYIIICHUH COBEPIIAeMbIX
¢ momouibio MIHTEpHEeT U 3TO TONIbKO Havyano. IHTepHeT, Kak HOBOE CPEeCTBO OOIEeH!s, 0OOMeHa
uHpOpManuel, pplHKa yCIyT, PMHAHCOBBIX OTHOIIIEHH, MOMEHTAILHOTO TIPOU3BO/ICTBA TUTATEXKEH,
ceronus Internet — 3To rio0anbHas KOMIBIOTEPHAS CETh, OXBaThIBaroOIas Bech Mup. OH UMeeT
okoJio 15 MunmmnonoB aboHeHTOB B O6osee ueM 150 ctpanax mupa. ExkemecsiaHo pasmep cetu
yBenuunBaeTcs Ha 7-10%. Internet o6pasyet kak ObI spo, 0OecTieyrBaroIIee CBSI3b PA3THUHBIX
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MH(OPMALIMOHHBIX CEeTeH, MPUHAAIEKAIIUX PA3IMUHBIM YUPEXKICHUSIM BO BCEM MUpPE, OJHA C
npyroi. Kpome Toro, Internet npenocraBisieT yHUKalbHbIE BO3MOKHOCTH JECIIEBOM, HAJIEKHOU U
KOH(UICHIIMATBLHOM I1100aTbHOM CBSI3U 110 BCEMY MUDY.

UToObI OIIEHUTh KPUMUHOT€HHBIH MOTEHIMAN "BCEMUPHON NMayTHHBI", TOCTATOYHO MPOCMOTPETh
VYronoBHsIi konekc. [1o cyTu, mocpeacTBOM dKCIUTyaTalliid BO3MOKHOCTENH CETH MOTYT
COBEpILATHCS caMble pa3HOOOpasHbIe mpecTyIuieHus. Bee nmpenycMmorpernbie OCoOSHHO YacThio
YK P® cocraBbl IpecTyIIEHUH YCIOBHO pa3feinuM Ha JIBE TPYIIIbI:

* ACAHHA, COBCPIICHUE KOTOPBIX C ITIOMOIIIBIO KOMIIBIOTCPHBIX ceTei TCOPCTUYCCKHU BO3MOKHO,
* ACAHHA, COBCPIICHUEC KOTOPBIX TAKUM CII0COOOM HEBO3MOXKHO.

Bropas rpynmna, k coxalieHHI0, CTaHOBUTCS Bce MeHble. [Toka k Hell ¢ yBepeHHOCTbIO MOXKHO
OTHECTH JIMIIb TaKKUE MPECTYIUICHUS, KaK MOOOH, UCTA3aHHE, 3apaKCHNE BEHEPHUUECKOW O0JIE3HBIO U
HEKOTOpBIE ApYyTHE.

I'0BOpUTE 0 HEBO3MOKHOCTU COBEPILECHHUS C [IOMOIIbI0 KOMIIBIOTEPHOU CETH, HAIIpUMED, TOBEACHUS
710 caMoyOuiicTBa, MOXKaIyH, HEJb3s. A C Y4ETOM TOT0, YTO IMOCTENIEHHO KOMITBIOTEPU3UPYIOTCS
MHOTHE MIPOIECCHI KU3HE0OECTIEUeHUS JIFOIeH, HEelTb3s MCKITFOUNTh JTa)Ke COBEPILICHHsI yOUNHCTBa
(IpecTyNHUK MOKET, K IPUMEPY, BBECTU UCKAKEHHSI B IPOrpaMMy M3TOTOBJICHUS JIEKAPCTBEHHBIX
IIPENapaToB U B pe3yJbTaTe JOOUTHCA CMEPTU NALMEHTa MEJULIMHCKOTO yupexieHus). PeanbHo
OCYIIECTBJICHHE M MHOTHX IPYTUX JESHHUN, TPU3HABAEMBIX ITPECTYIHBIMHU[7].

HTak, KOMIbIOTEpHAast IPECTYNHOCTh HaOKWpaeT 000POTHI M HACTAJIO BpeMsl IT0lyMaTh, KaK OT Hee
3alMIaThes U 4YeM ¢ Hell 00poThes. B HacTosiiee Bpems Bce Mepbl IPOTUBOAEHCTBUS
KOMIIBIOTEPHBIM IIPECTYIUIEHUAM MOYKHO IOAPA3JIEIUTh HA TEXHUYECKUE, OPraHU3allMOHHBIE U
IIPaBOBBIE.

K TexHnuecknum MepaM MOXHO OTHECTH 3aIIUTY OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA K
KOMIBIOTEPHOMN CUCTEME, PE3EPBUPOBAHNE BAKHBIX KOMIIBIOTEPHBIX CUCTEM, TPUHATHE
KOHCTPYKIMOHHBIX MEp 3aIIUTHI OT XUIIEHUH U JUBEPCUi, O0ecTieueHne pe3epBHBIM
AIIEKTPONUTAHUEM, PA3pabOTKy U peaTU3aIfio CIeUaIbHBIX MPOTPAMMHBIX U aIllapaTHbIX
KOMIUIEKCOB 0€30MaCHOCTH ¥ MHOTOE JIPYTOE.

K opranu3zaiimoHHbIM MepaM OTHOCSITCSI OXpaHa KOMIIbIOTEPHBIX CUCTEM, [T0100p IEpCcoHaa,
UCKJTIOUEHHE CITy4aeB BeIEHUS 0C000 BaXKHBIX Pa0OT TOJIBKO OJJHUM YEJIOBEKOM, HAIUYHE [IaHa
BOCCTAHOBJIEHHSI paOOTOCTIOCOOHOCTH LIEHTPa MOCIIE BBIX0JIA €r0 U3 CTPOsi, OpraHU3aLUI0
00CITy’)KHBaHUS BBIYMCIUTEIBHOTO LIEHTPA IOCTOPOHHEH OpraHu3aluei nin Junam,
HE3alHTEPECOBAHHBIMU B COKPBITUHU (PAaKTOB HApPYyIIEHUS pabOTHI LIEHTPa, YHUBEPCATbHOCTD
CPEZCTB 3alIUThI OT BCEX MOJIb30BaTeNel (BKIIOUask BhICIIEE PYKOBOJCTBO), BO3JI0KEHUE
OTBETCTBEHHOCTH Ha JIMII, KOTOPBIE JOJHKHBI 00ECIeunTh O€30MacHOCTb LIEHTpPa, BEIOOP MecTa
pacnoJIoKeHUs HEHTpa U T.11. B Mupe 1 Hamen cTpaHe TEXHUYECKUM U OPraHU3alMOHHBIM
BOIIPOCAM IOCBSIIEHO 0OJIBIIOE KOJIUYECTBO HAYUHBIX MUCCIIEJOBAHUIN M TEXHUUYECKUX U3BICKAaHHH.

K nmpaBoBbIM MepaM ciielyeT OTHECTH pa3pabOTKy HOPM, YCTaHABIMBAIOIINX OTBETCTBEHHOCTD 32
KOMIIBIOTEPHBIE MPECTYIUICHUS, 3aIUTy aBTOPCKUX MPaB MPOTPAMMHUCTOB, COBEPIIICHCTBOBAHUE
YTOJIOBHOTO U IPa’KIaHCKOTO 3aKOHOJATENbCTBA, a TAK)KE CYIONPOU3BOACTBA. TOJIBKO B MOCIEIHNE
TOJIBI TOSIBUJIMCH PaOOTHI MO MpobIeMaM MpaBoBOi OOPHOBI C KOMITBIOTEPHOU MPECTYITHOCTHIO, (B
4acTHOCTH, 9T0 padoTsl FO. batypuna, B. BexoBa, M. Kapenunoii, B. KpsimoBa u 1p.) u coBcem
HEJaBHO OTEUECTBEHHOE 3aKOHOAATEIHCTBO BCTAJIO HA MYTh OOPHOBI C KOMITBIOTEPHOM
MMPECTYIMHOCTBIO. " MMO3TOMY, NPEACTABIIACTCA BECbMa BAXKHBIM PaCIMPUTH IMPABOBYIO U
3aKOHOAATCIBbHYIO I/IH(I)OpMI/IPOBaHHOCTI: CIICIUAIMCTOB U JOJDKHOCTHBIX JIUIL, 3aMHTCPCCOBAHHBIX B
60pb0e ¢ KOMIBIOTEPHBIMH MPeCTyILICHUsIMH[8].
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Ho kak cnipaBegyuBo ykaszan B.H. JlonaTun, «4To, HE CMOTpS, HA IPUMEHSIEMbIE MEPHI IO
3aKOHOJIATEILHOMY 3aKpEIUICHHIO MpaB v cB000 B MH(POPMAITMOHHOM cdepe, 0CTaeTCsi HeMao
po0eJIoB, MOMOTAIINX N30eraTh OTBETCTBEHHOCTH 32 COBEPIICHUE ICHCTBUN, HAHOCSIINX YIIepO
B cepe undopmarum»[9]. C apyroit croponsi, H.JI. CumapeB oTMeTHII, 4TO «MH(DOPMAIIHOHHBIC
TEXHOJIOTUH - 3TO CIUIOIIHOE HEMPEPhIBHOE IBMKEHHE. [[03TOMY UCTHHHYIO 3alIUTy HH(DOPMAIIHH,
IPE/ICTABICHHOW KOMITBIOTEPHBIM CIIOCOOOM, MOXKET CO3/1aTh TOJIBKO IIOCTOSIHHO U3MCHSEMBbIit
KOMIUTIEKC BCEX Mep 3allliThl, BKJIOYAs U IpaBoBoe peryiupoBanue»[10].

Hpyrue 10pucThl Mpe/iaraloT ONpeesICHHbIC HallpaBiIeHUs: pabOThI 0 KPUMUHATIM3AIUH,
Hanpumep, C.A. JIeHucoB cuuTaer, 4To «BHEJIPEHHE KOMITbIOTEPHBIX TEXHOJOTUH MOBIEKIIO 3a
co00l u3MEHEHUE B caMOil CTPyKType npecTynHocTH. [IpeacraBisiercs, YTO HOPMbI, COIEPKAIIHECS
B CT. 272-274 YK P®, He B OJIHON Mepe OTpakaroT IPaBOBYIO 0a3y OOPHOBI ¢ KOMITBIOTEPHBIMH
npecTymieHussMU. [Ipy CI0KUBILIEHCS CUTYallud BEChbMa aKTyaJIbHBIM KaXXETCsl MOJICIMPOBAHUE
HOBBIX COCTaBOB MPECTYIJICHUH MPOTUB COOCTBEHHOCTH, B KOTOPBIX KOMIIBIOTEPHBIE CHUCTEMBI
BBICTYIAIOT B KAYECTBE CI10C00a coBepiieHus xumeHus»[11].

MBpbICIb O MOJICTMPOBAHUU HOBBIX COCTABOB MJIM BHECCHHS HEKOTOPBIX U3MECHEHHUH B
CYIIECTBYIOIINE, HY)KHO IMPU3HATH MPABUILHON. YK€ BBIIBUIIMNCH HEKOTOPBIC JESTHUS HA KOTOPOE
cienoBajio Obl OOpaTUTh BHUMAHHE.

Hanpumep, kak coobmanun CMU «Xakepsl atakoBanu caidT MlHTepHeT-0anka «St. George Bank». 31
aBrycra 2001 6ank moaBepres arake THMa «0Tka3 B oocmyxxkuBanumn» (DoS), HO 1aHHBIE O KIIMEHTaX
He ObUIH MOJTy4eHbl Xakepamu». B mocneanee Bpemst DoS-ataku cTanu OHUM U3 CaMbIX
pacipoCTpaHEHHBIX BUAOB KHOSPIPECTYITHOCTH 01aroiaps TOMy, YTO OHH HE TPeOYIOT 0CO00i
kBanupukanuu. OAHAKO HAZEKHOTO MEXaHU3Ma 3alUThI OT HUX MMOKA HUKTO MPEATIOKUTH HE CMOT.
Bo3MmoxHO, cienyeT mpuMeHUTh TPaBOBOE PEryJIMPOBAHUE U CMOJIETUPOBATh HOBBINA COCTaB?

Wnwu e npyroit npumep, rae, onsats xxe CMH, ctano pacnpocTpaHuTeneM CKaHana U CEHCalWH,
nyrasi KOMIOBIOTEPHYIO OOLIECTBEHHOCTh TeM, 4TO «OKyuku» B (paiimax Word mouuitoT Bamu JaHHbIE
I'efitcy». Kak BbIsICHWIM crienMaiucThl, B mporpamMme Microsoft Word oGHapysxeHa
HEJI0KYMEHTHUPOBaHHAs! BO3MOKHOCTb OTCIIEKUBATh PACIIPOCTPaHEHHUE JJOKYMEHTOB B (popmaTte
Word uepe3 MHTEpHET ¢ OMOIIBIO CKPBITHIX "7KYyUKOB'", BCTPOEHHBIX B TOKYMEHT. YTO 10 CyTH
ABJIIETCS. HECAHKI[MOHUPOBAHHBIM JIOCTYIIOM K KOMIbIOTEpHOHN MHPopMmaruu. Ho kak nosicuuna
KOMITaHus pa3paboTuuk Microsoft, 4To 1aHHast BO3MOKHOCTh YCTaHOBJICHA JIJIs1 OTCIE)KUBAHUS
HEJIMILIEH3UPOBAHHOTO PAcpOCTPAaHEHHs X COOCTBEHHBIX MPOrpaMMHBIX NMpoyKToB. Ha uro
00I11eCTBEHHOCTh CIIPABEUIMBO BO3MYTHJIACh, YTBEPKIAs, UTO «J1aXe €ClIM, Ha KOMIbIOTepe
HCIIOJIb3YETCs] HEOIUTauYeHHAas! MporpaMma, HUKTO HE UMEEeT MPaBo MPOU3BOAUTH KaKue-In0o
HECaHKIMOHUPOBAHHbIE ICHCTBUS HA Uy>KOM KOMIIBIOTEPE. A BCE CBOMCTBA IPOrPaMMBbI JOJIKHBI
SIBHO 3asIBJIATHCS B OMMMCAaHUK. BcTaeT Bompoc, KakuM Crioco00M pa3pemnTh JaHHBIN BOpoc?
Mo’kHO JI1 IpUBJIEYb K YTOJIOBHON OTBETCTBEHHOCTH U KOTr0?

Kpome npoGiieM KpUMHUHAINW3ALUH IeSHUN CBA3aHHBIX C KOMIIBIOTEPaMH, CYIIECTBYIOT U MPOOIEMBI
HENOCPEICTBEHHOI 00pHOBI ¢ KOMIBIOTEPHBIMU IPECTYIICHUSIMU YK€ UMEIOIIUMHUCS YTOJIOBHO-
NPaBOBBIMHU CPEJICTBAMH, U B YACTHOCTH, YK€ BO3HUKIIIAs TPOOIeMa MOITOTOBKH CIEIMATINCTOB B
naHHoi cdepe. Kak ormetnn A.B. AnoJs1IoHCKH, «CYIIECTBYIOT, IO KpaiiHell Mepe, /1Ba (akTopa,
OTIpeIeNAIONINX JAHHYIO TPobiieMy. DTO - 00BEM U XapaKTep MOATOTOBKH CIIEI[HATUCTOB.
[TpoBeneHne KOMIBIOTEPHBIX paccieloBaHUM TpeOyeT J0ITUX YacoB ClleUalbHON MOATOTOBKH,
00s13aTeNIbHBIX MPAKTHUYECKUX HABBIKOB, B TOM YHUCIIE U [0 paboTe CO CrelnalbHbIM
obopynoBaHreM. AHaN3 3apyO0eKHBIX ITPOTrpaMM MOKa3bIBACT, YTO 00yUEHHE BEIETCS BeChMa
MHTEHCUBHO, JIaXKe C YYETOM BBICOKOI Ha4aJbHON MOATOTOBKM 00y4aeMbIx. [Ipu moaroroske
CIELUAJIACTOB I10 PACCIEI0BAaHUIO KOMIIBIOTEPHBIX IPECTYIUICHUN CIELYET IOMHUTbD, YTO
o0pa3oBaHUe XaKepa OCHOBBIBACTCS Ha CUIIHBHOM JIFOOOIBITCTBE, CBA3aHHOM C €T0 YBIICUEHUEM.
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BeposiTHO, B criTy BBIIIECKa3aHHOTO B KaX/IOM M3 HUX OJTHY M3 OCHOBHBIX POJIEH HIpaeT
NICHXOJIOTHYECKAs TIOATOTOBKA, YTO HEOOXOIUMO YUeCTh IpH pa3paboTke MoJ00HBIX
OTEYECTBEHHBIX IIporpaMm»[12].

§ 2. Cara o Xakepe

KomnbroTepHble mpecTymieHus: 00bIYHO 0OIIECTBO CBSI3BIBACT C ACSITENLHOCTHIO XakepoB. Ho
00111eCTBO PEIKO 3aAyMbBIBACTCS, YTO O3HAYAET MOHATUE «XAKEP» U OTKYAA OHO MPHUIILIO.
[Tpumeamiee HEMOCPEACTBEHHO U3 Cpebl TPO(HEeCCHOHATBHBIX MPOTPAMMUCTOB, UMEET CTPOTO
ONpeJIeJICHHOE 3HAYCHUE, KaK JIJIsl FOPUCTA MOHITHE «IIPECTYIUICHUs». B CBsI3M ¢ yeM, UMEeeT CMBICI
YSICHUTH CYTh IaHHOTO MOHSATUS, YTOOBI IPU JajbHEHIIeM YIIOMUHAHUH HE OBbLJIO HEAOPa3yMEHHIH.

[TpocmaTpuBast 00JIBIIOE KOJIMYECTBO cTaTel (MIaBHBIM 00pa3oM, B AJIEKTPOHHBIX JKypHajax) o
KOMIIBIOTEPHBIX MPECTYIUICHUSIX, HENIb3sl HE 00paTUTh BHUMAaHUE HAa TOT (PaKT, UTO HU B OJTHOM W3
HUX HE IPOBOJIMTCA Ta TPaHb, KOTOPasi YETKO pa3AelisieT BCeX, TaK MM HHAYE CBSA3AHHBIX C
KOMITBIOTEPHON 0€30MMacCHOCThIO. B OCHOBHOM MHEHHE 110 3TOMY ITOBOJIY JIN0O Cyry00 HETaTUBHOE
(xakepsl - 3TO MPECTYITHUKH ), TUOO CKPOMHO-TIO3UTHUBHOE (XaKephl — «CaHUTAPHI Jieca»). Ha camom
JIeJIe y 3TOM MPOoOIeMBbI CYIIECTBYET, II0 MEHBIIICH MEpe, ABE CTOPOHBI, TOJIOKUTEIHHAS U
OTpHULaTeNIbHAs, U MEXKIY HUMHU MPOXOAMT YeTKas TpaHuIla. DTa IpaHulla pa3eisieT Bcex
po(hecCHOHAIIOB, CBSI3aHHBIX C HH(DOPMAIIMOHHOW 0€30TIaCHOCTRIO, Ha Xakepos (hackers) u
Kpakepog (crackers). U Te, u npyrue, BO MHOTOM 3aHUMAIOTCS PEIICHUEM OJHUX U TeX XKe 3a/1ay -
MOWCKOM YSI3BEMOCTEH B BBIYHCIUTEIBHBIX CHCTEMaX U OCYIIECTBICHUEM Ha HUX aTak (B
4acTHOCTH "B310Ma").

[TpuHIHMIIHATBEHOE PA3IMINE MEKIY XaKepaMH U KpaKepaMH COCTOUT B IIEJISAX, KOTOPBIE OHU
npecneayoT. OCHOBHAs 3a/1aya Xakepa B TOM, YTOOBI, UCCIIEys BBIYMCIUTEIbHYIO CUCTEMY,
00HapyXUTh ci1adble MecTa (YSI3BUMOCTH) B €€ cUcTeMe 0€30MacHOCTH U HH()OPMUPOBATh
MOJIb30BaTeNel U pa3pabOTUYNKOB CUCTEMBI C LIEJIbI0 TTOCTIEAYIOIET0 YCTPAHEHUS HAlICHHBIX
ysi3BuMocTeil. Jlpyras 3amada Xxakepa - IpOaHaIH3UPOBaB CYIIECTBYIONIYIO0 O€30MaCHOCTb
BBIUHCIUTENHLHON CUCTEMBI, CHOPMYITUPOBATH HEOOXOUMBIE TPEOOBAHUS U YCIOBHUS MOBBIIIICHHS
YPOBHSI €€ 3aIIUIICHHOCTH.

OcHoBHasl 3a/1a4a ke Kpakepa COCTOUT B HEMOCPEJACTBEHHOM OCYIIECTBICHHH B3JIOMa CUCTEMBI C
LEJIbIO MOTYYEHHS] HECAHKIIMOHUPOBAHHOTO JI0CTYIA K 4yKOW HH(pOpMaIlMu — OOBIYHO AJIs €€
KOMUPOBAHUS, TOJMEHBI WIH JUIs 00bsABIeHus (akTa B3noma. Mtak, kapAuHaIbHOE Pa3Iniue
MEX]Ty XaKkepaMH M KpaKepaMHu B TOM, UTO IEPBEIC - UCCIICIOBATEIIN KOMIIBIOTEPHON 0€3011acCHOCTH,
a BTOpBIE — HETIOCPEJCTBEHHO MPECTYMHUKU. XaKep B TEPMUHOJIOTHH MPO(ECCHOHATIOB - 3TO
crienManucT. B yacTHOCTH criennanu3upoBaHHbiii cioBapk Guy L. Steele maer Takoe onpenenenue:

Xakep (HACKER), cymr.

1. Hnousuoyym, komopwiii noayuaem y0080abcmeue om usyyeHus: demanei QyHKYUOHUPOSAHUs
KOMHNbIOMEPHBIX CUCMEM U OM PACUUPEHUS UX 803MOACHOCMEU, 8 Omauyue om 60IbuUHCmea
noib308amenel KOMNbIOMePos, KOmopwvle NPeoOnoyUmarom 3Hams MoabKo HeoOX0OUMbBIUL MUHUMYM.

2. Dumy3uacm npocpamMmupo8anus; UHOUSUOYYM, NOIYUAIOWUL YOOBObCMBUE OM CAMO20
npoyecca npocpamMmuposanis, a He om meopemusupo8anus no 3Momy noooy.

JlaHHas TpakTOBKAa TEPMHHA «XaKep» OTIMYAETCS OT IPUHATOM B CPEICTBAX MAaCCOBOMN
uH(pOpMalii, KOTOpbIE, COOCTBEHHO, U MPUBENHN K MMOMEHE MOHITUH.

HuzMeHHOCTh MOTHBOB KPaKepOB U OTCYTCTBHE CTPEMIIEHUS K TPOPECCHOHATBHOMY POCTY
IPUBOJAT K TOMY, yTO 90% U3 HUX SIBISIFOTCS «4alfHUKaMI», KOTOPbIE B3JIaMBIBAIOT IJIOXO
aJMMHHUCTPUPYEMBIE CUCTEMBI, B OCHOBHOM HCIIOJIB3Ys Uy XKH€e Nporpammsl. [Ipudyem 3To MHEHUE
Tex cambIx 10% npodeccnoHaabHBIX KPAaKepOB - OBIBIINX XaKEPOB, CTABIINX HA IIyTh HapyLICHUS
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3akoHa. VX, B oTIM4Me OT KpakepoB — «4YaHHUKOBY», OCTAHOBUTH KOTOPBIX IEHCTBUTEIBHO OYEHb
CJI0’KHO, HO, KaK MTOKa3bIBAET MPAKTUKA, OTHIO/Ib HE HEBO3MOXXHO. OUYEBUIHO, UTO ISt
MPEIOTBPALICHHS BO3MOXKHOTO B3JI0Ma WJIM YCTPAHEHHUsI €T0 MOCIIEACTBUI, TpeOyeTcsi IPUTIaCUTh
KB (HUIUPOBAHHOTO CIEHUAINCTA 110 HH(OPMAIIMOHHON 0€30MacHOCTH - MPO(ECCHOHATEHOTO
xakepa.

Opnnako ObLT0 OBl HECTIPABEUIMBO CMEIIATh B OJHY Ky4y BCEX KPakepoB, OJJHO3HAUYHO HA3BaB UX
Bopami. I1o HalleMy MHEHMIO, KpaKepOB MO>KHO pa3AeIuTh Ha TPU CIEIYIOLUX Kacca B
3aBUCUMOCTH OT L€JIH, C KOTOPOM OCYIIECTBISETCS B3JIOM: BaHJAJIb], "IIyTHUKU" U
npo¢eCCHOHATBHBIE B3IIOMILUKH.

- Banganel - camast u3BecTHas (BO MHOTOM OJiarofapsi IMpPOKOMY pacpoCTPaHEHUIO BUPYCOB, a
TaK)K€ TBOPEHUSIM HEKOTOPBIX KYPHAIMCTOB) U, HAJ0 CKa3aTh, camMasi MaJIOUHUCICHHAs YacTh
KpakepoB. VIx ocHOBHasl 11€J1b - B3JI0MaTh CUCTEMY JJIS €€ JAJIbHEUILETO pa3pyIICHuUs.

- «[lyTHUKNY - Hanboiee 6€300MIHAS YACTh, OCHOBHASI IIETTh KOTOPBIX - U3BECTHOCTb,
JocTUTaeMast IyTeM B3JI0Ma KOMIIBIOTEPHBIX CUCTEM M BHECEHHUS TyJ1a Pa3IUYHBIX 3P PEKTOB,
BBIPAXKAIOIINX X HEYJIOBJIETBOPEHHOE YyBCTBO I0MOpa. K «iIyTHHKaM» Takke MOXKHO OTHECTH
co3zaresieil BUPYCOB € Pa3IMYHBIMU BU3YyalbHO-3BYKOBBIMH 3(ppexTamu (My3bIKa, IPOKAHUE UITU
MepeBOPAYNBAHKE IKPAHA, PUCOBAHNE BCEBO3MOXKHBIX KAPTUHOK U T. II.).

- B3JIOMIIMKH - Tpo(hecCHOHANIbHBIE KPAKePBl, OIb3YOLHecs HauOO0IbIINM I0YETOM U
YBaKEHUEM B KPakepcKoH cpene. X OCHOBHas 3a71a4a - B3JIOM KOMIIBIOTEPHOM CUCTEMBI €
Cepbe3HBIMHU LIEJISIMU, HAIIPUMED C LIETbI0 KPaXH WIM IOJMEHbI XpaHsIlelcs TaM HHPOpMaLUu.

Wrtak, ncxonas U3 U3J10KEHHOI0, MOXKHO CKa3aTh ¢ a0COIIOTHON YBEPEHHOCTBIO, UTO B chepy
JeMCcTBUS IPAaBOOXPAHUTENBHBIX OPraHOB HACTOSIIME XaKephl HE MOMNAAa0T, 33 UCKIIIOUEHUE
HEKOTOPBIX HelopasyMeHul, B yactHocTu ¢ JMutpuem CxisipoBbiM. CxiisipoB sierom 2001 rona Ha
OJTHOM MyOJINYHOM KOH(EPEHIIMH TPOAEMOHCTPUPOBAT U3bSH B CUCTEME O€301MaCHOCTH OHOM U3
nporpamMm komnanuu «Adobe systemsy, nmocie yero Obut apectoBad cotpyaaukamu OBP. To ectb
€ro apecToBaJM 3a TO, BEIPAXKAACh MPOCTHIM S3bIKOM, UTO paccKasall JIFJIIM, YTO 3aMKH, KOTOpbIE
UM TIPOJIAIOT, HE 3AIIUTST UX OT BOPOB.

§ 3. HexkoTopblie Mu(bI 1 320,1yxK/1eHUS 0 KOMIILIOTEPHOMH NMPECTYNHOCTH

['myOokoe HemOHNMaHKe OOJBIITMHCTBOM OOBIBaTeNel MpooieM, CBSI3aHHBIX C KOMITBIOTEPHOM
MPECTYMHOCTHIO B BEIUUCIUTEIBHBIX CUCTEMAX, C TEUEHHEM BPEMEHH CPOPMUPOBAIIO
oTpeieNIeHHbI MU} 0 BCEMOTYIIIECTBE KPaKepOB M MOBCEMECTHON 0€33alUTHOCTH KOMIIBIOTEPHBIX
cucreM. JlaHHBIN MU} TOAIEPKUBACTCS M IPABOOXPAHUTEIBHBIMU OpranaMu: «C MOMOIIIbIO
Internet Mo>keT OBITH COBEPIIICHO JTFOO0OE MPECTYIIIEHUE, KPOME H3HACHIOBAHUS, — 3aMETUI
Hmutpuit Yenmuyros, HayanbHUK otaena «P» MBI Poccun, B cBOEM BBICTYIUIEHMH Ha MEPBOM
Bcepoccuiickoit koHdpepeniu «IIpaBo u Internet: Teopust u npaktukan[13].

[TokazaTenen npuMmep NpUBOAUMBIN B ropunnyeckoi auteparype: B CLIIA @BP packpuino epynny
xakepos u3z Munyoxku, komopbie obecneyunu cebe HeCaHKYUOHUPOBaHHblll docmyn bonee yem Kk 50-
MU A8MOMamMu3uUpPOBaAHHbIM OAHKAM OAHHbIX, 8KI0Yas Jloc-Anamocckyio soepuyro aabopamopuio,
KPYNHObLUL PAKOBHLIL YeHMP U Opyeue, HCUusHenHo eadicHvle oovekmol CIIIA[14].

JleiicTBUTENHHO, COBPEMEHHBIE BhIUHCIUTENbHBIE cucTeMbl (BC) u ceTu o01iero Ha3HauYeHUs
UMEIOT Cepbe3HerIre pobieMbl ¢ 6e3o0macHoCcThio. Ho, moquepkHeM, UMEHHO BBIYHACITUTEIBLHBIC
CUCTeMBI 00111ero Ha3HaueHus. Tam xe, rae TpedyeTcst 00padoTka KpuTHdeckor nHpOpMaIuu 1
oOecrievyeHre BhICIIEr0 YPOBHS 3alIUThl U CEKPETHOCTU (HampuMep, B BOEHHOM 00J1aCTH, B @aTOMHOMN
SHCPTCTUKE U T. H.), HCIOJIB3YIOTCA CIICHUATIU3UPOBAHHBIC 3alIIUIINCHHBIC BBIYHUCIIMTCIIBHBIC
CHUCTEMBI, KOTOPBIE (M ATO YPE3BBIYAITHO BAXKHO!) B OCHOBHOM H30JIMPOBAHBI OT CETEH 00IIeTro
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HazHaueHwus (OT ceTH Internet, Hanpumep). [loaToMy HEOOXOIUMO pa3BeATh MEPBHIA MU,
VCKJIIOUNTEIIBHO TOIYJISIPHBIN B XyA0KECTBEHHOU JINTEPATYPE, KUHO, & TAKKE B CPEICTBAX
MaccOBOW MHPOPMAIIUU: KPAKEP HE MOXKET MPOHUKHYTH U36He B BEIUUCIUTEILHYIO CUCTEMY
CTpaTeruuecKoro HazHaueHus (Hanpumep, B BC aToMHOI cTaHLIMU WIIM ITyHKTa YIIPaBJICHUS
CTPATETUYECKUMU BOOPYKEHHUSIMH).

Hogyto *u3Hb B 3TOT MU BIOXHYI MocaeHui BoeHHbIH KoHGUKT B FOrocnaBuu. CormnacHo
coobmienusM poccuiickux CMMU, ckitanpiBanoch onrymeHnue, 4to BoeHHbie ceTd HATO nmoJiHOCThIO
0€33alUTHBI ¥ MOJIHBIA KOHTPOJIb HaJl HUMU UMEIOT «OTBAXKHbIE XaKepbD». EcTecTBEHHO, eciu
TaKue HOBOCTH 00CYKJJINCh Cpein NPOoecCHOHanoB HHPOPMALMOHHBIX TEXHOJIOTHMA, TO TOJIBKO B
paszzeie 1oMopa. 13 3Toll ke cepun aHEeKI0T KaK HEKUE «XaKepb» 3aXBATUIIN YIIPaBJIECHUE HaJl
BOCHHBIM CIIyTHUKOM BennkoOpuTaHuy, KOTOPBIA OCYILECTBIISI B3aUMOAEHCTBIE MEXTY
BoeHHbIMU cygamMu HATO. DTOT aHEKI0T, HO YXKe COBEPILEHHO CEPhE3HO, PACIIPOCTPAHSIIMN KaK
HOBOCTb Bce MupoBble CMMU. C coxaneHrneM MOXKHO KOHCTaTUPOBATh TOT (QaKT, 4TO y
roCy/apCTBEHHBIX OPTaHOB Pa3HbIX CTPaH YK€ CTaJI0 XOPOIIMM TOHOM CBajJIMBaTh BHYTPECHHHE
po0JIeMbl BBIYUCIUTENbHBIX CETEN Ha IPOUCKU HEKUX HEU3BECTHBIX «XaKEPOBY.

Tem He MeHee, HY>KHO TOBOPUTB JIMIIIb O HEBO3MOXXHOCTH MOJMY4YEHUS] HECAHKIIMOHUPOBAHHOTO
yAaJeHHOT0 JOCTyNa UMEHHO U3BHE. B TOM citydae, eciiv HaHECTH yiiepd cucTeMe BO3HAMEpPUTCS
Kpakep U3 COCTaBa IepcoHalla 3alUIIEHHON BBIYUCIUTEIBHON CUCTEMBI, TO CJI0KHO aOCTPAaKTHO
CYJIUTh, HACKOJILKO YCIIEIIHBI OYAYT €ro MOIBITKH.

B kauectBe npumepa HartoMHUM cirydaid Ha Urnanunckoit ADC, Koria MeCTHBINA CUCTEMHBII
MIPOTPaAaMMHUCT BHEJIPHII B BBIYUCIUTEIBHYIO CUCTEMY MPOTPAMMHYIO 3aKJIAIKY («TPOSTHCKOTO
KOHS»), KOTOpas 4yTh HE MpHUBEJia K aBapuu Ha cTaHIuK. Kak yTBep:k/1aeT cTaTUuCTUKA, HapyLICHH
0€30MacHOCTH CUCTEMBI COOCTBEHHBIM MIEPCOHATIOM COCTaBIIAIOT 0K0JI0 90% OT o011ero ymncia
HapyueHui. Tak, KpUTHUECKUE BBIUNCIUTEIbHBIE CUCTEMBI HENb3s Ha3BaTh HEYSA3BUMBIMU, HO
peann30BaTh Ha HUX YCHEIIHYIO YIAICHHYIO aTaky (T.€. MPOHUKHYTh B CHCTEMY M3BHE)
MPaKTUYECKH HEBO3MOXHO. B MpoTHMBOBEC JaHHOMY YTBEPKIECHHIO, MOKHO BCIIOMHUTD 3aMETKH B
razerax o TOM, KaK «Kpakepbl MpoHUKIN B KoMiibtoTep I[lentarona uinu HACA». Bee neno B Tom,
yTo nr0bas yBaxkaromas cedst opranuzanus, oyas o LIPY, AHb unu HACA, umeetr ceou WWW-
uiu ftp-cepBepsl, HAXOAIIMECS B OTKPBITOM CETH U JOCTYITHBIE BceM. M Kpakephl B 3TOM ciiydae
MIPOHUKATM UIMEHHO B HUX (2 HU B KOEM Cllydae HE B CEKPETHBIE UITH 3aKPBIThIE CETH), UCTIONb3YA,
MOET OBITh, OJIMH U3 MPOCTEUIIINX MEXaHU3MOB OIKCHIBAEMBIX B KOMIIBIOTEPHOM JIUTEPATyPE.

Hpyrum u, noxanyi, Hanbosee ycToMuMBbIM MU(OM siBisseTcst MU 0 BceoOIiel 6e33auTHOCTH
0aHKOBCKUX BBIYMCIUTENbHBIX cucTeM. [la, NeHCTBUTENBHO, B OTJINYUE OT BBIYUCIUTEIBHON
CHCTEMBI CTPATETHUYECKOT0 Ha3HaYeHUs1, OaHKU M3-3a KOHKYPEHTHOH 00phObI Mex 1y co00ii
BBIHYKICHBI /17151 o0ecrieueHus y100cTBa U ObICTPOACHCTBHS pabOThI ¢ KIIMEHTAMHU MTPEIOCTABIIATD
UM BO3MOXKHOCTb YJJAJIEHHOT'O JIOCTYIa U3 CeTel 00IIero nojab30BaHUsA K CBOUM OaHKOBCKUM
BBIUMCIUTENbHBIM cucTeMaM. OTHaKO, BO-TIEPBBIX, /IS CBSI3U B 3TOM CIIydae UCIOIb3YIOTCS
3alUIIEHHBIE KPUITOIPOTOKOJIBI U Pa3HOOOPA3HbIE CUCTEMBI CETEBOM 3aIIUTHI (HAIIpUMeEp,
Firewall), 1, BO-BTOpBIX, ITpe1OCTaBIIEHNE KJIMEHTY BO3MOKHOCTH YAAJIEHHOTO JJOCTYIa OTHIOb HE
03HAYaeT, YTO KJIUEHT MOXKET MOJYyYUTh JOCTYI HETOCPEACTBEHHO K BHYTpEeHHEH 0aHKOBCKOM CeTH.
[To MHEHHIO clienuanucToB, 3apyoekHbie 6aHkoBckre BC (1po oTeuecTBEHHBIE MBI HE TOBOPUM,
TaK Kak €Ill¢ HE IOCTUTHYT COOTBETCTBYIOIIMM yPOBEHb aBTOMATU3AIMH PACUETOB) SIBIISIOTCA
HauOoee 3amuneHHbpIMU TTocsie BC cTpaTernueckoro Ha3HadeHUSI.

O}IHaKO B IIOCJIEAHUE T'OJIbI HEKOTOPBIM XKXYPHAJINCTaM, B TOM YHCJIC U OTCUCCTBCHHBIM, B IIO'OHEC 34
ceHcalen ynanocs (1 He 6e3 ycrnexa, 0COOEHHO Ha OCHOBE PeabHO UMEBIIETO MECTO JIeNIa
JleBuHna, cM. nanee) mpuayMarb MU} 0 BceoOIei 0e33auTHOCTH OaHKOBCKUX CHUCTEM.

A Hamm OaHKM CaMu MOJIEPKUBAIOT STOT MU, 3asBIsst uTO: «B 1993-1996 rr. 66110 IPEITPUHATO



6osee 300 MOMBITOK MPOHUKHYTH TOJBKO B OJJHY KOMIIBIOTEPHYIO ceTh LleHTpanpHOro 6anka
Poccun»[15]. HTEpecHO, B KaKyr KOMITBIOTEPHYIO CETh OHM UMEIH BBUY: BHYTPCHHIOIO
CTpaTernuecKoro Ha3HaueHus UK Be0-ceppep?

B aToMm ke nyxe cuioBble CTPYKTYpPBI IIBITAIOTCS IPEMIOJHECTH «XAKEPOB U KPAKEPOBY KaK CaMbIX
Jep3KuX npecTynHukoB. B ywactnoctu ®BP coolmiaer, 4To B MX CTpaHe «COBEPILIAETCS HE MEHee
TBICSIUM TPaH3aKUUH 110 IepEeKayKe JEHET CO CYETOB 3aKOHHBIX BJIa/IEbLEB, COBEPILIAEMBIX IIPU
ITOMOILX 3JIEKTPOHHON TeXHUKH. CyMMa JI0XOJ0B OT 3TUX Ol€paluil, POCCUICKOU U
socmounoegponeiickou maguu, ouenupaercs B 500 mapa. nomn. CHIA, npuyem poccuiickue
AIEKTPOHIIMKHN CYUTAIOTCS CAMBIMU OIBITHBIMU B MUPE B 00J1aCTH KOMITBIOTEPHBIX
npectyiuieHnii»[16]. MUatepecuo, kyaa cmorput ®BP u MBJI, korja «yTekarT» Takue IeHbIH, 1a 1
Madus HaIlla yKe OKa3bIBACTCsI JABHO JI0JIJIapaMu «3axJieObiBaeTcs». «I opocTh», KOHEUHO,
OJI0JIEBACT 32 HAIIMX AJIEKTPOHIIMKOB 1 Maduto. Ho Bce sxe gymaercs, 4To JaHHbIE 3asBICHUS HE
UMEIOT HUYEro 0OIIEro ¢ eHCTBUTENILHOCTHIO, a HAIIPABIICHBI MOIYyYeHHE BCE OOIBIINX
OTUYUCIIEHUN U3 OI0KETa Ha HYX/1bl IPAaBOOXPAHUTEIbHBIX OPTaHOB.

B 3TOM CMBICIIE XapaKTepHO J1ei10 JIeBUHA, TOXUTUBIIErO U3 aMepHKaHCKoro 6anka B Helo-Mopke
JICHEeXKHBIE cpe/icTBa B pa3Mepe cBoimie 10 M. nojutapos, Haxosck Cankt-IlerepOypre. B cumy
00JIBIIOr0 OOIIECTBEHHOTO PE30HAHCA MPEJICTABIISCTCS BAXKHBIM OCTAHOBUTHCS HA 3TOM XHILCHUU
6onee moapoOHO. B meuaTu nemaercs ymnop Ha TO, 4TO 3TO MPECTYIICHHE ObLIIO COBEPIIEHO Yy Th JIU
HE B OJJUHOYKY TaJIAHTJIUBBIM KpakepoM. OJIHAKO B ACHCTBUTEIHLHOCTH OBUIO HECKOJIBKO MHAYE.

Hanpumep, numeercs oduipansHas Bepcust IPaBOOXPAHUTEIbHBIX OPTaHOB O MPOBEACHHOMN
OTepalfK, KOTOPOM, KCTaTH, TOKE HE CTOUT CUIILHO JIOBEPSATH BBUIY MHOTHUX HESCHBIX M HEJICIIBIX
MECT B HE, HanpuMep, Takoi (akT: "TeHUaTbHBIN B3TOMIIUK OaHKOB" MOYEMy-TO ObLT FeHHANICH
TOJILKO B CAMOM TIPOIIECCEe B3JIOMA U BeJl ce0s1, CKa)KeM, HE OUYE€Hb YMHO MPU COKPHITHH CBOUX
CJIEJIOB M B POTUBOOOPCTBE C MPABOOXPAHUTEILHBIMI OpPraHaMHU.

BropikeHue B cucteMy yrpaBiieHUs J€HEKHbIMU onepauusaMu Cutubanka ObUIo BIIEpBbIE 3aMEUYEHO
B utoHe 1994 r. B cyn nokymeHThI Obliy npescTaBieHs! 18 aprycra 1995 r., u ¢ 3Toro MomeHra
JIeJI0 TOIYYHIIO IKUPOKYIO MyOnuyHyto oriacky. Toraa xe npokypartypa CIIA BeiBuHYyIa
00OBUHEHMSI MPOTHUB rpaxaannHa Poccun Bnagumupa JleBuna, apecroBanHoro B JIonoHe.

KpaKep nmoaaciibiBall IMMapojn KIIMECHTOB 0aHKa ¢ OCJIbIO BBIAATH cebs 3a BJaaciablia TOro Uik MHOIro
cycTa. HpI/I 9TOM HCIIOJBb30BAJIMCh CUCTA KIMCHTOB CO BCCIO CBETA.

Poccuiickue ciayx0bl 6€301MacHOCTH MOAKIIOYMINCH K Jeny B 1995 r. Jlo aToro Bpemenu
pacciiefjoBanue Benu criennanbHble iy k061 CLIIA. beua BeIsiBIEeHa 1ienast IpecTynHas
IpyNIHPOBKA, 3aHUMABILAsICS BXOJIOM B KOMITBIOTEPHYIO CHCTEMY OaHKa, IEpEeBOJIOM JEHET CO
CUCTOB KJIIMCHTOB U ITOJYUCHHUEM IIEPECBCACHHBIX CYMM B (1)I/IJ'II/IaJ'IaX OaHka 1o BCEMY MHDpY.

Cuera noctpanaBmux Haxoauiuck B 10-tu crpanax: CIIA, Kanane, Mekcuke, Aprentune, HoBoi
3enanaun, Apy6e, Komym6uu, I'onkonre, Mnnonesun, Ypyrsae. [lepeBoibl npuxoauim B 7 cTpaH
CIIA, Poccuto, unnsuauto, ['epmanuto, Hunepnanne, [lBeiinaputo u M3pauns. B 310 neno 6s110
BOBJIEUEHO B UTOre 14 cTpaH.

Opranu3anus UCTOIb30Bajia YCIYyTH Kpakepa Jijisi IPOHUKHOBEHUS B CHCTEMY U TIepeBOAa
JIEHE)KHBIX CPEJICTB CO CYETOB KIMEHTOB B Ipyrue 0aHKH, a Takke "MyJoB" — Jro/iel, KOTOpbIe
HENOCPEJICTBEHHO MOJIyYalld HATMYHYI0 BATIOTY U3 ¢puiananoB CutrubaHKa Wil Ipyrux 0aHKOB
Moclie TOCTYTUICHUSI B HUX TIEPEBOIOB. 3a BECh MEPHO/] CBOCH ACSITENLHOCTHU (C UIOHS 1O OKTSIOpH
1994 r.) kpaxep cnenan 40 OMBITOK MEPEBOAOB Ha 001IyI0 cyMMy Oosiee 10 miH. moutapos CIIIA.
OnnHako peanbHbIHN yiepo yaanochk ceectd K 400 ThIC. TOJIIApOB, KOTOPBIE OBUTH BHITUTAYSHBI U3
ctpaxoBbiX GpoHnoB Cutnbanka. Bom mak, ecem ckazanu, ymo 10 man. donnapos, a okazaiocsy 400
MBICAY OONNAPO8.
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Kaxk 3asBis0T crienciy>k0bl - 1e10 OBLIO XOPOIo CINIAHMPOBAHO M oprann3oBaHo. CHavana
NePEeBOJIBI JeNAIMCh HEOOIBIIMMHU CYMMAaMHU C LIEJIbIO MTPOBEPKH KauecTBa CBOEH pabOTHI, a 3aTeM
CYMMBI KayK/I0TO IIEpEeBO/Ia YBEIMYUBAIHCH 10 OJTHOTO MIJIUIHOHA. [IpH CHATHM KPYITHON CyMMBI
JICHET HATMYHBIMU B OaHke OUHIISAHIANH, COTTIACHO MpaBuiiaM 0aHKa, «MyJD» BBIHYKICH ObLI
OCTaBHUTh CBOM KOOPJIUHATHL. B KadecTBe MecTa cBoero npokuBaHus oH ykaszan Cankr-IlerepOypr,
a B rpage «renedon» - TOT )K€ HOMEp, 4TO ObLIT 3ace4eH NpU (QUIBTPALIUU 3aIPOCOB U
COOTBETCTBOBAJI HOMEPY B ouce, OTKy1a MPOU3BOJMIOCH IPOHUKHOBEHUE. JTO 110 BO3MOKHOCTh
CBSI3aTh 3aMpOC B OAHK C MOTyYaTesIeM KaK OJHUM JIHIIOM, XOTS XaKep U «MyJ» ObUIH Pa3HBIMH
JTIOIBMH. 30ech 6cmaem 00uH 860Npoc: KaKoil 60op 6yoem ocmasiams Ha Mecme npecmynieHus.
8U3UMKY ¢ 0omauinum aopecom? Jns uweeo? Ha amo ecmov monvko ooun omeem:
NPAasooxXpaHumenbHvie OPeaHvl Ha OAHHOU CIMAOUU ONePayuL UCNOIb308AIU He COBCEM 3AKOHHbLE
€nocobbl 000bIYY UHPOPMAYUY, BCIEOCMBUE Ye20 UM 8 OANbHeueM NPULUIOCL KNPUKPLIBATNLCY
ABHOU «2TIYNOCMBIO» «XOPOULO CNIAHUPOBAHHO20 U OP2AHUOBAHHO20» NPECMYNAEHUSL.

B pe3ynbrare npoBeeHHBIX COBMECTHBIX JIEHCTBUN IPABOOXPAHUTEIBHBIX OPTaHOB Pa3HbIX CTPaH
U c1y0bl Oe30macHocTH O0aHKa ObLIM apecToBaHbl Oosiee 15 yenoBek. AMepUKaHCKasi CTOPOHA
ObLIa TOTOBA MPEABIBUTH OOBUHEHUS 13-TH y4acTHUKAM MPECTYITHON IPYNITHPOBKH, OOIBITUHCTBO
U3 KOTOPBIX — PYCCKHE C UHOCTPAHHBIM MOJIAHCTBOM. MHOTHE U3 apeCTOBAHHBIX MM BbIJAHHBIX
BiacTsiM CHIA 3aximrounim cAeiKy 0 MPU3HAHUU M OBLIH OCYKJICHBI TI0 3aKOHOAATEIbCTBY STOU
cTpaHbl. FIM BMEHsUIMCh B BUHY: OAaHKOBCKOE MolLIeHHn4ecTBO (cT. 1344 tutyna 18 CBoaa 3akoHOB
CUIA); MOIIEHHHYECTBO € UCTob30BaHueM tenerpada (cr. 1343 turyna 18 CBoga 3akOHOB
CIIIA); MOIIEHHUYECTBO C HCMOIb30BaHKeM KoMIibioTepa (cT. 1030 turyna 18 CBoja 3akOHOB
CIIIA); npectynnslii croBop (cT. 371 tutyna 18 Cona 3akoHoB CIIIA). A yepes cpencrsa
MaccoBOW MH(pOPMALIUU MUP Y3HAI YTO «TaJIAHTIUBBINA Xakep Biagumup JleBuH B31oMaB 3amury
Curtnbanka noxutui 10 muimnonoB gosutapos CIHIA».

OTHOCHUTENIBHO O0IEAOCTYITHBIX KOMIIBIOTEPOB IN100aNbHOM ceTi MHTepHeT, TO MOXKHO CKa3aTh
cnenyromiee. Hu ofHOro moATBepKA€HHOTO (paKkTa OCYILECTBICHUS 1I€JI€HAIPAaBIEHHOTO MOJIyYEeHUS
HEMPaBOMEPHOT'0 JIOCTYMa K 4yKOH MH(OpMaIiK B I100aIBbHOM CETH ¢ TOMOIIbIO POTPAMMHBIX
cpeacTB HeT HU B Poccun, HU 3a pyOekoM, a Bce U3BECTHBIE MPOUCXOIUIIHN C TOMOUIBIO JAaBHO
U3BECTHOI'O MOJKYTIa, CTOBOPA WJIM COOCTBEHHOM ITyNOCTH Nojb3oBareneil. [loutn kaxaplii 1eHb
«BckpoiBaroTCs» WWW-cepBepa Kakux-T0 KOMITAHUH, TOAMEHON HEKOTOpbIx WW W -cTpanui,
KOTOpasi 4aCTO BOBCE HE O3HAYAET MOJIHOI0 KOHTPOJIS (HEIIpaBOMEpHOro J0cTymna) k HTepHeT-
CepBeEpY, 3JI0YMBIIIJIEHHUK MOKET BOOOIIIE HE UMETh K HEMY HUKAKOI'o JOCTYIIa, a POCTO
MIOJIMEHSATB ATH CTPAHMIIBI C TOMOLIBIO Niepeanpecannu. Hanpumep, rpynna 0Te4eCTBEHHBIX
XaKepoB, Ha3BaBIascs “AHTUdammcTckuM GppoHToM Poccnn”, mpoBena pajiuKalbHYIO aKIUIO MO
OsiokupoBaHmIoO cepBepa “PycmarpuoT. Xakepam ynanoch YKpacTh y AepiKaTeseit cepBepa
JIOMEHHOE MM ruspatriot.com myTeMm rnepeagpecariu, B pe3ybTaTe Yero Kax/Iblil MoCeTUTeNhb
JaHHOTO BeO-azipeca Tenephb MonaaaeT Ha CTpaHUILy, TJe pa3MelleHa KapuKaTypa Xy/10KHUKOB
KyxkpbiaukcoB “@ammms3m He TpoieT”, a Takke coepKuTcs odpaiieHue “AHTH(AIINCTCKOTO
¢dponTa Poccun” x “HeyBa)kaeMbIM U IIPE3UPaEMbIM (amuctam’.

Bce 310 no3BosisieT HaM MPEATNONIOKUTh, YTO MPOOIIEMa «CETEBBIX KPAaKepOB» B TOM BHJIE, KaK OHA
00b19HO nipenogHocutcs CMU, Ha camom niene oTcyTcTBYeT. Jla, MHOTO CHJT IOJDKHO YACIATHCS
3alIUTe KOMITBIOTEPHBIX CHCTEM OT «IICEBI0XAKEPOBY», KOTOPHIE CUMTAIOT ce0s MpodeccuoHanamu,
yMes 3aIlycKaTh pa3IudHble «HIOKM» (nuke — mornyeckas 6om6a, KOTopasi IPUBOJUT K Kpaxy
OTIEPALIMOHHOM CUCTEMBI UM TPOIPAMMHOT0 00eCIieueH s ) WM OA0UpaTh NapoJIu TUIIA «guesty
(«rocTh)» - pacpOCTPAHEHHBIN MApPOJIb B CHCTEMax 001ero 1octymna). OHU CrmoCOOHBI HAHECTH
3TUM oTlpeieNieHHbINH ypoH. CyIIecTBYIOT, 6€3yCI0BHO, 1 0ojiee KBaTU(PHUIUPOBAHHBIE TPYIIIIBI
KpaKepoB, 3aHUMArOLIMeCs, Hanpumep, B3ioMoM WW W-cepBepoB 1171 «yBEKOBEUHNBAHUS)
cobctBeHHOro nMeHH. Ho y Hac BbI3bIBaeT O0JIbIIIOE COMHEHHE CYIIECTBOBaHHE POPECCHOHATIOB, a



TeM 0oJiee HaJa)XKEHHOW MHIYCTPHUH, KOTOpas AOIyCKaeT B3JIOM JIto00ro Oosiee-MeHee
3AIIUIIICHHOTO XOCTa «Ha 3aka3». [1o coOCTBEHHOMY OMBITY MBI MOXKEM MPEATOI0KUTH, UTO IIeHA
TAKOT'O B3JIOMA JIOJDKHA OBITh B HECKOJIBKO pa3 0oJIbIlle, YeM EHHOCTh HaXOISIIEHCS TaM
uH(pOpMaLIKH, TIO3TOMY B XOJI HIyT CTapble IPOBEPEHHBIC METO/IbI THITA BEPOOBKH HMJIIH MOJAKYIIA.

Pe3tomupysi, Mbl CUUTaEM, YTO HUKAKUX KPAKEPOB, CIELIUAIU3UPYIOIIMXCSA Ha HEITPAaBOMEPHOM
noctyne K THTepHeT-ToMeHaM 3a IEHBI'M WJIH C 1IEIbI0 UCTIOIB30BaHUS MOTYYCHHONH HHPOpMAITUU
JUIsl COOCTBEHHOTO O0OTranieHus, He cyuiecTByeT. Mx kBanudukanus 101kHa ObITh HACTOJIBKO
BBICOKA, YTO BO BCEM MHPE TaKHX JIOACH MOKHO 0€3 Tpy/la IepecYnTaTh, U OHU HABEPHSIKA
ABJISIIOTCA Xakepamu, a He KpaKepaMH.
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I'maBa 2. Yro/i0BHO-IPaBOBasi XapaKTEPUCTHKA KOMIILIOTEPHBIX NMPeCcTyIJIeHUil

AHaIn3 3aKOHOJATEIBCTBA, PEryJIUPYIOUIET0 HH(POPMAIIMOHHbBIE OTHOIICHHS, TOKA3bIBACT, YTO
HEeo0Xx01uMo OoJiee AeTalbHOE UCCIIe0BAaHUE ITPABOBOTO COJIEPYKAHMSI U CYIIIHOCTH MOHATHH,
KOTOpBIE KacatoTcs OJAHOBPEMEHHO U 3JIEMEHTOB HH()OPMALIMOHHBIX OTHOLIEHUHN U OTHOLIEHUH,
PEryJIupyeMbIX YroJOBHBIM 3aKOHOM. C MOMOIIBIO 3TUX NOHATUH B JaJIbHEHIIIEM MOXKHO OyJeT
OIPEEIUTh 3HAYNMBIE JJIEMEHTHI YTOJIOBHON J€ATEIbHOCTH.

[ToHsATHE «KOMIIBIOTEPHOTO MPECTYIIICHUSD SIBJISAETCS OJIHUM M3 LIEHTPAIbHBIX B CETMEHTE
NPECTYIUICHNH B chepe KOMIBIOTEpHON HH(POPMAIH, HO JI0 CHX ITOp OCTaeTCs 0oJiee YeM He
ornpezeneHHbIM. B MUPOBOI NIPaKTUKE «... IPU3HAHO, YTO JIaTh ONPEAEICHIUE KOMIIBIOTEPHOTO
IPECTYIUICHUs Ype3BbIYaiiHO c0xkHO. He Bcsikoe ncnosap30BaHne KOMIIBIOTEPHOM CUCTEMBI
o0pa3zyer cocTaB KOMIBbIOTEPHOTO NpecTymieHus»[1]. EcTh MHEHHE, YTO «CIIOKHOCTD B
(GOopMyIMPOBKE 3TOrO NOHATHS CYIECTBYET, KaK 110 IPUUMHE HEBO3MOKHOCTH BbIIETICHUS €INHOTO
00BEKTa IPECTYMHOIO NOCATATENbCTBA, TAK U MHOXKECTBEHHOCTH MPEAMETOB IPECTYITHBIX
HOCSITAaTEIIbCTB C TOYKH 3PEHUS HX YTOJIOBHO-TIPAaBOBOM oxpaHb»[2]. B monckax ncTuHHOTO
IOPUAMYECKOT0 3HAUEHUSI BHIPAYKEHUST KKOMITBIOTEPHOE MPECTYIIEHUE» MHOTHE YUEHHBIE U
NPaKTUKU PA30ILIMCh BO MHEHHX OoJiee UeM Ha YeThIpe CTOPOHbl. OTHOCUTEIBHO TOIBKO O0OBEKTa
JTAHHOTO MPECTYIUICHUS B HAyKe CYIIECTBYET YK€ KaKk MUHUMYM TPH MHEHHUS: CTOPOHHUKH MIEPBOTO
CUHTAIOT, YTO 0OBEKTOM sIBIIsieTCs caM KoMnbioTep (9BM), BToporo - komnbioTepHas uHGopmanus,
3aMnycaHHas Ha MalllMHHBIX HOCUTENSIX KOMIIBIOTEPA, @ TPETHET0, UTO OOIIECTBEHHBIE OTHOIICHHUS
1o 6e301acHOMY (3aKOHHOMY) UCIIOJIb30BaHUIO HH(POPMALIUU SBIAIOTCS 00BEKTOM JJAaHHOTO
MPECTYIUICHUS.

Omun60YHOCTh HEKOTOPHIX MHEHUI HCXOJUT U3 TOTO, YTO CYTh HOBOTO SIBJICHHSI B YTOJIOBHOM IIpaBe
IBITAKOTCSA MTOHATh YePe3 MPU3MY MOHITHI YroJIOBHOM Hayku. HO KOMIIBIOTEpHOE NMPECTYIUIEHUE 110
CBOEH CYTH OY€Hb CIIelU(UYHO U CBOUMHU KOPHIMH YXOJIUT BIIIyOb MPO(EeCcCCHOHATBHOM Cpe/ibl
CHEIHMAJIMCTOB B 00JIaCTH MHPOPMAIIMOHHBIX TEXHOJIOTUNA. ITO 0COOBIM MUpP UK OTJENbHAs CTpaHa
CO CBOMMHU 3aKOHaMHU, OHATUSAMHU, JTUAECPAaMU, LIEJSAMU U 1aXKe HaKa3aHUSAMU. 31€Ch HEIb3s HAaBECTH
CBOM NOPSIJIOK, YCTAHOBUTH CBOM «yCTaB». ENMHCTBEHHBIN IMyTh JUIsl YTOJIOBHO-IIPABOBOM HAYKH
BUJMTCS B TOM, YTOOBI Ha OCHOBE INTyOOKOT0 aHaJIM3a MBITAaThCsl CMOACTUPOBATh IOPHINYECKHE
MOHSTHS U B JJAJIbHEHIIIEM IPaMOTHO PETyJIMpOBaTh OTHOLIEHUS B JaHHOW oOnactu. Benp He cekper,
4TO rocie npuHATHs B 1996 rogy HOBOro YrojaoBHOTO KOAEKCa B MHPOPMALIMOHHON Cpejie HUYero
HE U3MEHWJIOCH, TaM MIPEANOYIHN KUTh IO COOCTBEHHBIM MpaBUiIaM U €CJIM, HallpUMep, Ha KaKou-
1100 cepBep B ceTH MHTepHET OCYIIEeCTBIEH HEPaBOMEPHBIH JOCTYII, TO COOCTBEHHHK cepBepa He
UeT B MUJIMIINIO, HAHUMAET XaKepa U «3ajaTbIBaeT Opellb)» B 3aluTe.

PaccMoTpuM OCHOBHBIE 31EMEHTHI HH(POPMALIMOHHBIX OTHOIIEHUH U OTHOLLIEHU, PEryIUPYEMBIX
YTOJIOBHBIM 3aKOHOM, Oeps 3a OCHOBY Iipodeccronanbubie ToHATHS DBM, nmepcoHanbHBIM
KOMITBIOTEP, IPOrpaMMHOE obecrieueHne, HHPopMaLus 1 Ipyrue.
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§ 1. OnpenesieHne HEKOTOPbIX KOMIIbIOTEPHBIX MOHATHI

Bech criekTp COBpeMEHHBIX BBIYUCIUTEIBHBIX CHCTEM MOYKHO Pa3/eNIuTh HA TPU OOJIBIINX Kiacca:
MUHH-DBM (BKIIFOYas IEpCOHAIBHBIE KOMIIBIOTEPHI), MEHH(PPEHMBI, CylIepKOMIIbIOTEpHI. B
HACTOSIIEe BPEMsI 3TH KJIACChl PA3HATCS HE CTOJIHLKO MO BHEIIHEMY BH]Y, CKOJIBKO 1O
(GYHKIIHOHATBHBIM BO3MOXKHOCTSIM[3]:

- cyniep-OBM — cyrep 31eKTpOHHO-BRIYMCIUTEIbHAS MalliiHa (super main-frame computer)
HpeHA3HAYCHbI JUIS PEIICHNS CIIOKHEHIINX 3a/1a4, TJe TpeOyeTCsl OTpOMHBIE BEIYMCIUTEIBHBIC
pecypchl, B OCHOBHOM B a3pOJIMHAMUKE, METEOPOJIOTUH, (PU3UKE BHICOKMX SHEPTUH, FCOPH3HKE.
CriocoOHBII MPOU3BOANTH KAK MUHUMYM COTHHM MHJUTHAP/IOB OTEPALMii ¢ IJIaBaOIIel TOUKOH B
cexyHy. CynepKOMITBIOTEpPhI HAIILIIM CBOE ITPUMEHEHHE U B (PMHAHCOBOH chepe mpu 00paboTke
OousbIX 00BHEMOB C/IENIOK Ha Ouprkax. VX oTinndaeT BEICOKast CTOMMOCTD — OT MSATHAALATH
MHJUIMOHOB JIOJIJIAPOB, MIO3TOMY PEIICHUE O MOKYIKE TAKMX MAaIIWH HEPEAKO MPUHUMAETCS Ha
rOCYAapCTBEHHOM ypoBHE. Takux MalllMH HE TaK MHOTO B MHPE U JIOCTYI K HUM JUIsl CITy4allHBIX
JIIOJIel BECbMa OrPAHUYECH.

- 6ospmas 9BM (main-frame computer) - yHuBepcasibHblii, 00JIbIION KOMIIBIOTEP BHICOKOTO
YPOBHSI, IPEeJHA3HAYCHHBIH [UI peLIeHUs 3a/]ay, CBSI3aHHbIX C UHTCHCUBHBIMU BBIYMCICHUSIMU U
00paboTKoit OosbmX 00beMOB HHPOpMaITHH. [ToHATHE «OOIBIIAs ATEKTPOHHO-BEIYUCTUTEIIbHAS
MallliHa» CHHOHUMUYHO aHIJIMHCKOMY TEPMUHY «MeiHppeiim». «MaitHppelim» 3aHumManu
rOCIIO/ICTBYIOIIME MMO3ULIMY HA KOMIIBIOTEPHOM phIHKE 10 Hadana 1980-x rogos. Haubonee
KPYMHbBIN MPOU3BOAUTEIh MEHHPpeiMOB — amepukaHckas pupma Aii-bu-Om (IBM).
CoBpeMeHHbIE MEHH(PPEHMBI OTIMYAIOTCS HCKITIOYUTEIBHON HAIEKHOCTHIO, BRICOKUM
ObICTpOeiicTBHEM, OUE€HB OOJIBLION MPOIYCKHON CIIOCOOHOCTBIO YCTPOWCTB BBOJIA U BBIBOJIA
uHpopmanuu. K HIM MOTYT MOICOETUHSATHCS THICSYN TEPMUHAIIOB WIIH MUKPOKOMITHIOTEPOB
nojb3oBaresneid. MeltHppeiMbl UCTIONB3YIOTCS KPYMHEHIIMMU KOPIOpaHsIMHY,
NPaBUTEILCTBEHHBIMH YUPEXKACHUIME, OaHKkaMu. CTOMMOCTh MEWH(PEHMOB OTHOCUTEIHHO
BBICOKA: OJIMH KOMIIBIOTEP C MAKETOM MPHUKIATHBIX IPOrPaMM OLIEHUBACTCS MUHUMYM B MUJUTMOH
JIOJIIapOB.

- [I9BM (personal computer) — nepconanbHast 9BM nnu nepconanbhblil komnbsiotep (I11K),
00J1a1aroIas BBIYMCIUTEIbHBIMU PECypcaMy U MpeAHa3HaueHa A1l paboThI TOJIBKO OJHOTO
NOJIb30BAaTeNsl B O/IMH NMpoMexxyTok BpeMeHu. C Hayana 1990-x roqoB TepMUH «KOMIIBIOTEP)
BBITECHIJI TEPMHH «DJICKTPOHHAsI BEIYUCIUTENbHAs MamrHay (DBM), koTopoe, B CBOIO 0O4epe/ib, B
1960-x rogax 3amMeHMIIO OHATHE «M(poBas BeIuUcIuTENbHas MaHay (LIBM). Bee st tpu
TEPMHHA B PYCCKOM SI3bIKE CUUTAIOTCS PAaBHO3HAUYHBIMU. CaMO CIIOBO «KOMIIBIOTEPY SIBIISETCS
TPAaHCKPHILIMEH aHTJIMIICKOTO ClIoBa computer, YTO 03HAYAeT BHIYUCIUTENb. AHIIIMICKOE MTOHITHE
«computer» Topaszio IIHpe, 9eM MTOHATHE «KOMITBIOTEP» B PYCCKOM SI3bIKE. B aHTTIHIICKOM sI3bIKe
KOMITBIOTEPOM Ha3bIBAIOT JIF000€ YCTPOICTBO, CIOCOOHOE MPOU3BOIUTH MATEMATUYECKHE PACUETHI,
BIUTOTH IO JIOTAPU(PMHUECKON JIMHEHKH, HO Yallle B 3TO MOHATHE OOBEAUHSIOT BCE THUIIBI
BBIYUCIUTENbHBIX MAIINH, KaK aHAJIOTOBbIE, TaK U U(poBbIe. B cBs3M ¢ ueM, st 0003HaUEeHUS
TOTO, YTO MBI TOHUMAEM I10JT CIIOBOM KOMITBIOTED, B QHTJIO-TOBOPSIIUX CTpaHaX YIOTPEOISIOT
personal computer.

C oHOM CTOPOHBI, JaHHAS KJIaCCU(DUKALINS, HE SIBISIFOIIASICS UCYEPITBIBAIOIICH, TOMOTAeT MOHSTh,
410 TepMUH DBM HECKOJIbKO MIUPE, 4EM MHOTHE CUUTAIOT, a IEPCOHAIbHBIE KOMITBIOTEPHI HE
€IMHCTBEHHOE MECTO, I MOTYT ObITh COBEPILIEHBI KOMITBIOTEPHBIE MIPECTYIUICHUS U €CITU
MPaBONPUMEHUTENH HE OyI€T CTapaThCs MPOHUKHYTH B CYyTh TEPMHUHOB, TO JIJISI HETO MOXKET
0Ka3aThCs, 4TO MEXy 00Jb110i DBM U ceThio KOMIBIOTEPOB HET pasHuLbl. C Apyroi CTOPOHEL, a
TOYHEE CO CTOPOHBI YTOJIOBHO-TIPABOBOTO PErYJIUPOBAHUS, HE TIOJHDKHO OBITh BAXKHO, HA KAKOM THIIE
KOMIIBIOTEPOB COBEPLIEHO KOMIIBIOTEPHOE MPECTYIUIEHUE. BaxKHO 3HATH, UTO OCTPAAAIO B
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pe3ysibTaTe NpecTyIICHUs.

B ropuandeckoit mutepaType CII0KHO HATH IpaMOTHOE IpeACTaBIeHre 0 KoMmmbioTepe. OObIYHO
[10J1 KOMIIBIOTEPOM ITIOHUMAETCSI KOMIUIEKC TEXHUYECKUX CPEACTB NIPEAHA3HAYECHHBIX JJIs
NPOM3BOJICTBA BHIUYMCIICHUH 1 00paboTku nHpopManuu — U Bce. Ho cam o cebe «koMmIuieke
TEXHUYECKUX CPEJICTBY MPECTaBIseT co00i He Oosiee yeM «rpyay ene3a». Toibko B MOHOrpahuu
B.1O. MakcumoBa[4] 6b110 HalICHO IEHCTBUTEIBHO MPABHILHOE MPEACTABICHUE, KOTOPOE
3aKJIFOYAETCs B TOM, 4TO DBM, B IIMPOKOM CMBICIIE, ABJIAECTCS COBOKYITHOCTBIO TPEX
COCTaBJISIOLIUX:

a) anmmapartHoro odecneuenus (hardware);
b) nporpamMmmHOro obecneuenus (software);
¢) uapopmanuu (computing information).

[Ton annapammusim obecneuenuem (hardware) crieninaancTbl IOAPAa3yMEBAIOT BCE, YTO MPUHAICKUT
MaTepuaIbHOM YaCTH KOMITbIOTEPA, HauuHas ¢ mpoueccopa, O3V, 113V, cucremHol miaTel u
3aKaH4MBas nuIe (oM U epexoHUKaMH, YTO B KOMIUIeKce oopazyeT DBM.

Ho uTo nHTEpeCcHO, TOYHOTO OIpeeTICHHs KOMIbIOTEpa HE MOTYT JAaTh HU CHEIUAINCTHI, HU
topucThbl. CJI0KHOCTH 3/1€Ch BBI3BIBAE€T HECKOJBKO BOIPOCOB: KAKOW KOMILUIEKC 000pyA0BaHUS
MO>KHO Ha3BaTth DBM? C kakoro MOMeHTa dTOT KOMILIEKC MOXKHO Ha3zBaTh DBM? Kakoi nienu
JoJKHA OBITh oqurHeHa padora OBM? [lns 6osee moaHOro HOHUMaHUS TPOOIEMBI IPUBEAEM
OJIHO U3 CIIOPHBIX OMPEIEICHUN: KOMIIBIOTEP — 310 MAKOU KOMNIEKC 000pY008AHUSA, KOMOPbILL
CnOcobeH 8bINONIHAMb KOMAHObL U NPOSPAMMYL OJis OOCIUNCEHUS ONPEOENEeHHbIX 8bIYUCIUMETLHBIX
yeneii. C 3TUM ONPEENICHUEM COTJIAIAIOTCA PsAJl CIEHUATUCTOB, HO OHU )K€ HU KaK HE XOTST
COTJIAIIATHCS C TEM, UTO IIPOTPAMMHUPYEMBIN KaTbKyJIsATOp «AnekTtpoHuka MK-61» sBnsiercs
KOMITBIOTEPOM, XOTsI OH MOJIHOCTBIO MOJAXOIUT MO AJaHHOe onpeaenieHue. [Ipowmoctpupyem 3to
MIPUMEPOM U3 CYIeOHOM MPAKTUKHU:

YronoBuoe pmemo N 73129 Opuio BO3OyxIeHO 9-T0 HOgOps 1998 roma YPOI T'YBI MO
no QakKTy COBEPIEHMS HENPaBOMEPHOTO OOCTyNa K OXPaHsAeMOM 3aKOHOM
KOMIIBIOTEPHOM MHPOpMALMM B KACCOBHEX amnnaparax 4Il 4001 ropozma IlaBJIOBCKMI
Ilocaxn

[I[pOBEIEHHEM IO IeJly paccjlefOBaHMeM YCTaHOBJIEHO : B IIepMOI BPEeMeHM C MIOJS
1998 roma, TOuYHas IaTa CJENCTBMEM He yCTaHOBJIeHa, O 9-e HoaOpsa 1998 rozma
, pykxoBommutresib UIl 4001 ropozna IHaBjnoBcku¥ Ilocanm MockoBckoM objacTtu TUTOB ,
IO NpelBapUTEeJIbHOMYy CTOBOPY B Ipynmne c KoeajeBol. U IOeMCTBYyS C HeM C
€IMHEIM YMEICJIOM , C LeJIbl0 COKPBITMS HOOXONOB OT HAaJIOT'OOBJIOXKEHMs , eXeIHeBHO ,
B nepmon BpemeHM C l7-tm mo 19-Tm yacor , B TOPTroOBHX najarkax Ul 4001 Ha
ynuie Bonbumas I[IokpoBka Topona IlaBjoeckuit Ilocan , HNOOKJOYAaJNIM B THesIa «
9BM» u «lI-K» IByxX KOHTPOJIbBHO-KACCOBHEX anmnapatoe AMC 100-®, saBasomMXCS
Pa3HOBUIOHOCTLI0 3JIEKTPOHHO-BHUMCIMTEJIBHOM MallMHB , CIEeUMaJIbHO M3TOTOBJIEHHHM
caMoIeJsibHEM Npubop B BMUIE MUKPOKOMIIBIOTEPA , OCYWECTBJISS HOCTYI K
KOMIIBIOTEPHOY MHPOPpMALMM O IPOBENEHHBX Yepe3 KOHTPOJIbHO-KACCOBHE allllapaThl
OMHaHCOBEIX ONepalMsax B TedeHMM TeKyllell CMeHEl. [locjle MOoIKJIouUeHMs npubopa k
KOHTPOJIbHO-KACCOBHM alllapaTaM M COBEpUIEHMS HEeNpPaBOMEPHOTO IOCTyla K
OXpaHsaeMOM 3aKOHOM KOMIbITEepHOM MHPopMauuy, B OydepHOM NaMATU KOHTPOJIbBHO-—
KacCCOBEIX amnmnapatoB AMC 100-® W 29721626 m N 29721975 yHuUUTOXAaJlaCcb BCHA
nHbopMalMsa O MNPEenueCTBYOIMX (MHAHCOBLBIX OIepalMaX BHIIOJIHEHHEIX B TEUYEHUM
TeKyllel CMeHH , B TOM uMucjle MHoOpMaLMs O HOMepe MNOKYyINKM M oblel CcyMMe
BEIDYYKM 3a TeKyWyl CMeHY . YHMUYTOXMB UM MOOudMUMPOBAB MHPOpMaLMIO B OydepHOM
aMsATM KOHTPOJIbHO-KACCOBHIX allllapaToB B TEeUYEHUM YKa3aHHOTO BpeMeHM, obe
ToproBele Touky UYII 4001 npomoirkasim cBoOo paboTy HakanamBas mMHOoOpMaLMio B
OydepHOM MNaMATM O NPOM3BOAMMEIX (QMHAHCOBEIX ONepalMAx IO OKOHUAHMA TeKyllen
CMeHH , TO ecTb HO 21-T0 uYaca , NOCJEe Yero B (QMUCKAJIbHYK IaMiTb KOHTPOJIBHO-
KaCCOBEIX alllapaTOB BaHOCUJIMCbH M3MEHEHHBEIE BaHMKEHHEE IaHHEE O CyMMe BHPYUYKM
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3a CMeHy

TaxuMm oBpasoMmM TuToB U KoBajieBa COBEPUNMIIM HEIPABOMEPHHM IOCTYIl K OXpPaHSAeMOM
3aKOHOM KOMILITEPHOM MHbOpMaLUM, TO €CTh MHbOOpMALMM Ha MallMHHOM HOCHTEeJe ,
B BJIEKTPOHHO-BHUMCIIMTEJLHON Mammue / DBM / , ecim 5TO IesHMe [IOBJIEKJIO
YHMUTOXEeHMEe, MOoIMbmxaumio MHOOPpMALMM , COBEPIUIEHHOE I'PYIION JIMII IO
npenBapuTesibHOMY CTOBOPY[5].

Kak BuaumM, cienoBareib yTBEpKAAET, YTO KOHTPOJIbHO-KACCOBBIM aInmapar sBJIsIeTCs
PasHOBUIHOCTHIO DBM 1 B KaKOM-TO CMBICJIE OH IIPaB, HO MHOTHE CHEIMATHCTHI HH(POPMAIIMOHHOM
cdepbl He COTacsTCs C 3TUM, MOTUBUPYS, UTO ATO JIUIIb KaJIbKYJISATOP, COEAMHEHHBIH C
[eYaTaroIuM YCTpOcTBOM. B cyneOHoii mpakTrke nouu no Haubosiee JerKoMy IMyTH, TPAKTys
JIOBOJIBHO IIMPOKO NoHATHE DBM, 0THOCS K HUM BCE 3JIEKTPOHHbIE MAIIMHBI CIOCOOHBIE K
BBIYKCIICHHIO, B YACTHOCTU KAJIBKYJIATOPBL. HO MOKHO JIM cUMTaTh KOHTPOJIBHO-KACCOBBIN anmapar
U KalIbKyJATOp BUuamMu OBM, ¢ TeXHUUECKON TOUKHU 3pEHUS - HET.

[TpencraBisieTcst IpaBUIIbHBIM, CUUTATh KOO AEKMPOHHO-BbIYUCIUMENbHOU MAUUHOU
(Komnvromepom) KOMNIIEKC MeXHU4eCKUx cpeocma, NpeOHA3HAYeHHbIX 018 Ad8MOMAMUYeCcKoll
0bpabomxu ungopmayuu 6 npoyecce peueHus BbIYUCTUMENbHBIX U UHPOPMAYUOHHBIX 3a0al.

EcTp, KOHEUYHO, 1 Apyrue MHEHUS B IOPUIMYECKOM uTepatype onpeaessomre IBM. Hanpumep, .
Yurakos C.H., KOTOpBIH B CBOEH qUCCEpTAIIUU HA TEMY KOMITBIOTEPHOTO MPECTYIUICHUS 3asIBUI,
YTO:

OBM npezcrasisier cOO0H COBOKYITHOCTh allapaTHO-TEXHUYECKUX CPEIICTB M CPEICTB
IPOTrPaMMHUPOBAHUS, TO3BOJISAIONIAST TPOU3BOIUTH ONICPAIMH Ha/l CAMBOJIBHON M 00pa3HOM
uHpopmMarnueri[6].

Ero omnpeneneHue HHTEPECHO cleAyOUMU 3asBiaeHussMu. Hanpumep, non cpedcmeamu
NpPOCPaAMMUPOBAHLsL B KOMITBIOTEPHOM MHPE IOCTATOYHO ONPEAECTECHHO TOHUMAIOT S3BIKH
MIPOrPaMMHUPOBAHUS U YTUIUTHI, TIO3BOJISIONINE CO3/IaBaTh HOBBIE MPOTPAaMMBI, HO CaMH 110 cebe
CpeICTBa MPOTPaMMHUPOBAHUS He MOLYT BKYIIE C annapamHuo-mexHuyecKumu cpeocmeamu
MIPOU3BOIUTH Kakue-1u00 onepanuu. Taxxke, 00IMeH3BECTHO, YTO H COBPEMEHHBIE KOMITHIOTEPHI,
HU KOMITBIOTEPHI MPOIIIJIOTO He MOLYT M He MOILJIH 1POU3800UMb ONepayuu Hao CUMBOIbHOU U
obpasnou ungopmayuen. IBM Bceraa «ymesno paboTaTby TOJIBKO ¢ o1udpoBaHHON HHPOpMAaITHEH
Y TIPOU3BONTH ONEPALIMU TOJIBKO HAJl IIM(POBLIMH NaHHBIMU. Jlanee crneayer eie 6oiee
MHTEPECHOE 3asiBJICHUE, T. YIIIaKOB MMOSICHUII, YTO OH IOHUMAET O]l annapamuo-mexHuiecKkumu
cpedcmeamu CIEYIOIIee: «N00 annapamublmMu cpedcmeamy KOMNbIOmMepHoU MmexXHUKY NOHUMAemcs
MexHu4ecKue cpeocmad, ucnovb3yemole 0iisi 0opabomku dannwix...»[7]. TaBToMOTHS TaHHOTO
ompezeneHus: NoHATHA 6e3 koMMeHTapueB. ClieJoM BOZHUKAET Apyras mpo0iemMa, 4YTo CUUTATh MO
cuctemoit OBM? B cepe BRICOKHMX TEXHOJIOTHUH KOMITBIOTEPHOU CHCTEMOM Mt cuctemoir DBM
HA3BIBAIO COBEPIIICHHO Pa3HbIe BEIIH, HAITPUMED:

* JUTSl yCTaHOBJICHHSI OJTHOCTOPOHHEH CBSI3U C MEHKepOM a0OHEHTa MCIIOIb3YETCS KOMITBIOTepHAS
cUCTEMA;

- B cepe axonomudeckux oTHomeHnit CUCTEMA «bBAHK-KJIMEHT» — 3T0 koMmbroTepHast
cUCTeMa, KOTOpast MPEJOCTABISIET KJIMEHTY BO3MOXKHOCTD YIIPABIISITH OAHKOBCKUM CUETOM U
KOHTPOJIMPOBAThH €ro, HE Mmocelias 0aHK;

* MHOTHE€ COBPEMEHHbIE AaBTOMOOUITN OCHAIIEHbI KOMIIBIOTEPHOIN CUCTEMOM KOHTPOJISt pabOThI
JIBUraTeJIs;

- Silicon Graphics - Bemymuiit MUpOBO# TPOU3BOANTENH MOITHBIX HHTEPAKTHBHBIX KOMITBIOTEPHBIX
CHCTEM, B OCHOBHOM JJIsl PELICHUs TpapUueCcKUX U MPOEKIMOHHBIX 33/1a4;

* CYHICCTBYIOT KOMIIBIOTCPHBIC CUCTCMBI 1JIs1 KOMIIOHOBKHU U pa6OTbI C BUACO I/I306pa)KeHI/ISIMI/I;
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- KOMITBIOTEPHBIE CUCTEMBI aBTOMaTH3UpoBaHHOTO TTpoekTupoBanus (CAIIP);
* ¥ MHOT'O€ JIPYTOE.

HecmoTpst Ha pa3HOOOpa3ue B yKa3aHHBIX IPUMEPaX KOMITBIOTEPHBIX CUCTEMaX MOYKHO HAWTH
obmrue uepthbl. Utak, DBM u céa3annvlil ¢ Hell KoMnieKc 000py008anust, YYHKYUOHUPYIOWULL KAK
eOuHoe yenoe, ¢ Yevio peulerus ONPeoesieHH020 MUNAa 8bl4UCIUMENbHBIX 3a0ay 00PA3VIOM CUCTIEMY
IBM (computer system).

[IpuBenem npumep U3 cy1eOHOM MPAKTHKH:

YronoBHoe mesno N77772 Boz30yxnenHo 1 cenTabps 1999 roma CU CY npm YBI I0AO 1.
MOCKBEI IO NPpMBHAKAM NPECTYIJIeHUS, OPeldyCMOTPEHHOTO CcT.272 u. 1 YK PO.
[lpenBapUTEJSIBHEIM CJIEOCTBMEM IO HOejly YyCTAaHOBJIEHO:

Kpome Tor0, I[IMCKYHOB BCTYNMJI C HE YCTAHOBJIEHHBIM CJIEOCTBMEM JIMLOM B CIOBOP,
HaNpaBJIEHHBM Ha COBEpPUIEHME HENPaBOMEPHOI'O HOCTyIa K OXpaHAeMOM 3aKOHOM
KOMIIBIOTEPHOM MHOpMaLMM, a TakKxe Ha I[I0JIb30BaHMe BO3MOXHOCTaMM "CoTOBOMU
ceru "CoHeT" nyTeM SKCIJIyaTaluuM TeJleOHOB-IBOMHMKOB ©Oe3 OIJIATH BJIAHOEJLIY
obopyInoBaHMA CceTM, KOTOpeM sABjsgeTcsa OAO "llepcoHajibHBIE KOMMyHMKauum'",
CTOMMOCTM IMOINKJIIUEHUS UM eXeMeCSaUuHOM abOHEeHTCKOM I1JIaThH.

[Io cBoeMy HaszHaueHu "Coroad ceTb "CoHeT" nperjHas3HadeHa OJd [Nepenadu
pedesoy U MHOM MHOopMauum. CTpyKTypHO "CortoBad ceTb "CoHeT" BHIIOJIHEHA Ha
fase cucTeMH pamnoTeseQOHHOM CBS3M C KOIOBHEIM pa3IdejieHMeM kaHaJioB (CDMA) wu
npencTaBigeT CcoOOO¥ COBOKYNHOCTbL OBM, COeIMHEHHHX KaHaJjlaMM pasJIMUHOM
dusMUeckOoM NpMUPONH. l[IpM STOM TeJIeQOHHEIE alllapaTe, ABJIAACH CJIOXHBIMMU
BJIEKTPOHHBIMM YCTPOMCTBaMM, YIpPaBJigeMble XPaHANMMUCHA B MX IHaMATU
nporpaMMaMy, HNPEeOCTAaBJIART U3 cebsa nepmubpepumHele OBM, COeIMHEHHEHE uYepes
IIPOCTPAaHCTBEHHO pasHECeHHHEe 0Oasz30BHE CTAHLUM C OCHOBHOM 3BM (LeHTpaJibHBIM
KOHTPOJIJIEpOM) . B maMaTh KaxXIoro oOQMIMAJIbHO NOAKJIOUEHHOT'O K CeTHu allapaTa
BBEIIeHBEl CBeIeHMsa OO0 BJIEKTPOHHOM cepuMHOM HoMepe (ESN) , apagommMmcsa
YHUKAJIBHEIM B OOWelM Macce TeJIeQOHHEIX YyCTPOMCTB, paboTammmx B CTaHIapTe

CDMA, u yCTaHOBJIEHHOM Ha 3aBoJe - M3T0oToBUTEeJIe TejiedoHa, UM O MOOUIIBLHOM
n3bupaTenbHOM (aboHeHTCKoOM) HoMmepe (MIN), npucBaMBaeMBIM KOMIaHUEMN -
OIlepaTOpPOM COTOBOM CBA3M (BJamesbleM obOopynoBaHmus ceTu) . CBemeHusa o6 ESN nu

MIN xXpaHATCHA TakXe B IaMATM LEHTPAaJIbHOTO KOHTpoJulepa. [Ipu BHxXOIme abOHeHTAa
Ha CBA3b LEHTPAaJIbHEM KOHTPOJIJIEP NPOBEepseT COOTBETCTBME KOMOMHaLUMM IOBYX
YKAa3aHHBIX HOMEPOB, BalMCAaHHBIX B HaMATU Teje@OHHOTO amnnapara, C
COBOKYINHOCTBI KOMOMHaLMM, XpPaHALMXCSA B ero naMaTM. B ciaydae, ecam obe
KOMOMHaUMM COBNAaJAalnT, TO LEHTPaJIbHBEIM KOHTpoJlep '"mnponyckaeT" BXOOAMMM MM
MCXOOAUMM 3BOHOK.

TenedpoH-OBOMHUK (KJIOHMPOBAHHEI TeJIeQOHHBIM amnnapaT) - STO 3JIEKTPOHHO-
BEIUMCJIMTEJIbHAA MallMHa, B NPOIpaMMy KOTOpOM ©Oes3 corjlacus BJanejblia
TeJIeOHHOM CEeTUM BHECEHH Takue usaMeHeHus ESN um MIN, uTo oHa (TejedpoHHas
CeTb) BOCIPMHMMAaEeT IaHHBEIM allapaT, KakK oduUMayibHO INONKJIIOUEHHBM K HeM.
OBBIUHO TeJjlepOHHAS CETb He MOXEeT OTJIMUMTL, Kako¥ U3 TesjledOHOB (OPMUI'MHAJILHBIN
MM IOBOMHMK) B KOHKPETHEM MOMEHT HaxXOOUTCS Ha CBA3M. Bianeseln tejedpoHa-—
IOIBOMHMKA MMEeT BO3MOXHOCTHL IIPOTMBOIPaABHO, 06e3 corjiacusa COOCTBEHHMKA
obOpPyInOBaHMA CeTM, BEeCTM BXOOAWMEe M MCXOOAlMe NepeTlOBOPH.

HOevicTeusa I[I***., NpedBapUTEJIbHEM CJEOCTBMEM KBaIMOMUMPOBAHEL IO CT. 272 4. 2
YK P®, Kak HENPaBOMEPHHM IOCTYIl K OXPaHSeMOM 3aKOHOM KOMIILIOTEPHOM
nHoOpMaLUMM, TO eCThb MHOOpMaALMM Ha MAWMHHOM HOCUTEJIe, B 3JIEKTPOHHO-—
BEIUMCJIMTEJIbHOM MamuHe (9BM), cucteme 9BM MM MX CeTH, U DTO OesdHUE
[IOBJIEKJIO YHUUTOXeHMUe, OJOKMPOBaHME, MOOMOMKALMIO M KONMPOBaHMe MHOOpMaLUM,

HapylmeHue paboTel 9BM, cucTeMmbel OBM u uMx CceTM, OPTaHM30BaHHOM rpynnoﬁlSL

B nanHom ciydae, B kauectBe DBM BhICTYyNalOT COTOBBIE TeJIe(OHHBIE annaparhl U IEHTPATbHBIN
KOHTPOJUIEP, & COBMECTHO C 00OPYJJOBAaHUEM 110 NIPHEMY-TIEpeaue PaJOCUTHAIOB OHU 00pa3yroT
cucremy DBM. IIpaBna, MOOWIIBHEIN TeIePOH JOCTATOYHO C OOIBINON HATSIKKONH MOYKHO HAa3BaTh
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KOMITHIOTEPOM, HO 3TO TOJILKO Ha MepBbIi B3I, Ha camom nene, Takoit TenedoH mpu npueme u
nepeaayc roJIoCOBbIX JaHHbIX Ha OCHOBAHUU JJOBOJIbHO CIIOKHOM IMporpamMmsal 110 OIMMPEACIICHHOMY
IIPOTOKOJTY aBTOMATHYECKH 00pabaThIBaeT KOJIMPOBAHHYIO KOMIBIOTEPHYIO HH(pOpMaLUio. A B
CBOEM COCTaBE MMEET U HEOOJIBIIION MUKPOIIPOIIECCOP, U TTaMSTh, KaK OTIEPATHBHYIO, TaK U
MOCTOSTHHYIO.

Crnenyromum BOIPOCOM paccMOTpeHus siBisieTcs ceTb IBM (computer network). JlanHbIi TepMuH
CJIOHOCTh B IOHMMAaHUU U TPAKTOBKE HE BBI3BIBAET U O3HAYAET COBOKYNHOCMb 08YX U OoJlee
KOMNbIOMEPOB, COCOUHEHHBIX MeHCOY COOOU BHeUHUMU TUHUAMU c643U. TO eCTh, COeTUHUB XOTs ObI
JIBa KOMITbIoTepa oHUM KabeseM yepe3 nopT «LPT» umu «COM» MBI MOTYyYUM 3JI€MEHTapHYIO
ceTb OBM, XOTS ¥ 04EHb «MENJICHHYIOM.

[Ton npoepammmusiv obecneyenuem (software) MOHMMAIOT TaKYIO COBOKYITHOCTh IPOTpamMM, KOTOpas
MO3BOJISIET UCTIOJIb30BaTh DBM Kak moJie3HbI HHCTPYMEHT, II€ MPOrpaMMa — 3TO ONKUCAHUE
IrOpUTMAa PELICHHs 3314 B BUJIC MHCTPYKIMI (KOMaH), 3aJJaHHOE Ha SI3bIKE MPOTPaMMHUPOBAHUS
(Ha MaIIMHHBIN A3BIK KOHKpeTHON DBM nepeBouTcsi aBTOMaTUYECKU MPU TTOMOIIU TPAHCIISITOPA).
Kak 370 He mapaokcanbHO, HO B HallleM 3aKOHOAATEIbCTBE TaHO 00Jiee TOYHOE ONpeesieHUuE
MpOTrpaMMme:

npozpamma ona IBM - smo obvekmuenasn gpopma npedcmasienus COB0OKYRHOCMU OAHHbIX
U KOMAHO, NPeOHA3HAYEHHBIX OISl (PYHKYUOHUPOBAHUS IJIEKMPOHHBIX GbIUUCIUMENbHBLX
mawiun (IBM) u Opyaux komnviomepuvix yCmpoucme ¢ yeibto HOAY4eHUs ONPEOesIeHHO20
pesynemamal9].

HpOFpaMMI)I CO34ar0TCA C pa3HbIMU LCIIAMUA, IJId PCIICHHA PAa3HbIX 3aaa4 U C pa3HbIM
COJIEpKAHUEM, B CBSA3H C YeM, UX MOXKHO KJIaCCU(PULIUPOBATH 110 pa3IMYHbIM OCHOBaHUAM. Ho
00BIYHO MPOTrpamMMBbl IOJIPA3AEISAIOT Ha:

a) CUCTEMHBIE IIPOrpaMMBbl — 3T0 onepannuoHHas cucrema, BMOC, npaiiBepbl, BCEBO3MOXKHBIE
YTHJINTBL, 000JIOUKH, T.€. IPOTrPaMMBbl, MTO3BOJISIONINE PYHKIIMOHUPOBATH allapaTHOMY
00ecreyeHn10, a TakKe 00eCIIeUNBAOLINX BBIIOJHEHHE IPUKIIAJIHBIX IPOrpaMMam;

b) MPUKJIIAAHBIC TPOTPAMMBI — CITY?KaT IJI BBIIIOJIHCHUS ITOJIB30BATCIIIMH CBOUX pa60T.

3/1ech MOKHO 3aTPOHYTh TEMY JBOMCTBEHHOCTH MPOTrpaMMHOTO obecrniedueHus. C 0JTHOM CTOPOHBI,
MPOrpaMMbl MOKHO BOCIIPUHUMATH KaK 4acTh KOMITBIOTEPA, OTAETUB OT Beel Tol nH(pOopMaIum,
KOTOpPYI0 00pabarbiBaeT KoMibioTep. C Apyroi CTOPOHBI, MPOTpaMMHOE 00ecIieYeHne MOYKHO
BBIBECTH, KaK HMHTEIUIEKTYaIbHYIO COCTABIAIOIILYIO, 32 paMki DBM U Torzia oHa BCTaHET Ha OJIHOM
ypoBHe ¢ 00pabaTeiBaeMoit uHdopmarmeit. Ha ’ToM MomeHTe akuieHTHpyeT cBoe BHUManue u B.1O.
MakcuMoB, cuuTasi, 4To JIJIsl YTOJIOBHOTO IIpaBa 0oJiee MpenOoYTUTEIbHBIM WITH J1aXKe
€JIMHCTBCHHBIM BapHaHTOM, KOTJIa alnapaTHOE U IPOrpaMMHOE 00ecIiedeHIEe BOCITPHHIMACTCS KaK
enunoe 1ennoe[10]. YUyTh nanee Mbl eliie pa3 OCTaHOBUMCS yiKe JIIsl 00Jiee OCHOBATEIBLHOIO aHAIH3a
JTAHHOM TIPOOJIEMBI.

Ocracst TpeThii KOMITOHEHT U3 COCTaBISIOMUX MoHsTHE DBM - komnwvromephas ungopmayus
(computing information). Cneunanuctsl nog KU noxpasymeBaroT, TO pajy 4ero co3aaercs
mporpaMmmMHoOe o0ecredeHne, padboTaroT KOMITBIOTEPHI, T.€. Takas HH(OpMaIus, KOTopas
o0OpabaTbIBaeTCs U XPaHUTCS HA KOMITBIOTEPE JJIsl HY /1 IOJIb30BAaTEINsl, HAPUMEp, TOKYMEHTHI,
onndpoBaHHBIE BUICO(PHUIBMBI M ayTNO03aINCH, HAyYHbIE pa3paOOTKH, TIPOCKTHI MPOTPAMMHBIX
IPOAYKTOB, Tpaduueckue u3oopaxenus u T.4. Ho HyXHO He 3a0bIBaTh, YTO HH(POPMAIIUI UMEET
CBOIO0 0COOCHHOCTD, KaK PaBMWIHHO €€ Bhipa3uil A.B. COpokuH, KOTOPHIi ONPEASITHII, 9YTO 10O
KOMNbIOMEPHOU UHGOpMayueti NOHUMAIOMCA He CAMU C8e0eHUs, a opma ux npeocmasienus 6
MAWUHOYUMAEMOM 8UO€, M.e. COBOKYIHOCHb CUMBOI08, 3AUKCUPOBAHHASL 8 NAMAMU
KOMnblomepa, b0 Ha MAWUHHOM HOocumene (Ouckeme, ONMu4ecKkoM, MAZHUMOONMU4EeCKOM OUCKE,
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MazHumHoU 1enme aubo unom mamepuanvnom Hocumerne) [11]. Ha camom nene 3aech cieyer
HOSICHUTB, B KOMITbIOTEpE J1t00ast HHPOopMarLus, Oy 1b-TO MPOrpaMMHOE 00ecTIedeHrE, TOKYMEHTHI
WJIM KOMaH/Ibl, ITPEJICTaBICHa B BUJIE IN(POBBIX JaHHBIX, YEIOBEKOM HE BOCIIPpHUHUMaeMoM. B
JOCTYIHYIO [UIsl 4eloBeKka HH(popManuio u(poBsle JaHHbIE IPEBPAILAIOTCS I0CIIe
npeoOpa3oBaHMsI UX COOTBETCTBYIOLIMM IPOTPAMMHBIM 00ECIICYCHNEM U BBIBOJA UX HA IKPaH
MOHHUTOpPA B BUJIC MMOHATHBIX YEJIIOBEKY CUMBOJIOB. COOTBETCTBEHHO JI00as 3aIMCaHHas Ha
MAaIIMHHOM HOCHTEINe HH(POPMAIHs OyAeT BOCIIPUHATA YETIOBEKOM, KaK pe3yIbTaT padoThl
KOMITBIOTEPA U 3JIEKTPOHHOTO MPeoOpazoBaHusl IporpaMMHbBIM obecrieueHrneM. OObIYHO Cpeu
CIIEUATIICTOB TaKas HH(pOpManys Ha3bIBAeTCs - MH(QOpMALUs B SJIEKTPOHHOM BUJIE UU, KAK Mbl
NPUBbIKIU, KOMIBIOTEPHAst HHPOPMALHSL.

B HekoTophIX Hccae10BaHuAX Ui 0003HaUEHMsI TOHATUS KOMITBIOTEpHask HH(pOpMarus
UCTIONIB3YETCS U APYTON TEPMHUH — «MaIlIMHHAast nH(pOpManus», Tak, B yacTHocTH, B.b. BexoB mon
MallMHHON HH(OpMaLel MoHMaeT «MH(pOpMaIys, HUPKYIUPYIOLIas B BEIUUCIUTEILHON Cpese,
3aukcupoBanHas Ha GU3NIECKOM HOCHTENE B (hopMe, JOCTYITHOW BoctpusTuio DBM, mmn
nepeAaoLasics Mo TeJIeKOMMYHUKAIIMOHHBIM KaHallaM: c(popMUpOBaHHAasl B BEIUMCIIUTEIILHON Cpefie
uH(popMalys, epecbliaeMasi IoCPEICTBOM 3JIEKTPOMAarHUTHBIX CUTHAJIOB U3 ojHO DBM B
npyryto, u3 OBM Ha nepudepuiinoe ycTpoiicTBO 1100 Ha YyIPABISIOMIUN TaTYHK
obopynoBanus»[12]. C mpodeccrnoHanbHON TOKU 3pSHHUS JaHHOE OIPE/ICICHUE MTPABHIBLHO C OHOM
JIMIIB MONPABKOM, YTO 3T0 HH(POpPMALMS HAa «HU3KOM YPOBHE», MOHATHAs TOJIbKO A1 DBM, B Hee
BXOJISIT BCE JIaHHbIE, KOTOPBIE HUPKYJIHUPYIOT B KOMIIBIOTEPE, B TOM UUCIIE U IPOIPAMMHOE
obecnieuenue. M camoe riaBHoOe, OHA NEPECTaeT ObITh «MALIMHHOM HH(pOopMaluen», Koraa
CTaHOBUTCS MOHATHOW YEJIOBEKY, T.€. IOCIIE MPeoOpa3oBaHus MPOrPAMMHBIM 00ECTICYCHHUEM.
Cy1uecTByeT U Apyroe NOHUMaHHe MalIMHHON MH(OpMaIK, Kak CHHOHUMA TepMUHA
«KoMIbloTepHas uHpopManus». Ha JaHHBIII MOMEHT TEpMUH «MallIMHHAasi UHQopManus» B chepe
UH(POPMALIMOHHBIX TEXHOJIOTUN M3-32 HEOHO3HAYHOT'O TOHUMAaHMS IPAKTUYECKH HE HCIIOJIb3YETCS.
[ToaTomy B paboTe BO n30€KaHNUE JBYCMBICIEHHOTO TOJIKOBaHUS OyAeT NPUMEHSATHCS TOJIBKO
TEPMUH «KOMIbIOTEPHAS HHPOPMALIU.

Ha stoM MBI BPCMCHHO 3aKOHYHUM paCcCMaTpuBaThb 3JICMCHTBI I/IH(i)OpMaIII/IOHHI)IX OTHOIIIEHHUH CO
CTOPOHEIL PIH(l)OpMaI_II/IOHHBIX TeXHOHOFHﬁ, a pacCMOTPUM HUX C IOpHI[H‘lGCKOﬁ TOYKHU 3PCHUH.
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[9] O mpaBoBoii oxpaHe MporpamMMm s TEKTPOHHBIX BHIYUCIUTEIBHBIX MAIIUH U 0a3 JaHHbIX:
3akon P® ot 23.09.1992r. //Benomoctu Che3na HapoaHbix nenyratoB PO u Bepxosnoro Cosera
P®. 1992. Ne4?2. Cr. 2326.

[10] MakcumoB B.1O. Yka3. cou. C. 17.
[11]A.B. Copokun. Yka3. cou.

[12] BexoB B.B. Komnviomepuvie npecmynienusi. Cnocobul cosepuienust u packpwvimusi — M.
ITpaBo u 3akoH, 1996. C. 15. § 2. IlonsiTHe NHpOpMANMH

TpyAHO IEPEOIeHUTh BaXKHOCTh TOUHOTO (POPMATM30BAHHOTO MPECTABICHHUS O CYIIIHOCTH U
CBOICTBaX MH(POPMALIUU KaK (PeHOMEHE, HaJl KOTOPBIM OCYIIECTBIIIETCS pa3HOOOpa3HbIe, B TOM
YHClie ¥ YTOJIOBHbIE, IeHCTBUS B MH(GOPMAIIMOHHOH cdepe.

[Tonx nabopMarreli 0OOBIYHO MOHUMAIOTCS — CBEJACHHS 00 OKPYKAIOIIEM MUPE U TIPOTEKAIOIINX B
HEM MPOoIleccax, BOCIPUHUMAEMBIE U ITePeIaBaeMble YEIOBEKOM WJIH CIIeUaTbHBIMU
ycrporictBamu. B.B. KpbuioB cunrtaer, 4to mepmun «ungopmayus» moxicem
UHMEPNPemupo8amvpCsi U KaK CO80KYNHOCMb (hOPMANU308AHHBIX c8edeHUll (3HaHUIL),
NpeoOHA3HA4YeHHbIX 01 nepedadu 8 kavecmee cooouenus. IlonnMas o «cooOLUIEHUEM» aKmueHbvle
80.J1e8ble OelicmaUs. Tuya no nepeoaye UHGopmayuu 606He, o «3HAHUEM» YHOPAOOUEeHHOe
MbICIeHHOe npedcmasgienue 0 KOHKpemHom obvekme, hakme (Ui ux cOBOKYNHOCMU), O CHOCOOAX
e20 (ux) 83auUmMo0elicmsus U 83aUMOCBA3U ¢ OpyeUMU 0bvekmamu, paxmamu, noooaroweecs
onucanuio, npuemy u nepedaie GoOpMairbHbIM (8ePOATLHBIM UTU CUMBOLLHBIM) 0OPAZOM,
npespawasice 6 «coobwenuey[1l]. Ho 3akononarens B deaepansaom 3akone «O0 nHpopmanum,
uH(OPMATH3AINY U 3aIUTE HH()OPMAILIUN», B KOTOPOM PETYIIHPYIOTCS OTHOIICHUS TI0
(bOpMUPOBAHUIO U UCIIOIB30BAHUIO OOJIBIIEH YacTu HH(OPMALIUHU, TaK ONPEIeI JaHHOE TTOHATHE:

uHgopmayusn - céedenus o 1uyax, npeomemax, haxmax, coobiMusX, AGNEHUIX U NPOYeccax
He3a8UCUMO Om Popmbl Ux NPeocmagieHus.

Ho y»e B yroJoBHOM 3aKOHE, KaK BUIHO U3 ONMCAHUS [IpeIMeTa PECTYITHOTO BO3ACHCTBHUS B
COCTaBax MPECTYIJICHUH B 00JIaCTH KOMIIBIOTEPHON HHPOPMAIINH, 3aKOHOAATEIb IPUMEHUI TPU
Pa3IMYHBIX TEPMHUHA CO CIIOBOM «MH(OpMAIs»: «OXpaHseMas 3aKOHOM KOMITBIOTEpHas
uH(popMaLusa», IPOCTO «UH(POPMaLIUA», «OXpaHseMas 3aKkoHOM uHpopManus IBM». Bosnukaer
BOIIPOC, B YEM pa3HULIA MEXY «KOMITBIOTEPHOM nHpopmanuein» u «uHpopmanreit IBM» u kakas
uH(popmanus oxpansercs 3akoHoM? 1o moBoy nociegHero Bornpoca B IOpUANUECKON EPUOINKe
po3Byyan BechbMa nHTepecHslit oteT 0. I'ynpouHa:

Tlonamue «oxpansemas 3aKOHOM KOMNbIOMEPHAS UHPOPMAYUSL) 8eCoMd PACHIBIEYAMO U
0xX6amMvleaem NPAKMU4ecKu 6Cro UHGOPMayuro Ha MawunHom Hocumeine. OXpanaemcs oHa
00CMAaAmMoO4HO WUPOKUM KPY2OM 3aKoHoOamenvublx akmos. Koncmumyyueu Poccutickoti
Deodepayuu, I pasxcoanckum kodexcom PD, zakonamu Poccutickot Pedepayuu "O
eocyoapcmeenroul mavne", "O npasogoil oxpare npoepamm 0isi JeKMPOHHBIX BbIYUCTUNETbHBIX
Mawun u 6a3 oannwvix", "O6 ungopmayuu, ungopmamuzayuu u 3auume ungopmayuu”, "O
pexaame", "O 6ankax u banxosckou desmenvrocmu”. M ecnu ungpopmayus ne s61iemcs 00bekmom
OXpaHvl 0OHO20 U3 IMUX AKMO8, MO, KAK NPABUILO, OHA CMAHOBUMCS 00BEKMOM OXPAHbL OPY2020.

Heoxpansemoti sce unghopmayuu npaxmuyecku nem|[2].

COMHUTEIIBHOCTb IMOA00HOTO 3asIBJIICHUS TTOJIBOJANT K CAMOCTOSATEIIFHOMY aHATN3y JTaHHBIX
HOPMATUBHBIX aKTOB, KOTOpBIC, B TOM uKcie u Yka3 [Ipesunenra PO Ne 188 ot 6.03.1997 r.[3],
MO3BOJISTFIOT BBIJICIIUTE JACUCTBUTEIHHO OXPAHIEMYI0 HH()OPMAIIHIO:

- Uudopmanus, cocTaB/Is0Ias FOCyIaPCTBEHHYIO TaiiHY;

- Kondunenunanbuast udopmanus:
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o [lepconanbHbIC TaHHBIE - CBEACHUS O (aKTax, COOBITHIX U 0OCTOATEILCTBAX YACTHOM JKU3HU
rpaKIaHUHA, TIO3BOJISIONINE UICHTU(UIIUPOBATE €T0 JINYHOCTS;

0 CBelieHbsI, COCTABIISIONINE TAHHY CIICACTBUS U CYIOTPOU3BOJICTBA;
o Ciry>xeOHast TaifHa;

o [IpodeccuonanpHas TaitHa;

o Kommepueckast TaiiHa;

o CBenieHHsI O CYIIHOCTH M300pETEHHSI, IOJIE3HON MOAEIH UM MPOMBIIIEHHOTO 00pasia J10
obunramTLHON MyOauKauu HHPOPMAIIMH O HUX;

- JIokyMeHTHpOBaHHAsI MH(OpMaIUsl, HENIPaBOMepPHOe OOpaleHne ¢ KOTOPOil MOKeT HAHEeCTH
yiepo ee cOOCTBEHHHMKY, BJa/leJIbIy, M0Jb30BATEN0 1 HHOMY JIHILY.

Ecnu e nepBble Be YacTH (rocyiapCcTBeHHAs TailHa M KOH(UICHIAIbHAS HH(OPMALIU)
A0CTAaTOYHO NOHATHBI U HE ABJIAIOTCA TaAKUM YK INUPOKHUMU IMOHATHUAMU, LITO6I)I TOBOPHUTE O
r1100aMbHOM 3alMIIEHHOCTH MH(OpMaNny, JOKyMEHTHPOBaHHAS HH(POPMAIHsI, 3aIUTa KOTOPOH
3akperieHa 3akoHoM «O0 nHbopManuu, HHPOpMATU3AUK U 3auiuTe nHpopMarn»[4] (nanee
3akoH 00 uHpopmanun) TpedyeT OTAeIBbHOr0 PacCMOTpeHus. B aHHOM 3akoHe
JIOKYMEHTHPOBaHHAsE MH(OpMAIUS OTIpeielieHa CIISAYIOMUM 00pa3oMm:

OOKYMEHMUpPOGaAHHAan uHhopmayusa (00KymeHm) - 3aQhuKcupo8anuas Ha MamepuaIbHOM
Hocumene UHGOPMAayUsl ¢ PEKSUIUMAMU, NO3BONSIOWUMU ee UOeHMUDUYUPosambp|S).

B kommenTapun k 3akoHy 00 HH(pOpMaIUK JTOKYMEHTHPOBaHHAsI HH(OPMAIIHS OTIMCHIBACTCS KaK
«opraHu3anroHHas popma, KOTopas ONpeseNnsaeTcsl Kak elnHasi COBOKYITHOCTb:

a) coiepKaHusI HUHPOpMaIINH;

b) peKBU3UTOB, MO3BOJIAIOLINX YCTAHOBUTH UCTOYHHK, TOJTHOTY HH(pOpPMAIIH, CTENIEHb €€
JIOCTOBEPHOCTH, IPUHAJIEKHOCTH U IPYTUE TapAMETPHI;

C) MaTepHaIbHOTO HOCUTEIIS HHPOPMAIINHU, Ha KOTOPOM €€ COJIEPIKaHUE U PEKBU3UTHI
3aKperuieHb»[6].

3HauuT, UHPOpPMALMS B BUJIE DJIEKTPOHHOTO JOKYMEHTa Oy/eT NOJIXOUTh MO/ MOHSATHE
JOKYMEHTHPOBaHHasi HH(pOpMaIHs, €CIIU €€ 3aKPEeNUTh Ha KOMIIBIOTEPHOM HOCHTENEe HH(pOpMaIUU
U CHaOJUTh pEKBU3UTAMHU, [TO3BOJISIIOIIMMHU €€ uaeHTUuurposars. MHpopMalus B KoMIbloTEpE
MOJKET HaXOJAUThCA B TpeX MecTax: B onepaTtuBHoi namsatu (O3Y), mocrosuuoit namstu (113,
yaile 3TO yCTPOWCTBO HA3bIBAIOT «KECTKUH JMCK») U Ha BHEIIHUX HOCUTENSIX MAIIMHHON
uHpOpMaLIUH (TUCKETHI, KOMIAKT-TUCKH, ONTUYECKHE AUCKH U T.1.). O3Y He moAXoIuT 1is
¢bukcrpoBanus HHGOPMALIUY TOTOMY, YTO TOCTIE BHIKJIFOUEHHUS KOMIBIOTEPA MOJHOCTHIO CTUPAETCS.
3anucaHHas Ha )KECTKOM JIMCKE WU TUCKeTe HH(POPMAIIKs MOXKET XPaHUTHCS J0JIT0, HO BPAI JIU
3Ty HH(GOPMAIIMIO MOXKHO Ha3BaTh «3a(UKCUPOBAHHOI, T.K. €€ JIETKO yIaluTh, MOAU(PUIINPOBATD
WIN CKOTIMPOBaTh. BeposATHO, BOOOIIEe HU HMEET CMbICTIa IPUMEHSATH II1aroil «3auKCUPOBaTh» K
KOMIIBIOTEPHON MHGOpMaAIUH (€AUHCTBEHHO, KOTJ]a KOMITBIOTEPHYIO HH(POPMAIIIO MOKHO
3apuKCUpOBATH — ATO pacreyaraTh Ha MPUHTEPE, HO TOTa OHA EPECTaHEeT ObITh KOMIBIOTEPHOH ),
CKOpee €€ MOXKHO «COXPaHUTh Ha KOMITbIOTEPHOM HOocuTene nHpopmaum». Ho sta cropona
KOMITbIOTEPHOM MH(OpMAIK HE IPUHIUITHAIBHAS, BaXKHEE ONPEIENINTh, C TOMOIIBIO0 KaKUX
PEKBU3UTOB, BO3MOKHO, HACHTUPHUIIPOBATh HHPOpMaluio. CylecTBYOIKe Ha TaHHBI MOMEHT
PEKBU3UTHI JIEKTPOHHBIX JOKYMEHTOB, TAKHE KaK «Ha3BaHME», «JaTa CO3MaHM», «BIIALEIIEI,
«00BeM» U «aTpUOyTh», KOTOPbIE MOTYT OBITh JIETKO U3MEHEHBI WM NOJAETIaHbl «0e3 CIeI0B», HE
NO3BOJISIOT UACHTUUIMPOBaTh HHPOpMaluio. Ho criermanuctsl B 061act HHGOPMAIIMOHHBIX
TEXHOJIOTUH MPeUI0KUIIM YK€ JaBHO UCIOJIb3yEMbI B KOMIIBIOTEPHOM MUPE, CIIOCO0
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UACHTUQUKALMN JJIs TPUAAHUS SJICKTPOHHBIM JOKYMEHTaM IOPUINYECKON CHIIBI - SJIEKTPOHHYIO
mudposyro noanuck (SLIIT). IToxg DUIT cnennanucTsl MOHUMAIOT CIIETYOIIEE:

Dnekmponnoii (ughpoesoit) nOORUCHLIO HA3bLIBAEMCA NPUCOCOUHAEMOE K MEKCIY €20
Kpunmozpaguueckoe npeobpasosanue, Komopoe no3eoisaem npu NoLyYeHuyu mekcma opyaum
nonb308amenem nposepums Amopcmeo U NOOIUHHOCHL COOOUeHUSL.

Hano ckazarb, uto 3akon 00 nHpopmanuu yxe B 1995 roay B CT. 5 onpenenu, 4ro:

FOpuouueckan cuna 00KymeHma, Xxpanumoz2o, 06pabamuvleaemozo u nepeoasaemozo ¢ NOMOUbIO
A8MOMAMU3UPOBAHHBIX UHPOPMAYUOHHBIX U METEKOMMYHUKAYUOHHBIX CUCTEM, MOJICEN
HOOMBEPHCOAMBCSL IEKMPOHHOU YUPPOBOL NOONUCHIO.

Ho HopMaruBHoii 6a3bl 1 ucnoias3oBanus DI 1o Tekymero momeHTa He ObuT0. 13 Aekadps
2001 rona ¢enepanbublil 3aKoH «O0 37IEKTPOHHON TUPPOBON NOAMHUCHY OBUT IPUHSAT B TPETHEM
YTeHUHU Ha TIeHapHOM 3acefanuu ['ocynapcrBennoit Jlymel. U yxke Ha cTaguy BTOPOro YTSHHUS B
[Noc/lyme, FOpHUCTHI U CHICIIUATUCTHI B 001aCTH HH(POPMALIMOHHBIX TEXHOJIOTHH 3asIBIISUIN 00 €ro
HEKOTOPBIX HenocTatkax. Hanmpumep, onepatopsl MHTEepHET-phIHKA HE cunTatoT BBeneHue D111
OJIHO3HAYHO TOJIE3HBIM. Tak, B X0/¢ MOATOTOBKH K popymy "TEeXHOJIOTHH U PEIICHUS IS
OnektpoHHO# Poccun" Unen npasnenust Corosa oneparopos Murepuer M.B. SkymeB 3asBui:
"Hogeriit 3akoHONpoekT 00 DI comepkut 001b1110€ KOTUIECTBO OTCHUIOYHBIX HOPM, ITOATOMY 0€3
COOTBETCTBYIOIIIETO HOBOT'O 3aKOHOJATeNIbCTBA OH OyIeT HenencTBuTeNeH. [lockoabKy
3aKOHOMPOEKT MPEeyCMaTPUBACT 3alpeT Ha ucnoiab3oBanue nHocTpanubix D11 B Poccun, ero
MPUHITHE TTPUBEAET K n3oisiiuu Poccun ot mupoBoro peiHka'. [lo MHEHUIO MHOTUX IOPUCTOB U
HKCIIEPTOB, 3aKOH B €r0 HHIHEITHEM BHJI€ HE TOTOB ISl PAKTUYECKOTO TPUMEHEHHUSI.

PaccMoTpuM HEKOTOpbIE MOHATHUS, BBOJAUMBIE HOBBIM 3aKOHOM. DJIEKTPOHHAs HU(PPOBasi MOAMUCH
OTIPEEIIAETCS 3aKOHOM KaK «PeKsuU3um 31eKmpoHH020 OOKYMeHmMa, NPeoOHa3HaYeHHbll 011 e20
3auumul 0m NOOOeNKU, NOJYUEHHbIU 8 pe3yibmanme KPpUnmozpaguieckoeo npeoopazosaniis
unghopmayuu ¢ UCNOIBL308AHUEM 3AKPHINO20 KII0YA INEKMPOHHOU YUPPOBOU NOONUCUY .
OnexkTpoHHas M(poBas MOMUCH MO3BOJSAET UICHTU(UIMPOBATH BiIaJielblia cepTu(uKara ee
KJII0Ya, a TAKXKE YCTAaHOBUTh OTCYTCTBUE UCKAKEHUSI UH()OPMALIUU B FIIEKTPOHHOM JOKYMEHTE.
3aKoH o0ecIeurnBaeT MPaBOBbIE YCIOBHSI HCIOIB30BAHUS JIEKTPOHHOHN LIM(POBOM MOMUCH B
AIIEKTPOHHBIX IOKYMEHTaX, P co0t01eHuu KOTopbix DI B 371eKTpOHHOM TOKYMEHTe
NPU3HAETCS] paBHO3HAYHON COOCTBEHHOPYYHOM MOJIIUCH B JOKYMEHTE Ha OYMaKHOM HOCHUTEIIE.
Takke 1 O4eHb KCTaTH, 3aKOHOM ONPEEIAETCS NOHATHE JOKYMEHTA:

00KYMEHM 8 )JICKHPOHHOU hopme omodparceHus (31eKmporHblll OOKYMEHN) - UHGopmayus,
npeocmasiennas 8 hopme Habopa cocmMosHULL INEMEHMOE JJIeKMPOHHOU GbIYUCTUMENbHOU
MEXHUKU, UHBIX INEKMPOHHBIX Cpedcme 00pabomKu, XpaneHus: u nepedaiu UHGoOpmayuu, mozyuet
ObIMb NPeodPa3068aHHOL 8 POPMY, NPULOOHYIO OJi1 OOHOZHAUHO20 BOCHPUSMUSL YETIO8EKOM, U
umeroujeli ampubymol 0 UOeHMUpUKayuyu OOKyMeHma,

JIaHHBIH «TOKYMEHT B 3JIEKTPOHHON (hopMe 0TOOpakeHUs», TpU OJrKaiiieM paccCMOTPEHHH,
ABJISIETCS BUAOM JOKYMEHTHPOBAHHOM HH(OpMaluu, a aTpuOyToOM JUIsl UIeHTU(UKALUU JOKYMEHTa
OyZeT CITy>KUTh JEKTPOHHAs [M(pOoBast MOANKCH BIaENbLIA.

PaCCMOTpeB OJICMCHTBI I/IH(I)OpMaI_II/IOHHBIX OTHOIIIGHUN B OTHOIJ.ICHPIﬁ, YPEryjiipoBaHHBIX
YTOJIOBHBIM 3aKOHOAATCIBCTBOM B OTACIBHOCTH, IPUBCACM UX B €JUHYIO CUCTCMY.

3a 6a3uc WK 3a rI00aJIbHYI0 COCTABIISIONLYI0 HH(OPMAIIMOHHBIX OTHOILIEHHH BO3bMEM TEPMUH
«xoMmmbloTepHas nHpopManus». [IpudueM, B JaHHOM cilydae 1oJi KOMIbIOTEpHON HHpopMaruei
MOHUMAeTCs BCsl MH(OpMAIHs, HUPKYIUPYIOLIas Ha KOMITbIoTepe. XOTs 3TO YTBEP)KICHHUE Ha
HEPBBINA B3IJIs1T HECKOIBKO KOH(QIIMKTYET C OIMCAHHBIM paHee ONpeAEICHUEM KOMIIBIOTEPHOM



uH(pOopMalnu, HO OyJeT MPaBUIbHBIM CUNTAaTh UMEHHO TaK U3-3a JBOMCTBEHHOCTH CaMOil
uH(popMaIuu Ha KoMITboTepe. Hampumep, mporpaMMHoe oOecriedeHre TakKe SIBISETCS
KOMIThIOTEPHOM MH(pOpMaIIUEH, KaK 3To NpaBuiibHO oametuit B.B. KpwioB npoepamvma ons IBM:
...C OOHOU CMOPOHDBL, OHA CILYAHCUNM UHCIMPYMEHMOM 8030elCM8Us Ha UHpopmayuio; ¢ opyeol
CMOPOHbL, OHA CAMA KAK COBOKYNHOCHb KOMAHO U OaHHbIX seisemcst ungopmayueti[7]. K Tomy xe
porpaMMHOe oOecriedeHue, Kak 00eCIeunBa0Iee MPABIIbHYIO PA00Ty KOMITBIOTEPHON TEXHUKH,
TaK)Ke MOXKET OBbITh MPEJAMETOM MPECTYIHOT0 Bo3AeicTBUs. VITak, Mbl CUMTaEM, UTO MPEAMET
MPECTYITHOTO MOCATATENbCTBA MIPECTYIUICHUH B c(hepe KOMITBIOTEPHOM MH(DOPMAIIUU JOKEH
BBITJISIICTD TaK:

- Komnsromepnan ungpopmayus - Bcs nadpopmanus, MUPKYITUPYIONIast HA KOMIBIOTEPE WU B CETU
KOMIIBIOTEPOB, KaK 3allMCaHHAsl HA MALLMHHBIX HOCUTEIAX, TaK U 3arpy>KEHHas B ONIEPATUBHYIO
MaMsITh KOMIIBIOTEPA.

0 Ungpopmayus - cBefieHus o auLax, npeamerax, pakrax, COObITUAX, ABICHUIX U IIpoLeccax,
LUPKYJIMPYIOLIas Ha KOMIIBIOTEPE.

§ Oxpansemasn 3akonom unghopmayus — nHGOpPMaIIKs, TOCTABIICHHAS O] 3aLTUTY CICTYIOITUMU
3akoHamu: Koncrurynueit Poccuiickoit @eaepaunn, ['paxkaanckum kogexkcom PO, 3akoHamu
Poccuiickoit deneparuu "O rocynapctBenHnoi Taitne", "O mpaBoBOil OXpaHe MPOrpaMM st
AJIEKTPOHHBIX BBIYUCIUTENBHBIX MAlTUH 1 0a3 ganHbIX", "O06 uHpopmanuu, nHhopMaTU3aluU U
3amTe HHPopManuu" u Ipyrue:

- Unghopmayusa, omuecennasn K 20cyoapcmeennou maiine;
- Kongpuoenyuanvnan ungpopmayusn;
- /lokymenmuposannaa unghopmavyus.

0 IlIpozpammmnoe obecneuenue — BCce NPOrpaMMHOE 0OeCIIeueHHE U B TI000M BHJE
(3KCIITyaTupyeMoe WiK B AUCTPUOYTUBHOM BHJIE).

[1] KpbLioB B.B. Hupopmayus xax snemenm kpumunanvrou oeamenvHocmu // BecTHuk
MockoBckoro yauepcuteta, Cepusi 11, [IpaBo, 1998. Ne 4. C. 54.

[2] Tyasoun YO. [Ipecmynnenus 6 cghepe komnwvromeprou ungopmayuu // Poccuiickasi FOCTHIINS.
1997. Ne 10

[3] O6 yTBepx)neHnn nepeyHs cBeneHU KOH(UACHIIMATBHOTO XapakTepa: Yka3 [Ipesunenta P®
o1 06.03.1997 r. Ne 188 // CobOpanue 3akononatenbctBa PO. 1997. Nel0. Cr. 1127.

[4] O6 urdopmarnu, nHboOpMATH3AKHU | 3aiuTe HHPOpMauu: derepaaibHbIil 3AKOH OT
20.02.1995 r. // Cobpanue 3akoHonatenberBa PD. 1995. Ne 8. Ct. 609.

[5] Hy»HO OTMETHTB, YTO CMBICI IOHATHS «UACHTH(DUKAIUSI» B TEKCTE 3aKOHA OTIUYACTCS OT
IIPUHATOTO B KPUMHUHAJIUCTHUKE.

[6] ®enepanbublii 3akon «O06 nHPOpPMaIHH, HHPOPMATH3AINH H 3AIIUTE HHOOPMAIHN):
Kommenrtapuii. M.1996. C.16.

[7] KpsuiaoB B.B. Hugpopmayus kax snemenm kpumuraibHou desmenvrocmu // BecTHUK
Mockosckoro yausepcurera, Cepus 11, IIpaBo, 1998. Ne 4. C. 59.

§ 3. [loHsAAiTHE KKOMIIBIOTEPHOI0 NPECTYNICHHUS

Pazo6paBiuncek ¢ HEKOTOPHIMU BCIIOMOTATEIbHBIMU MOHSATHSIMH, CIIEAYET NEPEeHTH K OCHOBHOMY
MOHSTHIO: «KOMIIBIOTEPHOIO IIPECTYIUICHU». ECTh TOUYKa 3peHus, B paMKax KOTOPOH K
«KOMIIBIOTEPHBIM MPECTYIIIIEHUSIM» OTHOCSITCSI BCE IPOTUBOIIPABHBIE ACSIHUS, TAK UM UHAYE
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CBsI3aHHBIE C KOMIIbIOTEpHOM TexHUKOU[1]. /I Takoro moaxoma 6e3pas3andHo, B KAYeCTBE YETO
3a[eiicTBOBaHa B IPaBOHAPYILICHUN Ha3BaHHASA TEXHUKA: 00bEKTa, MpeIMeTa, OPYIUs HITH CPEJICTBA;
YTO UMEHHO CTPaJlaeT B UTOT€ TAKOBOTO: amrapaTHas 4acTh, IpOrpaMMHOE o0ecrieuenue, 06aza
JAHHBIX; KTO KOHKPETHO U3 COYYAaCTHUKOB U KaKUM 00pa3oM ucnonb3oBain OBM u tak nanee. [lpu
TaKOM MTOHMMaHUU TePMUHA YPAaBHUBAIOTCA B IOPUAMYECKOM CMBICIIE HE3aKOHHOE KOIMPOBAHHE
ABTOPCKOT'0 IPOTPaMMHOTO MTPOAYKTA, OJIOKMPOBAHHE KOMIBIOTEPHOH crucTeMbl MUHUCTEPCTBA
00OPOHBI C 1IEJIBIO MOAPHIBA 00OPOHOCTIOCOOHOCTH CTPaHbl, Kpaska MpUHTEpa U yOUICTBO mMyTeM
HAHECEHMsI yAapa JaHHbIM IPUHTEPOM I10 T'OJI0BE NOoTepneBLIero. JlaHHbIe 1eIHNUS MOYKHO C
yCIeXoM KBaTU(UIIMPOBATH U IO IPYTUM COCTaBaM MPECTYIUICHHH, onucaHHbM B YK P®.

Hmeetcs u Ooree y3kue Mo o0beKTy perynupoBanus onpenencaus. Tak B.b. Bexos cuutaer, uro
10O KOMNbIOMEPHLIMU NPECMYNAEHUAMU Cledyenm NOHUMAMb NpedycMOmpeHHble Y20108HbIM
3aKOHOM 0OWeCMBEeHHO ONACHble 0elCMBUs, 8 KOMOPLIX MAWUHHASL UHGOpMAaYUs A61Aemcs
obwvexmom npecmynHoco nocsiecaneilbCcmed. B oannom carydae 6 kavecmee npedMema unu Opyal/l}l
npecmynienus Oyoem 6biCmynams MAuuUHHas UHGOPpMAyUs, KOMNbIOMepP, KOMNbIOMEPHAS, CUCTEMA
unu Komnviomepras cemu[2]. DTy TOUKY 3pSHHUS BOCIIPHHSIIN «HA ypay TOCIOa KPUMUHAIUCTHI
BBUJIY €T0 SICHOCTH 110 O0BEKTY, IPEAMETY U OPYIHIO (T.K. BCE «CBAJICHO» B OJIHY Ky4y U HE
TpeOyeTcs pa3rpaHUyeHHs ), YTO COOTBETCTBEHHO CKa3aJ0Ch U Ha MPAKTUKE IPUMEHEHHUS
YrOJIOBHOTO 3aKOHOIATENIbCTBA[3].

Ho paccmarpuBaeMoe onpeienieHle OmsTh K€ CIUIIKOM IHUPOKO TPAKTYET KOMIIBIOTEPHBIE
NPECTYIUICHNE, TaK K HUIM MOKHO TOT/Ia OTHECTH OIIJIATy IMOKYIKH MTPH MOMOIIH TTOJIEIbHOM
IJTACTUKOBOM KPEIUTHOM KapTOUKH (TaK Ha3bIBaeMoOe "KOMITbIOTEPHOE MOIIEHHUYECTBO'") MU
HE3aKOHHBIH 11epeBO/JI AEHEKHOM CyMMBI C OJJTHOTO cUeTa B OaHKe Ha pyroi ("KoMImbloTepHas
Kpaxa'), HeCAHKIIMOHUPOBAHHBIN cOOp MH(OPMAIINH C LENbIO UCIIONb30BAHUS €€ AJIs OclablieHus
KaKoW-1100 OpraHu3aluy Win Jaxke rocynapcrsa ("KOMIbIOTEPHBIH MINHOHAX") U IpyTHe,
KOTOpbIE MPAKTHUUYECKH HE OTJINYAIOTCS OT CBOUX «COOPAThEB»: MOLIEHHUYECTBA, KPAXXKU U
mmroHaxa. OTINYaeT JIMIIb UCTIONB30BaHUE B TOW WM UHOM CTENIEHH KOMITBIOTEPHON TEXHHUKH
IPY COBEPILIEHUH MPECTYIUIeHUs. J[eficTBUTENbHO, KaKk OTMEYAIOT HEKOTOPbIE FOPUCTHI, 3TO
HanboJiee MPOCTON M «OUYEBHIHBIN ITyTh IS YTOJIOBHOTO MPaBa MO KOTOPOMY HOIIUTA HEKOTOPHIE
crpanbl EBporier 1 AMepuku[4]. OHaKo U 3TH MPECTYIUICHHS BIIOJTHE TTOATIAIAI0T MO
cootBercTBytomue ctatbl YK P®. Ha kBanudukanuio kpaxu, K Ipumepy, He OyJeT BIUATb,
COBEpIlIEHa OHA ITPU MOMOIIM OTMBIYKH, KyCKa IIPOBO/A WIIX K€ EPCOHATBHOTO KOMIIBIOTEPA
(MeXITy TeM, OKOJIO TTOJIOBHHBI BCEX MPECTYIIICHHUH, CBSI3aHHBIX C HCITOJIb30BaHreM DBM, - IMEHHO
KPaku JIEHEXXHBIX cpeicTB). C yroloBHO-PaBOBOI TOUKM 3pEHUS 3TU OPYIUS U CPECTBA
COBEPILIEHHO PAaBHOIIEHHBI U MX (PaKTHIECKOE CBOCOOpa3re MOKET OBITh TOIBKO YUTEHO CYIOM IIPH
WHIUBHyaTA3al[ HAKa3aHUs BO BPEMsl BBIHECEHUsI 00BUHUTENBbHOTO prrosopal5]. C atum
cornaceH u npodeccop C.B. bopoaun: B mex cnyuasx, koeoa komnviomepHas annapamypa
ABNAEMCS NPEOMEMOM NPeCcmynieHUs nNpomue coOCMEeHHOCMU, COOMEEMCMBEHHO ee XUujeHue,
VHUYMOoICeHue Uiy nogpexcoerue noonexcum xkeaiuguxayuu no cm.cm. 158-168 YK P®. Ho oeno ¢
MOM, YUMo UHDOPMAYUOHHASL CMPYKIMYPA (Rpocpammsl u UHgopmayust) He moxcem Obimo
npeoMemom npecmyniienus npomue coOOCMEeHHOCMU, NOCKOILKY MAWUHHASA UHDOpMayus He
omeeuaem HU OOHOMY U3 OCHOBHbIX Kpumepues npeomema npecmynieHus npomus coocmeenHocmu,
6 yacmuocmu He obradaem GuuiecKuUM npuUHaKom. Ymo kacaemcs komnvlomepa Kax opyous
npecmynienus, mo e2o ciedyem paccmampueams 6 paoy maxkux cpeocms, KaKk opyicue uiu
MPAHCNOpmMHubvle Cpeocmea. B amom cmvicne ucnonvzosanus komnviomepa umeem npuKiaoHoe
3HaueHue Npu cogepulenuy npecmynieHutl, Hanpumep XueHus 0eHeHCHbIX CPeOCms Uil COKpblmue
Hano2os. Taxue oelicmeus ne paccmampusamvpCsl 8 Kauecmee camoCmoamenbHblX nNpecmynieHut, a
noonexcam xKearuguxayuu no opyeum cmamoam YK 6 coomeemcemeuu ¢ 06vekmom
nocseamenvcmeal6].
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Ho psin aBTOpOB eie Ooliee CyKarT KPyT KOMIIBIOTEPHBIX MTPECTYIICHUH, OCTaBIISS TOJIBKO TE,
KOTOPBIE MOCSTAI0T HEMOCPEACTBEHHO Ha KOMITbIOTepHYIO nH(popmanmio. Ho pacxoasTcs Bo
MHEHHSX OTHOCHTEIBHOTO TOTO, YeM SIBJISICTCS MHPOPMAIUsl, 00bEKTOM WM TIPEAMETOM
MPOTUBONPABHOTO JiestHuss? CTOPOHHUKHU MO3UIUH, TIe HH(DOPMAIIHS — 3TO OOBEKT MPECTYILICHHUS,
CUUTAIOT, YTO HH(OpPMAITHS, B TOM YHCIIC U KOMITBIOTEPHAS, SIBIISIETCSI OOIIECTBEHHBIM OJIaroM, T.K.
TEPHIHT yIiepo Mpy HE3aKOHHOM YHUUYTOXCHUH MU MOJU(PUKALINHU, C STUM CIIOKHO HE COTTIACHTHCS.
Ho xommnbroTepHast ”HGOPMAIIHS MOXKET MOIBEPTHYTHCS M HE3aKOHHOMY KOITMPOBAHHUIO (HAIIPUMED,
KOH(UICHIMATbHAS MHPOpPMAITHs) U OJIOKUPOBAHUIO, TIPH 3TOM caMa 1o cede nH(popMaIvs HA
KakuM 00pa3oM He mocTpagaer. A 00BEKT MPECTYIUICHHS JOJDKEH HECTH yIepO BCeria, HHave, B
gyeM ObI TOTJIa COCTOSIIO MpecTyruieHre? UTo ke MPOUCXOIUT B 3TUX ABYX cirydasx? UTo ke Torma
TepnuT ypoH? B mepBom ciiydyae cTpagaroT OTHOIIECHHS 3aKOHHOTO 00JanaTens HHopMauu o ee
MOHOITOJILHOMY HCIOJIb30BaHHUIO, @ BO BTOPOM, CTPAIA0T OTHOIICHHUS 110 HETIOCPEICTBEHHOMY
3aKOHHOMY MCIIOJIb30BaHUI0. MTak, MPUXOJUM K BBIBOAY, YTO caMma Mo ce0e KOMITbIOTEpHAs
uH(pOpMaIIKs HE BCETa TEPIUT YIIepO, HO BO BCEX CIydasX CTPAIAI0T HEKOTOPHIC OTHOIICHHS 110
€€ UCIOJIb30BAHHIO.

WTak, Ha TaHHOM dTare MOXKHO yTBEPXK/IaTh, YTO KOMITbIOTEpHAsT HH(OPMAITUs BEICTYIIACT B
KaueCTBE npeomema KOMIbIOTEPHBIX MPECTYIUIEHUH B YTOJIOBHO-IIPABOBOM [TOHUMAaHUHU. 3aTPOHEM
HECKOJIBKO HHYIO pobiemy. B ropuanueckoil intepaType HHOTAA BHICKAa3bIBAETCS TAKOM BOIIPOC:
A671eMCS IU KOMNbIOMEPHASE UHDOPMAYUsl MOAbKO TULULL NPeOMemOoM NpeCmynieHull maxkoz2o uod
UTIU Dfce OHA MOJICEM BbICIYNAMb U UX CPEOCHBOM, KO20d dJIEKMPOHHO-8bIMUCTUMENbHASL MEXHUKA
UCNONIL3YEMCsL C Yellblo CO8epuleHUsl 0PY2020 NPOMUBONPABHO20 NOCAAMENbCMBA HA UHOU 00bekm?
OtBeT 00bIYHO 3BYyuuT oTpuLatenabHbiid. Hanpumep A.B. COpoKUH cUUTAET, UTO «NPUHSAMb, UTO
uH(pOpMaIUs SBISETCS TAK)KE CPEICTBOM COBEPIICHUS IPYTHX MPECTYIUICHUHN, 03HAYAN0 Obl
CIUWKOM PACUUPUMb PAMKU NOHAMUSL KKOMNbIOMEPHOE NPeCmynieHuey u 3ampyoHums pabomy,
Kax 3akonooamensi, mak u npasonpumenumensin[1]. C TeXHUYECKON TOUKH 3pEHHsI, KOMITBIOTEPHASI
uHpopMaIus IeHCTBUTEIBHO SBISIETCS Cpedcm8om NEUCTBUS (M HE TOJIBKO MPECTYITHOTO) B paMKax
KOMITBIOTEPHOM CUCTEMBI, HO MbI TOTJ]a HE OJKHBI OTAENATH e oT camoil DBM. To ectb
cpedcmeom B TEXHUUECKOM M IOPUINYECKOM CMbIciie HH(popMalus OyleT TOJIbKO B COBOKYITHOCTH C
KOMITBIOTEPOM, @ HE OTJIETBHO OT HEero. B cBsi3M ¢ yem, BOMpOC MOKHO CUYUTATh UCUEPIIAHHBIM U
py KBaNU(UKAIMK NpecTyIIeHui, rae OBM sBinsercs cpenctBoM, BocnpuHuMars OBM kak
KOMIUIEKC anmapaTHOrO U MPOrpaMMHOTO 00eCTIeYeHHSI.

XoTs yxe BpOoJie TOCTABIICHBI TOYKH HAJT «i1» M YK€ MOKHO OBLIO OBI IaTh OKOHYATEIIEHOE
ompezieNieHue, HO IaXKe 37IeCh €CTh pa3nuyHble Touku 3penus. Hanpumep, B.C. Komuccapos
IpeJUIaraeT ONpeeIsiTh NPeCmynieHus: 8 cipepe KOMnbIOMepHOU UHDOPMAYUU KAK YMbLULIEHHbLE
0OwWecmeeHHo onacHvle OesiHus (Oelicmeue unu besoelicmaue), NpuYUHsIOWUE 8ped U0
cozoarowjue yepo3y npuvuHenus 6peda 0ouecmeeHHbIM OMHOUEHUAM, Pe2laMeHMUPYIOUUM
bezonacHoe npouzeo0cmeo, Xpanenue, UCNOIb308AHUEe UL PACAPOCMPAHeHUe UHGOpMayuU U
ungopmayuonHwix pecypcos aubo ux zawumy|[8]. Ha nepBblii B3rJIsi], 0O4€Hb TOYHOE U TPABUIBHOE
onpexaenenue, HO npu ananuze ero BuaHo, uto B.C. KomuccapoB nMeeT B BUAy HEKHE
«obujecmeenHvle OMHOWEHUs, peclamenmupylouue 6e30nacHoe nPouU3800Cmseo, XpaHeHue,
UCNONBL308AHUE U PACNPOCIPAHEHUe UHGOPMAYUU U UHPDOPMAYUOHHBIX PeCYPCO8 TUOO UX 3aUWUMY».
OOBIYHO TIOJT TAKUMHU OTHOIIIEHUSIMU TTIOHUMAIOT HOPMATUBHBIEC aKThI HIIM TIPAaBHIIa DKCIUTyaTaI|H,
T.€. IPU HE3aKOHHOM KOITUPOBAHUHU HH(POPMAIH CTPAIAIOT OTHOIICHHS MEXTY 3aKOHHBIM
obnamareneM U rocynapcTBoM (0OIIECTBOM), KOTOPOE UYepe3 HOPMATHUBHBIC aKThI
pErJIaMeHTHPOBAJIO €My MOHOIIOJIEHOE €€ UCTob30Banue. [lomydyaercs He COBCEM TO, UYTO XOTEIIH.

EcTh Touka 3peHus, Ha HAIll B3MJIsI OoJiee MpaBuiIbHAs U BhickazanHas B. KO. MakcuMOBBIM,
KOTOPBI KOMITBIOTEPHBIC TTPECTYIUICHUS ONIPEACIIACT «KAK MAKYI0 PAZHOBUOHOCHb
UHGDOPMAYUOHHBIX NPecmYNIeHULl, MaKue NPOMUBONPABHbIE, BUHOBHO COBePUIEHHble, HAKA3YeMble 8
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Y201106HOM NOpsAOKe 00Wecm8eHHO ONACHble 0esaHUs, NPeOMemOoM KOMOPbIX AGNAEMCS
KOMNbIOMEPHAs UHPOpMayUs, a 00beKmMoM - OMHOULEHUS NO ee HOPMATbHOMY, 6€30NACHOMY
ucnonwvsosanuio»[9]. Ho u 31eck He Bee «riaako». CMyIIaeT JIMIb 0HO: Oe3onacHoe
UCTIOJIb30BaHUE KOMIIBIOTEpHON HHPOpMaLuu. B yronoBHO-ipaBOBOM cMbICIie 0€30MMacHOe
UCTIONIb30BaHUE, HAIIPUMED, OTHS WIH SACPHON PHEPTHH, HE MOXKET OBITh CPABHEHO € 0€3011acHBIM
UCTIOJIb30BaHUEM KOMIIbIOTepHOU nHpopmanuu. Crnenuduka napopmaruun IBM B ToM, uTO
yllaJIeHHe, KONMPOBaHKE, CO3/1aHIE WIIM MOTU(PHUIMPOBAHUE HE MOKET OBITH OMTACHBIM MU
0€30MacHBIM KaK Ul 3aKOHHOT0 00Jagaresns, Tak 1 Ul IPpaBOHApYIIUTENs. DTO JIUIIb IEPEXO
UH(pOpMAIIMU U3 OJTHOTO COCTOSIHUS B Apyroe. BMecTo cioBa «0e30macHoe» cieyeT UCIIoNIb30BaTh
— «3aKOHHOE» UCMOJIb30BaHNE HH(OPMAIHH, T.K. TOJIBKO 3aKOHHBIN 00J1a1aTeNIb HHPOPMALIUU
JIOJDKEH UMETh BO3MOXKHOCTh YAAJISTh, KOMHPOBATh, CO3aBaTh MM MOAU(UIIMPOBATH
UH(OPMALIHIO.

I/ITaK, C Y4€TOM BbIINICCKA3aHHOT'O MOXKHO JaTh CIICAYIOIICE OIPCACICHUC!:

Komnbromeprnoe npecmynjienue — 3mo npomusonpasHoe, UHOBHO COBEPUIEHHOe, HAKA3YeMOoe 8
V20JI08HOM NOPAOKe 00UWeCmMBeHHO OnAcHoe desiHue, NPUYUHAIOWUE 8ped Tubo cozoarujue y2po3y
npuyUHeHusl 8peda 00UWeCm8eHHbIM OMHOUWEHUAM NO 3AKOHHOMY UCNOIb30BAHUIO KOMNbIOMEPHOU
ungopmayuu.

[1] Makcumos B.JO. Yka3s. cou. cc. 20.

[2] BexoB B.B. Yka3. cou. C. 17.

[3]A.B. CopokuH. Yka3. cou.

[4] Mandunosa E.N., [Tonos A.H. Yka3. cou. C. 34.
[5] MakcumoB B.1O. Ykas. cou. C. 22.

[6] Kommernmapuii k Yeonosnomy xooexcy P®// OtB. pea. A.B. Haymos. — M.: IOpucts, 1997. C.
662.

[7] A.B. Copokun. Yka3. cou.

[8] Komuccapos B.C. [Ipecmynienus 6 chepe komnwvromeproii bezonacnocmu //FOpuo. mup. Ne2.
1998.

[9] MakcumoB B.1O. Ykas. cou. C. 23.
§ 4. 3akoHoaaTEBCTBO B chepe KOMNbIOTEPHOH MH(poOpMa N

[Iupoxkas cdepa npruMeHEHHUs] KOMIIBIOTEPHBIX TEXHOJIOTUH 3aTparuBaeT vyauie yXe U3BeCTHbIE
BU/JIbI TPECTYIUIEHUH, HO TOJILKO COBEPIIEHHBIE B HOBOM (popMe uitn HOBBIM criocoOoM. Kak Mbl yixe
yKa3bIBaJIM paHee, MHOTHE U3 HUX MOXKHO OBbLIO ObI KBAIU(UIIUPOBATH MO TPATUIIMOHHBIM
COCTaBaM, HO UCKIIFOUUTCIBbHBIC 0COOEHHOCTH TAKUX HeHHHﬁ HE MMO3BOJISIOT B ITOJIHOM MEPE 3TOro
caenaTh. B cBs3u ¢ ueM, 3a7jaua yrojioBHOTro npasa B GOopMyJIMPOBaHUM HauboJsee oo1ux,
XapaKTePHBIX JUIsl OOJIBIIMHCTBA TAKUX JACSTHUN COBOKYITHOCTEH UX MPU3HAKOB, XapaKTEPU3YIOIIUX
BC€ UX CTOPOHEI, T.C. BBIJACIICHHUE U3 MAaCChl COBCPUICHHBIX MPECTYIMTHBIX aKI_[I/II\/'I COCTaBOB
NPECTYIUICHUH, a TaKk)Ke OLIEHKA X C TOYKU 3pEHUs MpaBa.

MupoBast yroJoBHO-IIpaBOBas ITPAKTHKA B 3aBUCUMOCTH OT TPaJMIIMI 3aKOHOAATEIBCTBA TON MUIIU
UHOM CTpaHbl UJET B PELLICHUH BBIIICHA3BAaHHOM MPOOIEMBI IBYMS Iy TSAMH: UJIH ITyTEM JOTOJTHEHUS
TPaAULMOHHBIX COCTABOB MPECTYIUIEHUI HOBBIMH, B TJAHHOM CJIy4ae — KOMIIBIOTEPHBIMH,
aCTIeKTaMU, UJIH e IyTeM (POPMHUPOBAHUS HOBBIX HOPM U MHCTUTYTOB IpaBa, 00beTUHEHHBIX
€MHBIM CHeIU(PUUYHBIM 00bEKTOM IIPECTYTICHUSI.
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Poccuiickoe yrosoBHoe NpaBo U 3aKOHO/IATEJIbCTBO BCEra 1IUIO 110 BTOPOMY IIyTH pa3BUTHS, Oeps
32 OCHOBY KPMMHMHAJIM3ALIMU HOBBIX PA3HOBHIHOCTEH MPECTYIJICHUN TPU3HAK UX 00BEKTa U HAXOS
JUIsl HETO MECTO B YTOJIOBHO-TIPABOBOM «zepeBe 00bekToB»[1]. XoTs HekoTtopsie Teopetuku (FO.M.
barypun u A.M. Xo3uHckuil) npennaraiy 00beIMHUTD IIyTH, BHECS B YTOJIOBHBIN KOAEKC
CaMOCTOSITEIIbHBIC CTAThH, & PsIJI CTATEH JOMOTHUTD KBATU(QHUIUPYIOIIMMH [TpU3HaKaMu[2].

Ho no uzmenennii B YK tpeGoasnocs emie co3aars 6a3y HOPMAaTUBHBIX aKTOB, I71€ ObUIH ObI
OIpeieIeHbl OCHOBHBIC TEPMHHBI U TIOHSATHS B 00J1aCTH KOMITBIOTEPHOH HH(MOpMAIIHH,
yPEryJIHpPOBaHbl BOMPOCHI €€ PACIPOCTPAHEHHUSI, OXPaHbl aBTOPCKUX TPaB, UMYIIIECTBEHHBIC U
HEHMYIIIECTBCHHBIC OTHOIIICHUS, BOSHUKAIOIINE B CBSI3U C CO3/IaHUEM, IPABOBOW OXPaHOW U
HCIIOJIb30BAHUECM ITPOTPAMMHOI'O 06CCH6‘{€HI/IH 1 HOBBIX I/IHCI)OpMaI_II/IOHHBIX TexHoyiorui. Taxxke
HE00X0IMMO OBLIO OCYIIECTBUTH 3aKOHO/IATEIIEHOE PACKPBITUE MOHITUN HH()OPMAITMOHHON
0€30MacHOCTH U MEXTyHApOAHOTO HH(popMarmoHHOro ooMeHa. Jlo 1992 r. Boobiie He ObLI10
3aKOHOJIATEIbHO YCTAHOBJICHA KaKasi-IM0O0 3alluTa OTHOIICHUH B c(hepe BHICOKUX TEXHOJIOTHIA.

23 cenTsa0psa 1992 r. npunumMaercs 3akoH Poccuiickoii @enepannu Ne 3523-1 «O npasoBoii
OXpaHe MPOrpamMM ISl JIEKTPOHHBIX BHIYHCIHTEIbHBIX MAIINH U 623 1aHHBIX»[3] (nanee —
3akoH o 3ammTe nporpamm). OCHOBHOM M€ 3TOr0 3aKOHA, a TAK)KE MPUHITOTO OJHOBPEMEHHO C
HuM 3akoHa Poccuiickoii @enepanun Ne 3526-1 «O npaBoBoii oXpaHe TONOJIOTHit
HHTErpajJibHbIX MHKpocxem»[4] (1anee — 3aKOH 0 3aIIUTe MUKPOCXEM) SIBIISUIOCH YPETYJIUPOBaHUE
OTHONICHUH B c(epe 3allUThI IPaB aBTOPOB U Pa3pabOTUNKOB MPOrPAMMHO-TEXHUYECKOTO
oOecrieyeHus.

B 3akone 0 mpaBoBoil 0OXpaHe IporpaMM BIIEPBbIE B OTE€UECTBEHHON 3aKOHOIATEIbHON IPAKTUKE
ObuTH 3a(hUKCUPOBAHBI BasKHEHILINE TOHATHS U IPAaBOBbIE KOHCTPYKIMH, OTPAXKAIOIUE
Ipe/ICTaBICHUS 3aKOHOATeN 00 IeMeHTax oxpaHseMoi cdepsl. JlaBanuch onpeneneHus Helomy
psily TepMUHOB, "iporpamma uis 9BM", "0aza nanHbIx", "MoauuKauyu nporpaMmsl" U Ipyrue,
TIOJIOKUBIIIAX OCHOBY Pa3BUTHUIO MPABOBOM TEPMUHOJIOTUH B JTaHHOH oOnacTu[5].

Hanee 3akon Poccuiickoii @enepannu «O0 aBTOPCKOM NMpaBe U CMEKHBIX MpaBax»[6],
npuHATHIN B 1993 1., perynupyer OTHOLIEHHs], BOSHUKAIOIINE B CBA3H C CO3JaHUEM U
UCIIOJIb30BaHUEM ITPOU3BEICHUN HAYKH, TUTEPATypbl U UCKYCCTBa (ABTOPCKOE MPaBo), GOHOTPaMM,
HCIIOJIHEHUH, TIOCTAHOBOK, Tepead opranu3anuii 3pupHOro uiu KabeabHOro BelaHus (CMeXHbIE
npaBa).

3akon Poccuiickoii @enepauun «O rocynapcrBeHHol Taiine»[7] (1anee — 3akoH o rocraiine),
npuHATHIN B 1993 T., yperynupoBan OTHOUIEHUS, BOZHUKAIOIINE B CBSI3U C OTHECEHUEM CBEJEHUN K
rOCYJIapCTBEHHOM TailHe, UX PACCEKPEUUBAHUEM U 3AIIUTON B MHTEpPECaX 00CCTICUCHHS
6e3onacHoctu Poccuiickoit @enepanuu.

3axoHoM «O0 00s13aTETLHOM IK3EeMILISIPe TOKYMeHTOB»[8], mpuaaTeiM B 1993 1., BnepBbIe
oTpezeNsieTcs IOHATHE I0KYMEHTA.

[Mpunsteiii B 1994 r. 'paxknanckuii konekc Poccuiickoii @exepanun[9] snepssie (ctT. 128) oTHEC
K 00bEKTaM I'pa)JIaHCKUX IIPaB UH(MOPMALIMIO U Pe3yJIbTaThl HHTEIUIEKTYyalIbHOM 1€ TeNbHOCTH, B
TOM YHUCJI€ UCKITIOYUTENbHBIC MTpaBa Ha HUX (MHTEJUIEKTyalbHast COOCTBEHHOCTh). B cTtathe 139
3aKOHO/ATeh KOHKPETU3UPOBA CBOM MPEACTABIICHUS 00 HH(OPMAITMOHHBIX OTHOIICHHSX,
BKIIIOUHUB B ATy c(hepy BOMPOCHI, CBI3aHHBIE CO CITY)KEOHOW U KOMMEPUECKOH TaifHO.

3axon «O cBsi3m»[10], npuHATHIA B 1995 T., yCTAaHOBUII TPAaBOBYIO OCHOBY JIESITEIEHOCTH B
001aCTH CBSI3H, ONPENEIHI IOJIHOMOYHS OPIaHOB rOCYIapCTBEHHOM BJIACTH, IO PETYIUPOBAHUIO
YKa3aHHOH JIeATENIbHOCTH, a TaK)Ke MpaBa M 0043aHHOCTH (PU3NUYECKUX U IOPUIUIECKUX JIHII,
YYacCTBYIOUIMX B YKa3aHHOM JESTEIbHOCTH WM MOJNb3YIOIMXCS YCIyTaMu CBSI3U.
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DenepajbHblii 3aK0H «O0 nuHGopmManu, HHPoOPMATH3AIMHA U 3alUTEe HH(OPMAITUN
npuHATHIA B 1995 1., peryiaupyeT oTHOLIEHHS], BOSHUKAIOLIUE MU

- (pOopMUPOBAHUU U UCTIOJIB30BAHUU HH(OPMALIMOHHBIX PECYpCOB Ha OCHOBE CO3aHMUS,
cbopa, 06paboTKH, HAKOTIICHHS, XPAaHEHHUS, TIOMCKA, PACIIPOCTPAHEHHUS U MIPEIOCTABICHUS
MOTPEOUTENIO JOKYMEHTUPOBAHHOM HH(pOpMaLuu;

* CO3JaHHUH U UCII0JIb30BaHNU I/IH(I)OpMaI_II/IOHHBIX TEXHOJIOTHH U CpCACTB UX OGGCHG‘IGHI/IH;

* 3a1UTe HH(POPMAIINH, TPaB CYOBEKTOB, yYaCTBYIOUINX B HH()OPMAIIMOHHBIX MPOLIECCAX U
UH(pOpMAaTU3aLUH.

3aKOH HE 3aTparuBaeT OTHOLICHUH, PETYIMPYEMBIX 3aKOHOIATEILCTBOM 00 aBTOPCKOM IpaBe U
CMEXKHBIX IIpaBax.

[enbto PenepaabHOro 3akoHa «00 yyacTuu B Me:KIYHAPOIHOM HHGOPMALMOHHOM
odmene»[11], mpunsToro B 1995 r., aBnsercs co3nanue yciuoBuid 1 3¢ dexTuBHOro yyactus Poc-
CHH B MEXyHAapOJAHOM HH(OPMAIIHOHHOM OOMEHE B paMKaX €IMHOTO MUPOBOTO
UH(POPMALIMOHHOTO ITPOCTPAHCTBA, 3aIiuTa uHTepecoB Poccuiickoit @enepannu, cyobeKToB
Poccuiickoit @enepannu 1 MyHHIUTAIBHBIX 00pa30BaHUH MPU MEXTYHAPOIHOM HH(POPMAIIMOHHOM
oOMeHe, 3aluTa HHTEPECOB, IIPaB U CBOOO] (PU3NUECKUX U FIOPUIUUYECKUX JIUL IIPU MEKIAyHApOI-
HOM MH(OPMaMOHHOM oOMeHe. B onoHeHne K onpeeieHusIM, yCTaHOBIICHHBIM paHee, TaHHBIN
3aKoH BBeJl PsiJi HOBBIX OIPENIEIeHH, TaKuX, KaK "MaccoBasi nHGopMmarus'", "HHPOpMaAIIIOHHBIE
pecypcebt”, "uHpOpMaMOHHBIE TPOAYKTHI", "HHPOPMAIIMOHHBIE YCIYTH" | Jp.

Crnenyet takxe ynoMsnyTh Yka3sl [Ipesuaenta PO, koTopsie kacaroTcs, Ipexie BCEro, BOMPOCOB
dbopMUpOBaHUS TOCYIAPCTBEHHON MOIUTHKHU B chepe nHhopMaTu3aiui, (BKI0Yas
OpraHU3aI[MOHHbIE MEXaHU3MBI), CO3/IaHUs CUCTEMBI IIPABOBOM MH(POpMAIMK U HH()OPMALIMOHHO-
PaBOBOIO COTpyAHUYEcTBa ¢ rocynapcrsamu CHI', obecnieuenus nudopmareir opraHos
roCcy/AapCTBEHHOW BIACTH, MEp M0 3aluTe HH(GOpMaIuu (B YaCTHOCTH, IN(POBAHUS).

JlornueckuM pa3BUTHEM IPABOBON CHCTEMBI, CO3/atoIel YCIOBHUs 0€30MaCHOCTH KOMITBIOTEPHOM
uH(popmanuu, crana pazpadorka B YK P® 1996 roga rpynmnsl craTeil, mpeaycMaTpuBaromnx
OCHOBaHUs YTOJIOBHOM OTBETCTBEHHOCTH 3a TaK HA3bIBAEMBIE KOMIIBIOTEPHBIE ITpecTyIuieHnus. Ho
3aTPOHEM C Ha4yajo HEMHOTO npeablcTopuu NpuHATUS YK P®, yToOB MOHATH HACKOIBKO CIOKHOM
Obu1a npoienanHas paboTa.

OcHOBBIBasICh Ha JOCTATOYHO yCTAPEBIINX, HA PACCMATPUBAEMBbII MOMEHT MPEICTABICHUIX
MAaIlIMHHBIX JJAHHBIX KaK 00 OJJHOM M3 MPOU3BOACTBEHHBIX PECYPCOB, Pa3padOTUUKH MPEICTABUIH
nepBbIil mpoekT (1994r.) KpuMHUHATU3AIMY KOMIBIOTEPHBIX MPECTYTUICHUH B BUIC BHECEHUS
M3MeHeHuH U nononaHeHui B aeiictByromuil YK PCOCP, koTopblil cocTosAIa U3 MIECTH CIEAYIOIINN
cTaTen:

- cT. 152-3. «He3zakonnoe oBnageHue nmporpammamu st 9BM, daitmamu u 6a3amu TaHHBIXY;
- cT. 152-4. «Danbcudukanms UM YHUITOKESHHE HH()OPMAIIUY B aBTOMATU3UPOBAHHON CHCTEMEY;

- cT. 152-5. «He3zakonnoe nponnkHosenue B AUC, coBepiieHHOE MyTeM HE3aKOHHOTO 3aBJIaJICHUs
MapoJIbHO—KJTI0UEBOM nH(MOpMaIuel, HapyIeHue mopsIKa T0CTya Wik 00X0/1a MEXaHU3MOB
MPOrPaMMHOM 3aIUTHI UH()OPMAIIUH C TIENBI0 €€ HECAHKITMOHUPOBAHHOTO KOTUPOBAHUS,
VM3MEHEHUS U YHUUTOXKECHUSDY;

- cT. 152-6. «BHeceHue uin pacrpoCcTpaHEHHE «KOMITBIOTEPHOTO BUPYCa;
- cT. 152-7. «Hapymenne npaBui, obecrieunBaromux 6ezonacHocts AUC;

- cT. 152-8. «[IpoMBIIIIEHHBIN ITTHOHAXK C UCMOJIb30BaHUEM DBM).
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Ho npoekT He ObL1 peannu30BaH BBUAY MOCTAaHOBKM HOBOM 3a7jauu B BUJE (OPMHUPOBAHUS YKE B
paMKax HOBOTO YTOJIOBHOTO KOJIEKCa MPECTYIUICHUH B 00JaCTH KOMITBIOTEPHOM HH(pOpMAIIHH.
Munroctom Poccun u ['ocynapcTBeHHO-IpaBoBBIM yripaBienueM [Ipesuaenrta PO Ob11 pazpadboTan
npoekt HoBoro YK, 1Ba BapranTa KOTOporo ObutH omyoaukoBanbl B 1994[12] u 1995[13] rr., rue
cozieprkaiach rinasa « KomnblorepHble mpecTynjieHus». 3aciiyroii aBTOpoB ObLIO BEpHOE
oIpeziesieHue poi0oBOro oobekTa. Cunras, 4To MOCIECTBUS HEPABOMEPHOI'O UCIIOJIb30BaHUS
uHpopmauu IBM MoryT ObITh caMbIMH Pa3HOOOPA3HBIMU, TOMECTUIIM KOMITBIOTEPHBIE
npectyiienus B pazaen [X «I[Ipectyn/jieHusi npoTUB 0011eCTBEHHOH 0€30I1aCHOCTH U
o01ecTBeHHOr0 nopsiakay. O0a BapuaHTa NIPOEKTa B IJIaBE «KOMITBIOTEPHBIE MTPECTYILICHUSD)
MEXJly COOOH HE CUJIBHO OTJIMYAJINCh. A B OTHOILIEHUHU CaMOI'0 IIEPBOIO IPOEKTa U3MEHEHUHN U
JIOTIOJIHEHU, TPY HEKOTOPBIX Pa3InyMsIX B MOCIEAOBATEIIBHOCTH PACIIOIOKEHUS CTaTeN U B
UCII0JIb3YEMOW TEPMHUHOJIOIMH, KOJIMUYECTBO U CYIIHOCTh OCTaIUCh TeMU k€. FOpucramu u
CHelralucTaMi B 001acTi MH(POPMAITMOHHBIX TEXHOIOTH OBLIIO YKa3aHO Ha CYIIeCTBEHHBIE
HEJ0CTaTKH, B YaCTHOCTHU, Ha OTCYTCTBHE €AMHOM MPAaBOBOM KOHLIENIIIUY B IJ1aBE, HEJOCTATOUHYIO
CBSI3b C OTPACJIEBBIMH 3aKOHAMH, CJIA0YI0 IPOPAOOTKY TEPMUHOJIOTHH U CTHIIMCTUKY[14].

[Tocne MHTEHCUBHOM pabOTHI TyMCKOM COTJIaCUTENBbHOM KoMUccuu 1o AopadoTke npoekra YK PO,
IJIaBa IIPeJICTalla B CIELyOLIEM BUIE:

I'naBa 28. IIpectyniienusi B cgpepe KOMNbIOTEPHOI HH(OPMaLIUH.

Cratps 268. HenpaBoMepHBIi 10CTYT K KOMIBIOTEPHON HH(DOpMAIUH.

Crarbs 269. Co3ganue, UCIOJb30BaHUE U PACIIPOCTPAHEHUE BUPYCHBIX IPOTrpaMM.
Crarbs 270. Hapymienue npaBuil SKCIUTyaTalluyd KOMITBIOTEPHOU CUCTEMBI WJIH CETH.

Takum oOpa3om, ObLIIM BHECEHBI 3HAUUTEIbHBIE U3MeHEHUs. Heckonbko cTarell 00beAMHEHbI B
OJIHY, U3MEHWJIACh TEPMUHOJIOTUS, PACHIMPUIICS CIIMCOK OMACHBIX JESHUI C KOMIIBIOTEPHBIMU
BUpycamu U jp. OJ1HaKo 1 Ha 3TOM paboTa HaJ riaBoii 28 He Obula OCcTaHOBIIEHA, B (eBpasie 1996 r.
[Tpesunent PO Bozppaiaer nmpoekT YK Ha nocienHiow 10paboTKy, B UTOTe€ KOTOPOii I1aBa, co
MHOTMMH U3MEHEHUSIMU U NTOIPaBKaMHu, NpejcTaia B KOHEYHOM BapuaHTe U 24 mas 1996 r. YK PO
ObUT IPUHSAT.

Wtak, KOMIbIOTEpHBIE MPECTYIJICHUS, onpeaeneHHble B rinase 28 YK P®d, kak yroiosHo
HaKa3zyeMble JIesTHUS, OTHECEHBI 3aKOHOIaTeIEM K MOCSTal0IIUM Ha 00LIEeCTBEHHYIO 0€3011acCHOCTh U
oO1IecTBEeHHbIN NOPSAA0K U omelieHsl B pa3zen [X “IIpecTynnenus npoTus 0011eCTBEHHOM
0€30MaCHOCTH U OOIECTBEHHOTr0 MopsaKa”. YTO MOYKHO CUUTATh COBEPIIEHHO ONpaBJaHHbIM, KaK
MBI YKa3bIBaJIH paHee, MOCIEACTBUS HEMPABOMEPHOIO UCIOIb30BaHUS HHPOPMAIIMN MOTYT ObITh
caMbIMH pa3HOOOpa3HBIMU: 3TO HE TOJILKO HApYILIEeHHE HEMPUKOCHOBEHHOCTH MHTEIUIEKTYaIbHON
COOCTBEHHOCTH, HO U pa3riallleHne CBEACHUI 0 YaCTHOW U3HU Tpak/laH, UIMYIIIECTBEHHBIH yIepo
B BUJI€ IPSAMBIX YOBITKOB M HEMOIYYEHHBIX JIOXOJIOB, IOTEPS PEIyTalud (GUPMBI, pa3IMYHbIE BHIBI
HapyLEHUH HOPMAJIBHOW JEATEIbHOCTH NPEITPUATHUS, OTPACIN U T.JI.

HesiBHas (Oosnbiieit 4acThio) 6JIaHKETHOCTh TUCIO3UIIMM YTOJIOBHOTO 3aKOHA, YCTAHABIIMBAIOIIETO
OTBETCTBEHHOCTbH 32 KOMITBIOTEPHBIE MPECTYIUICHUS, TPEOyeT MPH UX KBaTU(PUKAIIMN TPUMEHEHUS
3aKOHOJATEIbCTBA, PETYIHUPYIOIIEro HH(OPMALIMOHHBIE TIPABOOTHOIICHHUS, U, COOTBETCTBEHHO,
TEPMHHOJIOTHH, HCIIOJIB3YEMOMH 3TO# OTpacipio 3akoHoAaTenbcTBa[15]. OmHAKO, KaK MPaBHIBHO
ykazan B.B. Kpeuos, npsavoe ucnonvzosanue 6 kpumunanucmuieckou npakmuxe npeocmaegnerus o
KOMNbIOMEPHOU UHGOpMAYUU, U3NONHCEHHO20 68 3aKOHe 06 uHpopmayuu, 6e3 yuema ymoyHeHHOU 8
VK P® noszuyuu 3axonodameins 0110 6b1 He koppekmubim[16]. ITo 03HaUaeT, 4TO MOHATHE
KOMIIBIOTEPHON MH(GOPMAITUU HYKHO BOCIIPUHSATH KOMIUIEKCHO U3 BCEX 3aKOHOB, 3aTParuBarOIINX
nHpopmanuo Ha DBM, HO ¢ TOUKH 3pEeHUsI TUCTIO3UITUH TJIaBbl 28, KaK ¥ ObUIO OMHMCAHO B § 2
JTaHHOU PabOoTHI.
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B ropuanueckoii muTeparype BhICKa3bIBaCTCsI MHEHUE O ¢l1a00i MpopadOTKe B CTATHSX O
KOMITIBIOTCPHBIX MNPCCTYIUICHUAX BOIIPOCA O IMOCICACTBUAX. B YaCTHOCTH, COBCPIICHHO
copaseinBo otmeuaeT [.I1. HoBocenos, uto «cam ¢pakm yHuumooicenus, 610kuposanus,
MoOougpuxayuu, KONUPOBAHUs OXPAHAEMOL 3aKOHOM UHGOpMayuu npuUdUHIem yuwepo 1aoenvyy
unghopmayuu ... Ho cepvesnvie npenamcmeus 8 noiv308anuu eiadeivyem ceoeti ungopmayueri
MO2ym 8O3HUKHYMb U 8 pe3yivmame Hapyuienus pabomvl IBM, cucmemvr IBM, ux cemu, a cmano
ObIMb , U MaKue NOCiIeOCmM8Us. He3AKOHHO20 OEsIHUSL OOJICHYL 8leUb Y2008HYI0 OMBENMCMBEHHOCMb
... Buecme ¢ mem npumenumenvro k Hakazyemocmu HapyweHui npagun sxcniayamayuu IBM,
cucmemvl IBM unu ux cemu ynomunaemcs 0 nocie0Cmsusx 8 8uoe YHUYmodiceHus, 0.10KUpo8aHus
U MOOUPUKAYUU UHGOPMAYUU, HO HUYE20 He 2080PUMCS 0 HapyuieHuu pabomvl IBM, cucmembi
OBM, ux cemu. He coécem nonamuo, nouemy npu HapyuieHuu OAHHbIX NPABUT, eCliu OHO NOBIEKIO
VHUYMOMCeHue UHGOPpMAayUU, 6UHOBHBIL MOJCem OblMb NPUBLEYeH K Y20I06HOU 0OMEemcmeeHHOCU,
a npu nocireocmausix 6 sude Hapyuwernusi pabomol IBM — ne mosicem»[17].

Taxoke Hy»HO CKa3aTh O HEMOCIIEeI0BATEIHHOM MOAX0/e K (POPMUPOBAHUIO KBATH(PHUIIUPYIOLIETO
IPU3HAKA O HEOCTOPOKHOM NMPUUMHEHHUH TSDKKHX MocsieAcTBU. Takoil npu3Hak npexycMOTpeH B
IByX cTaThbsix 273 u 274 YK PO, Ho He IIpelyCMOTPEH IIPU HEIPAaBOMEPHOM JIOCTYIIE K
uHpopmauuu. Hyxno cornacutses ¢ I'.I1. HoBocenoBsiM, UTO Takoe pelieHrne 3aKOHOAaTeNs
HeJb3s IPU3HATh BEPHBIM, IIOTOMY YTO HEOCTOPOXKHOE PUYMHEHUE TSKKUX MOCIIEICTBUN B paBHON
CTETIEHU MOXKET OBITh CIIEJICTBUEM BCEX TPEX HE3aKOHHBIX JCSHUH.

[1] Makcumos B.JO. Yka3s. cou. C. 27.

[2] Barypun 10.M., Kom3umckuii A.M. Komnviomeprnas npecmyniocms u KOMRbIOMEPHAS
besonacnocms. — M.: FOpun. nurt., 1991. C. 28.

[3] Bakon P® «O npaBoBoii oxpane mporpamm it OBM u 6a3 nanubix» ot 23.09.92 Ne3526-1 //
Poccutickas raszera, Ne 230. 21.10.92.

[4] 3akon P® «O npaBoBoit 0XpaHe TOMOJOTHI HHTETPATBHBIX MUKpPOcXeM» oT 23.09.92 Ne3523-1
// Poccutickas razera, Ne 229. 20.10.92.

[5] KpsbuiaoB B.B. Hugpopmayuonnvie komnviomepuvie npecmynienusi// M.: Uzn. Ungpa-M-Hopwma,
1997. C. 13.

[6] 3akon P® «O06 aBTOpCKOM TIpaBe ¥ CMEKHBIX TpaBax» oT 09.07.93 Ne 5351-1 // Poccutickas
razera. Ne 147. 3 ABI'. 1993

[7] 3akon P® «O rocynapcTBenHoi TaiiHe» oT 21.07.93 Ne 5485-1// Poccuiickas razera. Ne 182.
21.09.93

[8] 3akon P® «O6 00s13aTenbHOM SK3eMILISIpE TOKYMEHTOBY» OT 23.11.94 Ne 77-®3 // Poccuiickast
razera. Ne N 11-12. 17.01.95

[9] I'paxnanckmit koxexe Poccuiickoit Meneparyu (vacts nepsasi) ot 21.10.94 r. Ne 51-D3 //
Poccuiickas razera. Ne 238-239. 08.12.94

[10] 3akon P® «O cBsizu» ot 21.07.93 Ne 5485-1// Poccwmiickas raszera. Ne 211 ot 14.09.93

[11] O6 yuacTuu B MeXIyHApOIHOM HHPOPMAIIMOHHOM 0OMeHe: deiepaibHbIil 3aKO0H OT
05.06.96 Ne 85-D3. // Poccuiickas razera. Ne 129. 11.07.96

[12] YronoBHsblit kogeke PD. Ocobennast yacthb. [Ipoekt // FOpunudeckuii BectHuk. 1994, Ne 22-23.

[13] Yronosusiit kopeke PD. [Ipoekr // FOpuandeckuit Bectauk. 1995. Ne 7-8.
[14] Makcumos B.FO. Yka3. cou. C. 33.
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[15] KpbLios B.B. VYkas. cou. C. 11.

[16] Kpbnos B.B. Hugopmayus kax snemenm Kpumunaivhol desmensvrnocmu // BecTHUK
MockoBckoro ynusepcurteta, Cepus 11, [IpaBo, 1998. Ne 4. ¢. 54.

[17] Veonosnoe npaso. Ocobennas wacmuv//OT1B. pen.: U.51. Ko3auenko, 3.A. Hesnamosa, I'.I1.
HogBocesio- M.: 3n. HOPMA-Uudpa*M, 1998. C.556.

I'naBa 3. HenmpaBoMepHBIil J0CTYI K OXPaHAEeMO# 3aKOHOM KOMIILIOTEPHOI
uHpopManuu

CeroiHsi npuMEHEeHUE HOPMBI, coaepskanierics B cT.272 YK P®, orpannyeHo npaBoBoy u
MPAKTUIECKON HE pa3pabOTaHHOCTHIO BOIIPOCOB, CBSI3aHHBIX C UCIIOJIb30BAHUEM U OXPAHOMN
KOMIIBIOTEPHON MHGOPMAIH, HO MPABOBasi OCHOBA YXKE 3aJI0KEHA.

Bocnpoussenem nucnosuiuio ct1. 272 YK P®

1. HenpasomepHulii 0ocmyn Kk 0XpaHsemotl 3aKOHOM KOMIbIOMEPHOU uHopmayuu, mo ecnbu
uHgopmayuu Ha MAUUHHOM HOCUmMeIe, 8 HIeKMPOHHO - 8bluUcIumenbHol mawune (OBM),
cucmeme DBM unu ux cemu, eciu 5mo OesiHue nosLeKio YHUUMOodceHue, OI0KUposanue,
Moougurayuro 1ubo Konuposanue ungopmayuu, Hapywenue pabomet IBM, cucmemvr IBM unu ux
cemu,

2. To oice Oeanue, cogepuienHoe epynnotl 1y no nped8apumenrbHOMy c2080py UL OP2aAHUZ08AHHOLL
2PYNNOU TUOO0 TUYOM C UCNOTLIOBAHUEM CB0E20 CILYHCEOHO20 NOJIONHCEHUS, A PABHO UMEIOUUM
docmyn k OBM, cucmeme IBM unu ux cemu.

Ha nam B3IJI4 4, HC UMECT CMBICJIA CYyXO KOHCTATUPOBATH COCTAB JAaHHOI'O NNPCCTYIJIICHHUA, KaK 3TO
clienaHo B OOJBITMHCTBE KOMMEHTApHEB K YTOJIOBHOMY Kojekcy. Llens nanHoro maparpada —
HaWTH YETKHE paMKu 3&KOHO}IaTeJ’ILHOI>i KOHCTPYKIHH OJIA NPAKTHUYCCKOTO MPUMCHCHUA.
OmnpenenuTh SKCTPEMyM AajeKO HEOJHO3HAYHBIX MOHSATHI M MPUOJIM3UTh UX K KH3HEHHBIM
peanusim.

PaccMoTpuM, Kakoi CMBICI TaUT B ce0e TUCTIO3ULIUS TaHHON CTaThU.
§ 1. HempaBomepHBbIii gocTyn

B camom Hauane BcTpedaeTcst HEOJJHO3HAYHOE MOHATHE «HEITPAaBOMEPHBINA J0CTyI». Kak mokaszan
aHaJIM3 cTaTel YTOJI0BHOIO Kojaekca PD, 3TOT TEpMHUH UCIIOIB3YETCS ABAXK/bl: B KOHTEKCTaX
«OTpaHUYCHHE JIOCTYTMa Ha PIHOK» (CT. 178 « MOHOMOMUCTHYECKUE NEHCTBUS U OTPAaHUYCHUS
KOHKYPEHIIUN») U «HETIPAaBOMEPHBIN JOCTYN K KOMIbIOTEpHOU nHpopmarumn». Kpome Toro, ¢ Touku
3pEHMS TOJKOBAHMS, B MIOCIEAHEM CIIydae Yy JAHHOTO TEPMHUHA JBOSIKAN CMBICII: TEXHUYECKUN U
IOpUINYECKUN.

B TexHuueckoM 1iaHe HenpagsomepHulll 00cmyn 03HA4aeT TOCTYI K HHGOPMAIHH (Y4TO BKIIOUYAET
BO3MOKHOCTh: 03HaKOMJICHHUS, KOTIMPOBAHUS, YHUUITOXEHUS U MOAUDUKAIIMN HHHOPMAIIIH ),
MOJIyYEHHBIN BCIIEICTBHE HECAHKIIMOHUPOBAHHOTO MPEOAO0JIEHUS IPOTPAaMMHOM, annapaTHON WIN
KOMILJIEKCHOM 3aIuThl. Tako# 3anuToi MOXKET OBITh AJIeMEHTapHBIN MapoJib Ha (aiiyie JOKyMeHTa
WJIM BXOJl aAMUHUCTPATOPa Ha CEPBEP C MOMOIIbI0 MAarHUTHOM KapThI-KJII0Ua U BBOJIA
YCJI0)KHEHHOTO 16 CHMBOJIBHOTO Maposisi. HeCaHKIMOHUPOBAaHHOE TPEOJIOJICHHE 3aIUTHI U B
MIEPBOM, M BO BTOPOM cllydae OyZeT ¢ KOMIBIOTEPHON TOUKU 3pEHUS «HEIIPABOMEPHBIM JOCTYTIOM)
K 3amuineHHon nadopmaruu. Ho ecnu ytst noctyna k nHGOpMAaIuy He IPETyCMOTPEHA 3aIluTa, TO
HEMPaBOMEPHBIM TaKOW JOCTYN Ha3BaTh Helb3s. Hampumep, ecnu nHbopMarus
KOH(UICHIIMATBHOTO XapaKTepa pacioyiodkeHa Ha )KECTKOM JMCKE KOMITbIOTepa, MOJKIIOYEHHOTO K
JIOKQJIbHON KOMITBIOTEPHOU CETH U IOCTYII K ’TOMY KOMITBIOTEPY OTKPHIT C JIF0OOTO KOMIIBIOTEPA,
MOJIKJIFOUEHHOTO K JaHHOW CeTH, TO MOXHO CMEJIO CKa3aTh, YTO JIaHHbIE OOILIETOCTYIHbI, a HE
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KOH(HMICHITNAIbHBI.

Ho ¢ ropuandeckoil TOuku 3peHHsI BCE HAMHOTO CJIOXKHEEe. XO0TsI TOCI0/1a KPUMUHAIUCTHI
BOCTIPUHSIN POPMYITUPOBKY, OJU3KYIO K TEXHUYECKOM:

HEenpagoMepHbIM NPU3HAEMCcs OOCMYN He 001a0arouje2o NPasamu Ha Mo JUYda K KOMNbIOMepHOl
ungopmayuu, 8 OMHOUEHUU KOMOPOU NPUHUMAIOMCA CHeYUAIbHble MepPbl 3aujUmul,
ocpanuuusaiowue Kpye auy, umeowux oocmyn[1].

OpnHako, B Heill 0oJbIIIe BOIIPOCOB, YeM OTBETOB. Hampumep, B CHIly 4ero JUIo MoXxeT 001aaaTh
IIpaBaMu, B CUJIy CIIELIMAJIBHBIX MEP 3allUThl WK B CHIly 3akoHa? Ha kakoM OCHOBaHUU U KTO
MOKET TaKue€ MEphl yCTaHABIUBATH? U T.J. Jla U ¢ TOHATHEM docmyna y KpUMUHAIKCTOB HE BCE
«TTATKOM.

1100 0ocmynom x KomnvrOmepHoU uHpopmayuu noopasymesaemcs 10oas opma NPOHUKHOBEHUS 8
UCTOYHUK UHGOPMAYUU C UCTIONB30BAHUEM CPEOCME INEKMPOHHO-BbIYUCTUMETbHOU MEXHUKU,
NO3BONSIOUASL NPOU3BOOUNb MAHUNYIAYUY C NOTYYEHHOU KOMNbIOMEPHOU un@opmayueti[2].

YTo MOKET 03HAYaTh CJIOBO «IIPOHUKHOBEHUE»? A MPAaBOMEPHBIN JOCTYI TOXE OyAeT
nponuxHnosenuem?! CaMo cioBa «IIPOHUKHOBEHHE» HECET B ce0e acleKT HEIPAaBOMEPHOCTH, UTO HE
YKJIaJIbIBA€TCsI B CMBICII 3aKOHHOT'O UCIIOJIb30BaHUs HH(OpMAIMU. A YTO MOAPa3yMEBAETCs MO/
«MCTOYHUKOM MH(POPMALIMNY - YEIIOBEK, TOKYMEHT WJIH KECTKUN AUCK Kommbiotepa? U mocnennee,
NPOHUKHOBEHUE 8 UCMOYHUK UHDOPMAYULU C UCNOTb308AHUEM CPEOCME dIEKMPOHHO-
BbIYUCTUMENbHOU MEXHUKU, MOKHO COBEPIINTH, HAIPUMEP, TAKUM 00pa30M: MPEIIOIONKIM,
uMeeTcs cekpeTHas nHpopmanus B GpopmMe 0OBIKHOBEHHOTO OYMa)KHOTO JOKYMEHTA, JIS)KAIero Ha
CTOJIE B HEKOTOPOM KaOHMHETE, ABEPh KOTOPOT0 3aKpbITa HA COBPEMEHHBIH 3JIEKTPOHHBIN 3aMOK C
udpoBbIM naposeM. K aBepu moaXouT 310yMBIIIIEHHUK, BCKPBIBAET KPBILIKY 3aMKa U K
OTpezieNIEHHBIM ITPOBOaM MOAKIIOYAeT MUKPOKOMITBIOTED, C TOMOIIBI0 HEOOIBILION MPOrpaMMbl
KOMITBIOTEP B CYMTAHHBIE MUHYTHI MOAOUPAET Mapoib U BOT KaOMHET OTKpHIT. Hanuio
NPOHUKHOBEHUE C UCNONb308AHUEM CPEOCME 2JIEKMPOHHO-8bIUUCTUMENLHOU MEXHUKU, OCTAJIOCH
c/enath JBa 1ara K MICTOYHUKY nHpopmanuu. [IpakTiuuecku cuieHapuil «rolIMBYACKOro O0eBHKaY,
HO HHUKaK HE COCTaB MPECTYIJICHUs npeaycMoTpeHHbli cT. 272 YK P®, 1.x. nundopmanus He
KOMITbIOTEPHAs, a 3aKpeIUIeHHast Ha OyMa)kHOM HOCHUTEIe M IPOHUKHOBEHHUE ITPOU3BEICHO HE B
OBM, a kaOuHeT.

Ho xak HU CTpaHHO, 3TO )Ke ONPEISIICHUE 0OCMYyna AaeTCs B OJTHOM M3 KOMMEHTApHEB K
VYronoBHoMy kojekcy[3]. Teneps cTaHOBUTCS, MOHSTHA IUPOTA Pa3Maxa U HEKOMIIETEHTHOCTh
HpaBOOXpaHI/ITCHBHBIX OpFaHOB HpI/I KBaJ'H/I(bI/IKaHI/II/I, KakK KOMHBIOTepHOG HPGCTYHJIGHI/IG, BCEX
JEeSTHUH TaK WM MHAYe CBSA3aHHBIE C KOMITBIOTEpOM. PaccMOTpUM OJIMH U3 TaKUX MPUMEPOB
CyneOHOM TPAKTUKH:

YrosnoeHoe gmeno N 011678 moz30yxnmeHo 8 oxrabps 1999 roma r. HoBropoze no mnpm3HakKaM
IpeCcTyIJIeHUs, IPeOyCMOTPEeHHOIOo CT. 242 u u.2 cT.272 YK PO. V3 OOBMHUTEJLHOIO
3aKJIOUeHMS BHISICHEeHO, uTo denmopoB, B paMKax IOTOBOpPa O COBMECTHOM HEesATEeJIbHOCTMU C
000 «TexXHOTPOH», MNOJYYMJI IJiS OCYWEeCTBJIEHMS HaJlaOKM OOCTyla K ceTyu JVHTepHeT
KOMIIBIOTEP T'. BopmcoBa C HaAXOOAWMMMCS B HEM MMEHEM I[I0JIb30BAaTeJIa M [apoJjieM HOOCTyIla
nia pabotTe B ceTu MHTepHeT (Internet).

9 cenrabpsa 1999 roma demopor M3 odmca 000 «TexXHOTPOH», MCIOJIbL30BaB KOMIILIOTED,
fe3 BemoMa M paspeleHyus BJanesblia, BHUEJ B IJjiofajibHYyl CceTb VHTEepHEeT U IPpOU3BesI
HECAHKIUMOHMPOBAHHYI MOOMOMKALMIO NPOTPaMMEl NyOJIMUYHOT'O MNOMCKOBOIT'O CepBepa
HoBropomckoro I'oCymapCTBEHHOT'O yHUBepcurera http://search.novgorod.ru, pas3MecTuB
B OIHOM M3 PaslesjioB IOaHHOMW NpOTpaMMbl I'MIIEPCCEUIJIKY Ha PAaCIOJIOXEHHHM 10 ampecy
http://www.novgorod.net/~apache/xxx/image rpabuueckuir darn «era002.Ixenllnlxm»
(eva002. jpg). LDaHHOe IHesHMEe KBaAIMOMLUMPOBAHO KaK IIpPecTyIlJIeHre, IpelyCMOTPEeHHOe
y., 2 cr. 272 YK P® - HenmpaBOMEPHEM HOOCTYIN K OXPaHIeMOM 3aKOHOM KOMIILITEPHOM
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uHpopmMaumm, TO eCcThb MHOoOpMauuM B cucTemMe 3BM M MxX ceTH, eCcJaM 3TO OedHMEe IIOBJIEKJIO
MoOMbMKaumio MHOOpMalLMM, COBEpPUIeHHOEe JIMIIOM, MMe LM IOoCTyll K OBM, cucteme 3BM u
UX CeTu.

Hencreua demopoBa O pasMelleHMIO Ha BOB - cTpaHulle mo agpecy

http://www.novgorod.net/~apache u B nyOJMUuHOM [NOMCKOBOM cepBepe HoBI'Y mo ampecy
http://search.novgorod.ru m300paxeHuii, NPU3HAHHEX MCKYCCTBOBEIUECKOM BDKCIEPTU30M
nopHOoTrpadmuueckuMy, KBaIMOMUMPOBAHB Kak [IPeCcTyIJIeHue, NpelyCMOTpeHHoe cT. 242 VK
PO - HesakOHHHIE paCIpPOCTPaHeHMEe U peKJlaMMpOBaHMe NopHoTpadmueckmx MaTepuajob[4].

Ha nanHom 3tarne paccMOTpUM B 3TOM IIPUMEPE TOJIbKO HAJIMYKME HEPaBOMepHOro gocryna. 13
BBILICTIPUBEIEHHOTO MOYKHO 3aKJIFOUHTh, YTO CJIEZ0BATElb YKAa3bIBACT HA JIBA CIIydast
HEIPaBOMEPHOI'0 JOCTYIA: BO-NEPBbIX, PeN0POB, IPOU3BEI HENPABOMEPHBIHN TOCTYI K UMEHU
nonb3068ameins U naponio, BeIAAS B ceTb VIHTEpHET; BO-BTOPBIX, NPOU3EEL HECAHKYUOHUPOBAHHYIO
Mooughuxayuro npozpammsl nyOIUUHO20 NOUCK0B020 cepeepa Hoezopoockozo I ocydapcmeentozo
YHUBepcumema.

B nepBoMm ciydae crienHanucThl, BEPOSATHO, HE MOACHWIN CIIEA0BATEII0, YTO IS OCYILECTBICHUS
pPEMOHTA B BUE OTJIAJKU JocTyna B IHTepHET COBEpIICHHO OPUIIAIBHO TPEOYETCs uMs U napoib
abonenma, a 715l IPOBEPKU PEMOHTA TpeOyeTcs HerocpeacTBeHHbIN Boixo B HTepHeT. [ToaTomy
COBEPIICHHO HEJIOMYCTUMO FOBOPUTH, UT0 DeAOPOB 6e3 8edoma u paspeuieHus 61a0evya evliiel 8
enobanvuyto cemv Mumeprem, MOKHO JIUIIB TPEATIONIOKUTH, YTO OH MPOOBLT B ceTn IHTEepHET
Oonbiie, uem TpeOyeTcs Il OTIIaKU, TEM caMbIM, HaHecs boprcoBy HEKOTOPBIN MaTepHalbHBbIHI
yiep0, KOTOPBIA MOKET OBITH BO3MEIICH C TIOMOIIBIO I'PaKIAHCKOTO MCKa.

Bo BTOpOM ciyuae, Tak Ha3pIBaeMast «HECAaHKIIMOHUPOBAHHAS MOTUDHUKAIIHS TTOUCKOBOM
HpOrpaMMBbI COCTOSUIA JIMIIb B TOM, 4TO dDegopoB BBeN rHIEpCChUIKY[5] B KauecTBe KIIFOYEBOTO
CJIOBa JUJIS TIOMCKA - TO €CTh, IIOIIPOCTY TOBOPS, IIOUCKAII aJIPEC CBOEH MEPCOHATIBHON CTPAHUILIBI
yepes mouckoByro cucremy HoBI'Y, uto mor crenars mo6oii xenatomuii. [TouckoBas cucrema
HogI'Y 6b1na ycTpoeHa Tak, 4To myOJIUYHO MOKa3bIBala Ha CBOCH CTPAHUIIE HECKOJIBKO MOCTIETHUX
3anpocoB[6]. [ToaTomy anpec calita @enopoBa BEICBETHIICS KaK THIIEPCCHUIKA B 3TOM criucke. To
€CTb, C TEXHUYECKOM CTOPOHBI, HUKAKON MOJIM(UKALIUY IPOrpaMMBbl He ObL10, a DeopoB IULIb
UCTIOJIb30BAJ 603MOMCHOCHU TTyOJINYHOTO TTOMCKOBOTo cepBepa HoBropoackoro
I'ocynapcTBEHHOTO YHUBEPCHUTETA, IIPEAOCTABIIIEMBIC 6CeM JHceaouium, cama IIporpaMma
npojoipkana paboTaTth B 00BIYHOM pexxuMe. TakuMm o0pazom, MoiupuKaIum, a TeM ooee
HECaHKI[MOHMPOBAHHOM, YCTAaHOBUTH B JeicTBUSAX DenopoBa Henb3s. MTak, MOXKHO TOBOPUTH 00
OTCYTCTBUH KaKOT0-1100 HEMPABOMEPHOI0 J0CTYNA B JIEHCTBUAX MHKPUMHUHUPOBAHHBIX
®denopoBy.

U3 BBINIEOMTMCAHHOTO aHAJIM3a MOKHO C/IeNaTh BBIBOJ O CIIA0OM TPE/ICTABICHUU MTOHSATHUS
«HETIPAaBOMEPHOTO TOCTYIIa», KaK B TEOPUH, TaK U HA TIPaKTUKe. B CBs3M ¢ ueM, cienyeT moapoOHO
PaccMOTPETh JTAaHHOE MOHATHE U B IIEPBYIO OUEPEIb HY’KHO OCTAHOBUTHCS HA ONPEACIICHUH MTOHATUS
«moctynay. [I[puMepHOe mpeacTaBIeHNne 3aKOHOIATENS O CMBICIIE IAHHOTO MMOHATHSI MOYKHO HaNTH
JIMIIB B 1.5 cT. 2 3aKOHa 0 TocTaiiHe:

00Cmyn K c8e0eHUaM, COCMAaBIAIOWUM 20CYOaAPCMEEHHYI0 MAlHY, = CAHKYUOHUPOBAHHOE
HOTHOMOYHBIM OOAHCHOCMHBIM TUYOM O3HAKOMIEHUE KOHKPEMHO20 TUYA CO C80eHUIMU,
COCMABIAIOWUMU 20CYOAPCMBEHHYIO MAUHY,

Eciu oTOWTH OT 4acTHOTO Ciiydast 0CTyIa U nepedpa3upoBarh JaHHOE ONpe/eiicHue B Oosee
o0rieit popme, MOIYIUTHCS, YTO

0ocmyn K uHghopmayuy — 3mo CAHKYUOHUPOBAHHOe 81adebyem Uil coOOCMEEHHUKOM 03HAKOMAEHUE
KOHKPEmHOo20 uya ¢ uHgopmayuel.

Yto Xe MOHKUMAaTh TOrJa MO/, HenpaeoMepHvim C)OCmyI’ZOM? PaCCMOTpI/IM HCECKOJIbKO TOYCK 3pCHUA
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B3STHIX U3 IOPUINYECKON JTUTEPATYPHI.

1100 HenpagomepHbiM 00CHYROM K OXPAHAEMOU 3AKOHOM KOMNbIOMEPHOU UHGOpMayuy, TIOTaraeT
npodeccop C.B. boponuH, credyem nonumams camogonbHoe noiyuenue ungopmayuu 6e3
paspeuieHus coOCmeeHHUKa unu enaoeivyd. B ceazu c mem, umo peusb udem o6 oxpaHsaemou
3aKOHOM UHGhOpMAayUL, HENPABOMEPHOCHbL OOCMYNA K Hell nompebumens Xapakmepusyenmcs eue u
HapyuieHuem yCmaHo81eHH020 Nopso0Ka oocmyna K smou ungopmayuu. Ecau napywen
YCMAHOBNIEHHBIU NOPAOOK OOCMYNA K OXPAHAEMOU 3aKOHOM UHpOpMayuu, coaiacue ee
CODCMBEHHUKA WU 61a0eNbYd He UCKTIoHaem HenpasomepHocmu oocmyna K Heti[ 7]. HemHoro
NPOTHBOpPEYAILEe OTPEICIICHHE, T¢ HEMOHATHO IOYEMY, CTABUTHCS «BO TJIABY YIJIay
VCMAHOBNIEHHbLIL NOPSOOK 0OCMYNA.

A Bot apyroii B3isia, T.M. Baynunaa cuurtaer: «nenpagsomepHvim ciedyem npusHams 00Cmyn 8
3aKpLIMYIO UHDOPMAYUOHHYIO CUCTEMY TUYA, He ABNAIUE20Cs 3aKOHHBIM NOIb308ameNem Iubo He
umeroweeo paspeuieHus 0as pabomul ¢ 0anHol ungopmayuetin[8). 31eck, Kak BUINM,
oOroBapuBaeTCs 1Ba BHJIA IOCTYTIA: M0 3aKOHY U 10 pa3pemIeHuo (BUANMO BIIAICIbIIA WIH
coOctBeHHuKa). OIHAKO, HE OHATEH 00BEKT JOCTYTA - 3aKPblmas UHPOPMAYUOHHAS cUCeMd, A
HE KOHKpETHAast HH(POpMAITHI.

Ectb eme maenne B. HaymoBa, KOTOPBIN YTBEPKAALT, UTO KHENPABOMEPHLIM NPUSHAEMCA OOCMYN
K 3AWUWEHHOU KOMNbIOMEPHOU UHGOpMayuu 1uyd, e 001adauje2o npasamu Ha noiydenue u
pabomy ¢ dannoil unpopmayuet, oo komnviomeprot cucmemoti»[9]. 3nech HE COBCEM SICHO, B
KaKoOM CMbICJIe HH(OpMAIIHs MOXKET OBbITh 3aIIMIICHHON — 3aKOHOM MJIM TeXHU4ecKu? 1 KTo MOoXkeT
HAJICIUTh TIpaBaMu’? A BeIb MBI CTPEMHUMCS K SICHOCTH TIOJIX0/1a.

1O. I'ynb0uH cuuTaeT, 4To HenpasomepHvim A61Aemcs 00CMyn, RPOMUBOPeUauli Oeiucmeyrouum
NPAasoBbIM HOPMAM, AKMAM YRPAGIEHUs, NPUKA3AM, PACNOPAACEHUAM U UHBIM AKIMAM,
pecyupyrowumM OmHouwe st no oocmyny auy (epynnl auy) Kk ungopmayuu[10].

Buautcs npaBuiibHBIM, B paMKax JaHHOTO COCTaBa, HE PUMEHSTh K HENPABOMEPHOMY OOCMYNY
CBSI3b C HOPMAaTUBHBIMH aKTaMH (TaK CKa3aTh, HE CTABUTH KaK aHTUIIO 3aKOHHOMY HCIOJIb30BAHUIO
uHpopmanun). MHave OyneT HEMMOHATHO KaK BOCIIPUHUMATh HECAHKIIMOHUPOBAHHBIN BJIaJI€IbIIEM
JOCTYN K MH(POPMAIUH, MTOPSIOK JOCTYI K KOTOPOH HE yperyJaupoBaH HopMamH npasa. Takxke,
nucniozunust cratbu 272 YK PO Oynet, B 3TOM ciiydae, BBITISAETh HEMOCIEeI0BATEIbHOM.

C Hamiel TOUKH 3peHus, IPaBUIbHBIM Oy1eT N30paTh MOJIX0/, OCHOBAHHbBIN Ha BHIBEJICHHOM paHee
MOHSITUH JOCTYTA, KOTOPBIM 04eHb TOUHO BbIpaswi B.B. Kpbuios:

n0O0 HENPABOMEPHBIM OOCHYNOM K KOMRbIOMEPHOU UHGOpMayuu credyem nOHUMAmMb He
CAHKUUOHUPOBAHHOE COOCMEEHHUKOM UHMOPpMAYUN 03HAKOMIEHUE TUUA C OAHHbIMU,
COO0EPIHCAUUMUCA HA MAUUHHBIX HOcumenax uau ¢ IBM[11].

Opnaxo, ocTaeTcsi OJIMH HEPEUIEHHBIN BOMPOC: 0 HEOOXOANMMOCTH 3alUThl HHPOpPMAIUH
COOCTBEHHUKOM. JIpyTrUMH CIIOBaMH I IPU3HAHUS JIOCTYTIA HenpagomepHvim TpedyeTcs Ju,
YTOOBI ISl TOTO OBUTH TIPEOI0TICHBI HEKOTOPBIE TPETPAJIBI MIIH MOYKHO OYAET TOBOPHUTH O
HEMpPaBOMEPHOCTH Ja)ke TOTa, Korjaa MH(opMarus HaxoAuTcs: Ha 00IIeJOCTYITHOM KOMIIbIOTEpe
(HarpuMmep, B yHUBEpMarax yCTaHaBJIMBAIOT TaKue JIJIsl TIOMCKa CIipaBoyHOM nHpopmaiun) 6e3
CPEZCTB 3aLIUThI UM MPEIYTPEKICHUS.

Ecnu oOpatutbest k 3akoHy 0 MHQOPMAIIMK, TO Mbl YBUUM, YTO MMO3ULIMS 3aKOHOAATENS 110
JAHHOMY BOIIPOCY Pa3bsICHSAETCA B CT. 22:

CobcmeeHHuKk 0OKYMEeHMO8 ... U YNOTHOMOYEHHbIE UM JUYA ... VCIMAHABIUBAIOM NOPSAOOK
npeoocmasnenus noav3osamento uHpopmayuu ... A eradeney ... obecneyusaem ypogeHs 3aujumol
ungopmayuu 6 coomeemcmeuu ¢ 3akonooamenvcmeom Poccutickou @edepayuu.


file:///C:/Documents%20and%20Settings/Edita/Desktop/l
file:///C:/Documents%20and%20Settings/Edita/Desktop/l
file:///C:/Documents%20and%20Settings/Edita/Desktop/l
file:///C:/Documents%20and%20Settings/Edita/Desktop/l
file:///C:/Documents%20and%20Settings/Edita/Desktop/l

CrnenoBaTenbHO, MH(POPMAITUS JOJDKHA OBITH 3allIMINCHA U TOT/Ia HAIIIE ONPEICIICHUE
«HETPABOMEPHOTO JIOCTYIIa» OyJIEeT BHITJISIICTh CICAYIOIIMM 00pa3oMm:

nO0 HENPABOMEPHBIM OOCMYNOM K KOMRbIOMEPHOU UHpOopMauuu ciedyem nOHUMAms He
CAHKYUOHUPOBAHHOE COOCMBEHHUKOM UNIU 611A0eNbYeM UHPOpMauuu 03HAKOMIIeHUE TUUA C
OAHHBIMU, COOEPHCAUWUMUCA HA MAUUHHBIX HOCumenax uiu 6 IBM, u umerwwux yposens
3auwumol 6 coomeemcmeuu ¢ 3akonooamenscmeom Poccuiickou @Dedepayuu.

B nanHoM citydae rmokasaresieH ciaeayouuil mpumep u3 cyae0HOM MPaKTUKU:

YronoBHoe pmesno N 010317 BozOGyxneHo 6 despans 1999 roma r. Bosorma. U3
OOBMHMTEJIBHOTO 3aKJIOUeHUdA cJjledyeT, 4YTO UYeHLIOB NPOIOJLXKMTEeJIbHOEe BpeMda padboTaBlMM B
000 «dupma CamoToH», B 1998 romy BCTynMI B NPEeOBapPUTEJIbHHIM CIOBOP C 3axapoBHM,
HamnpaBJIEHHHM Ha XMIEHMEe JIMKEPOBONOYHOM NPONYKUMM B KPYIHHX pasMepax.

YeHUOB — SBJIAJICS IJIABHEIM CIEUMaJIMCTOM IIO OCYWECTBJIEHMIO COBITA M MapKeTMHIa B
permoHax NnyTeM OpTaHM3aluuM NPpelCcTaBUTEJIbCTB QUPMB M KOHTPOJA 3a MUX
OedTeJIbHOCTh. [IpaB MNOJIB30BaHMA KOMIBITEPOM M INOCTyIla B KOMIBIOTEPHYK 0a3y
TOJIOBHOT'O HNpennpuaTusa He uMeJi. OOHAKO, MCIOJIb3ysa CJyXeOHOe IMOJIOXEeHMEe, OH BaHMMaJl
BpPEMeHHO CBOOOIHBIEe paboume MecTa, OCHAalleHHHE BKJIUEHHBIM KOMIIBIOTEPOM B I[IOMeUeHUM
CnyX0Obl COEITa OMPMBI. JICHOJIB3ysa BO3MOXHOCTB CBOOOIHOTO IOOCTyla k 9BM, yMBIIJIEHHO
HapywwuJl OpaBa BJjlaZeJiblla KOMIIBIOTEPHOM MHOOpMaLMUM, OXpaHsaeMble 3akoHoM 00
nHboOpMaLMM UM IOPYIMMM 3aKOHOINATEJIbHBIMM aKTaMM, OCYULECTBMWJI HENPaBOMEPHBM NOCTYI K
cetn OBM 000 «dupmMa CaMOTOH» HNpM CJelyonlrx ODOCTOATEJIbCTBAX:

28 mexabps 1998 roma B 13 uwacor 30 MMHYT OH, HAxXOIsCh B IIOMEUEHUM CJYyXOB COHTAa,
Cc nowMmompbio koMnbioTepa «lleHTmyM 120», NPOHMK B JIOKAJIbHO-BHUMCIIMTEJIbHYIO CceTb 3BM
000 «%umpma CaMOTOH» TIe:

VHMUTOXUJI B CIMCKE KJIMEHTOB OUMPMH 3anmuch «281l» — HoMep moroeopa C KoHomcKMM
xjeboxkombuuaTrom or 05.02.1998 r.;

MomuduuUMpoBas MHopMauuio 3BM nyTeM CO3TaHMsS 3aBeIOMO JIOXKHOM 3alMCU B pPeecTpe
KJIMEHTOB (bMprI, UTO ABMIJIOCE OCHOBaHMEM MOJId OTIPY3KM INIPOOYKLUMM, KOTOpadA OrbLTa
noxuieHa, a (upMe NpUYMHEH ylepO B KPYyIHOM pasMepe.

CBOMMM YMBIIJIEHHEIMM OeMCTBUAMM UYeHLOB A.M. COBepUNMJI HENPABOMEPHEM IOCTYI K
OXpPaHsaeMOM BaKOHOM KOMIIBIOTEPHOM MHOOPMALMUM B BJIEKTPOHHO-BEUMCIMUTEJLHOM MallMHe
(9BM) , cucremMe OBM miIM MX CE€TM M 3TO LesSHME I[IOBJIEKJIO YHUUTOXEeHMEe M MOOMOUKALIMIO
nHbopMaLMM, COBEpPUEHHOE JIMIIOM C MCIOJIBb30BaHMEM CBOETO CJyXeOHOTO IIOJIOXEHMS, a
pPaBHO uMenlLMM nocTyn kK 39BM, cucreme OBM MM MX CeTM T.e. IIPeCcTylJIeHue,
IpenyCMOTpPeHHoe CT. 272 u. 2 YK PO[12].

Wrak, cieqoBarenb yTBEpPKIaeT, 4TO YEHIIOB COBEPIIMII «HETIPABOMEPHBIN JOCTYI», IPUUYEM ITyTEM
IPOHUKHOBEHUS B JIOKAJIbHO-BBIYMCIUTEIBHYIO CETh, IJI€ YHUUTOXKHI U MOTUGDHUIIMPOBAT
uHpopmanuto. Cutyaiys 1o MeHbIIeH Mepe HEMOHITHAsL, Ul Yero B HeH cienyeT pa3oopaThCesl.
Ecnu paccMaTpuBath ee ¢ TEXHUUECKOW CTOPOHBI, TO KOMITBIOTEpHAst HH(POPMAIU HE MOXKET
HaXOJUTHCS B JIOKAIbHO-BBIYUCIUTEIBHON CETH, a JINIIb MepeaaBaThCs ¢ €€ OMOIIbIO, XOTS
BO3MO>KHO €€ U3MEHEHHE B IIPOLIECCE MEPEAAUn C OJHOTO KOMIIBIOTEpPA Ha IPYroi, HO IPU HAJIU4NU
TPEX AJIEMEHTOB: 1) HaM4Ke TPEThEro KOMITbIOTEpa HAXOSAILETOCs B 3TOM )K€ CETH; 2) CII0KHOTO
IpOTrpaMMHOTro obecrieueH s, 3) U BBICOKYIO KBATM(HUKAIIMIO 3T0YMBIIIICHHUKA. B ocTalbHBIX
CIIyJasix JJi1 MaHUIYJISIUU C KOMITbIOTEPHOM nH(popMannel — oHa T0JKHA HAXOAUThCS Ha
MaIIMHHBIX HocuTenax win DBM. CienoBarenbHo, yTBEpKIaTh, YTO KTO-JINOO MPOHUK B CETh U
YHUUTOXXUJII «B CITUCKE KIUEHTOB (pUpMbI 3amuch «281» - He KOPPEKTHO.

HpaB;[a, B OOBUHUTEIIHLHOM 3aKIIOUYEHUNA UMEETCS I/IH(I)OpMaI_II/ISI OpOoACHAIOIad CUTyaluto,
HarmpuMep CBUACTCIbCKUEC ITOKA3aHUA:
CBunmeTesib MexaJjleHKO — BeOyIMM CIeUMajiMCT OTHejia NPpOoTpaMMMPOBAaHMS GMPME «CaMOT'OH»

nokasaljli: «Ha HNpennpusaTuy pa3BepHYTa JIOKAaJIbHO-BHUMCIMTEeJIbHas ceTb (JIBC) Ha 50
pabouMx MeCcT C OIHMM CepBEPOM IIOI yIpaBJIEHMEM OIlepalMOHHOM cucTeMmel Novell 3.12».
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«B ceTu Ha KOMIBIOTEPaxX YCTAaHOBJIEHE M MCIOJIbB3YKTCH HNaKeT OyXTaJITEPCKMUX NpoIpaMM
«Byxranrepusa lc 2.0 npod», npaeoeasg MHOI'OINOJIE30BaTeJIbCKas BepPCUS CUCTEME
«KoHCyIBETaHT+», NpoTrpaMMa IO BeOeHMIO YyUYEeTHEX KapTOoudeK KJIMeHTOB «CueT 62.1»,
Takxe MNporpaMMma B3aumMmomencTBymas ¢ «Cuer 62.1» - «CueT 64.2» - nporpamMma Iajs
ydeTa o00opoTa BO3BPATHOM Taphl, KOMIIJIEKC NPOTpaMM IO y4YeTy OTIPYy3KM I'OTOBOM
nponykuum «RE». «IllporpaMMa «CueT 62.1» OUKCUPYET MNOCTYyIJIeHME CPeICTB OT KJIMEeHTa
M OTIPYy3Ky HNpoAaykKuum. I[Ipy NOMOWM MEHK OCYWEeCTBJIZeTCAa obOpalleHMe K pPa3JIMYHEM
pexmuMaM: NPOCMOTP TeKyllelOo Cajlbho KJMEeHTa, MCTOpMA IIJlaTexeM UM OTIPY3KM (KapTodka
10 CUeTy), KapTouka KJMeHTa (CIPaBOYHMK oOpTraHmM3aumi) . Kaxnoul KOoMIbITEep,
IOOKJIOUEHHBM K JIBC yCJIOBHO 3aKpelnJieH 3a COOTBETCTBYWHIMM PabOTHMKOM ONPeneJIEeHHOTO
ornesia. KomnbloTepHas ceTb HaxXxOOUTCHA B padoTamleM COCTOSHMM C 7 dWacoB yTpa mo 19
YacoOB KaXIEM HOeHb, KpoMe CyOOOTH M BOCKpPeCeHbsa. KOMMNBIOTEPH HAaXOOATCHA B CJIYXEOHHX
kabuHeTax. KabOuHeTH CpencTBaMM 3allUTHE, OXPAHHOM CUIHAJIM3alUuMM B OCHOBHOM He
OCHalmeHH . CUTHaM3aliMell OCHAUIEHBE TOJIbKO 2 KabmuHeTa: NOCYOHBI LleX M Kacca». «B
IoOpas3nesIeHuax, CBSA3aHHBIX C IIPOLECCOM OTIPY3KM NPOOYyKUMM M Ha paboueM MecTe
opucta CMUPHOBOM OOCTYIl K OINepauMOHHOM cucTeMe 1 JIBC ocylmecTBJsAeTCHd depes
IapoJlb, YHMKAJIbHBIM IOJI9 HOAHHEIX pabodMx MeCT M BBOOMMBI NPM BKJIOYEHMM KOMIBITEPA,
a Takxe npm BxoxmeHuu B JIBC. IpyruMmm cjioBamm, IOJig IOOCTylla k pabore B JIBC,
HeoOxXOoIOMMO BBeCTM 2 HnapoJsig. IIo oneTy paboTH g 3Hal, YTO 3TM IapOJIM OIMHAKOBE Ha
onpenesieHHOM paboueM MecTe. I[laposau njud Bxozna B JIBC He MeHANIMUCh C cepenmHeEl 1998
roma, CO BPEMEHM YyCTAaHOBKM ceTu». «CHnelumMaJibHOM 3alMTh KOMIBITEPHOM MHOOpMaLUM
iy QanyoB C OAHHEIMM OJI [OJIb30BAaTesid, OOJlafaplero 3JIEMEHTAPHEIMM HAaBEIKAMM PaOOTH
C HNONyJIAPHBIM KOMIIJIeKCOM HOporpaMMm «Norton Commander» B JIBC 000 «dupmMa CaMOTOH» He
cymecTtByeT. CyllecTByWllasd 3alMTa B BUIE [IapOJIel HOCUT YCJIOBHBEIM XapaKTep UM MOXeT
IIOMellaTh JIMIIL I[IOCTOPOHHEMY UYeJIOBEeKYy, IIonaBlleMy Ha pabouee MecTo». «VHbopMmMaums,
comepxallasd HOAHHEIE PEKBUBUTOB KIIMEHTOB NPEeINPUATMA HaxXOOUTCHA B Qanje IO ajpecy:
K:\ORG\parorg.dbf Ha cepBepe. lTaTHEM OOpPA30OM M3MEHEHME PEKBUSUTOB KJIMEHTA
(DobaBka HOBEIX, yIaJIeHME CTaphlx) OCYWECTBJIIETCA 4Yepes COOTBETCTBYKIME IYyHKTEH
MeH «PaboTa CO CHPpaBOUHMKOM OpPIaHM3aLuMi». BHeCeHMEe M3MEeHEHUM BO3MOXHO C JI0OOTO
pabouero mecra, OCHaumeHHOro JIBC, 3a MCKIIOUYEHMEM M3MEHEHMA PEeKBUBMTOB: HOMepa
OOTOBOpPa M OaThl OOTOBOpPA, OOCTYI Ha M3MEHEHMEe KOTOPHX OCYWNEeCTBJISEeTCH TOJIbKO
ONpeleJIeHHBMM IOJIb30BaTesaAMu. CylecCTByeT HOHATHE «TUIa HOJIb30BaTessa». B
3aBUCHMMOCTM OT THUIA MNOJIB30BATEJNA CYHNECTByeT BO3MOXHOCTH BHECEHMS U3MEHEHUl B
PEKBUBUTH KapTOUKM KJIMeHTa. CymecTBYWOT «IJIQBHBI», «BTOPOCTEIEHHHM», «TPEeTUI»,
«4YEeTBEPTHM» THUIH [NOJIb30BaTejier npu padboTe B nporpamme «Cuet 62.1». IIpuMopuTeT Ha
BHECEHME M3MEHEHMM B KapTOUKy IIOJIb30BaTeJisd, B YaCTM M3MEHEHMS HOMepa IOoroBOopa u
ero IaTH, YCJIOBMSA OIJIaTH 3a HNPOOYKLUMIO NPUHALOJIEXUT TOJBKO «YETBEPTOMY» TUILY
nojbs30BaTessa. TakoM TUI NOJIB30BATEJNISA YyCTAaHOBJIEH Ha KOMIBIOTEPAX HAXOOAUMXCS Ha
paboumx MecTax OPUCKOHCYyJbTa CMmMpHOBOM M.A., MHXeHepa IllonsaxkoBoM B.A. M Ha
paboueM MecTe nporpammmucTa JlanmHa A.0[I13].

JlaHHBIC IPOTPAMMHUCTOM MOKa3aHUs JAIOT UCUEPIIBIBAIOIINE CBEICHBSI O TEXHHUUECKON CTOpOHE
paboThI TOKATEHO-BBIYUCIIUTEIHFHON CETH H MTPOIIECCa HCITOJIb30BAHMSI KOMITBIOTCPHOM
uH(popManuu. M3 HIX MOKHO 3aKITIOYHUTh, YTO UEHIIOBY AJIs OCYIIECTBICHUS HEMPABOMEPHOTO
JOCTyTa U MoAUGUIIMPOBaHUS HH(DOpMAIUK TPeOOBAIOCHh MPEOO0JIETh 3aAMUTY U3 JBYX IMapOJIeH
(17151 5TOTO MX HYKHO OBLITO 3HATh U3HAYAIHHO WM MOJTYYHTh HECAHKIIMOHHUPOBAHHBIM ITyTEM) U
n3menutsb (pain K\ORG\parorg.dbf Ha cepBepe, HO 00 3TOM HUYETO HE TOBOPHUTCS B BBIBOIAX
cnenoBarens. XOTs 3alUTy HEIb3s MPU3HATH CEPhE3HON U, KaK BBISICHSIETCS U3 CIEIYIOIINUX
MOKAa3aHWH, B HEKOTOPBIX CITyYasiX, €€ MOXXHO CUMTATh OTCYTCTBYFOIICH:

CBumeTesib CMVIpHOBa — KOPMCKOHCYJIBT OoTnesla CcOHITa @)MPMI:I «CaMOTOH» IIOKas3zajyla, 4YTO
HMKAKOTO IapoJis Ha OOCTYI BO BpeMs paboTh K ee KOMILTepy, nporpamme «Cuer 62/1»

Y KOMIILIOTEPHOM CceTM He ObBUIO, INOTOMYy IaHHBIE MOT BBECTHM JI0OOM UeJIOBEeK, OKasz3aBUMUICSH
B kabmHeTe B ee oTcyTcTBUME» [14].

3necs CMUpHOBA UMEET B BUJTY, UTO KOT'/1a KOMITBIOTEP 3aITyIIEH U 3arpykeHa nporpamMmma «Cuer
62.1», B ee OTCYTCTBUE JUIsl OCYIIECTBICHUS MAHUITYJISIIMHA C JaHHBIMU IIPOTpaMMbl He TpeOyeTcst
HUKOr0 naposisi. OKOHYaTeNbHbIE AETAIA HEIPABOMEPHOT'O TOCTYyIa MOKHO TOUYEPIIHYTh U3
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noka3zaHuii camoro Yenmnosna:

IONMpPOWEHHHM B kauecTBe OOBMHAeMOI'o UeHLOB nokaszaj, 28 nexabps 1998 roma, B
oOeIleHHEIM IIePEPHB, CeJI 3a KOMIIBITEP MHXeHepa CJYyXOb CcOBTa M MapKeTHHIAa
[IOJIAKOBOM, KOTOPBM OBJI IMNONKJIOUEH K KOMILIOTEPHOM CeTM, KOMIbITep OB BKJIOUEH, Ha
DKpaHe OplJla CTpaHulla M3 peecTpa KIMEHTOB OMPMEl «CaMoToH». Co3malJl B peecTpe HOBYD
YUYETHYI KapTOuUKy KJIMEeHTa, KOTOPpYK 3anojHuil pexBusmuramm 000 «llpennpmudarmex». Ina
COXpaHeHusa 3alMcCU HaxaJl kjaBuimy «Pg Dn»». «Beuepom 28 mexabps S BCTpeTUJICS C
3axapoBEIM M CKasajl, 4YTO BCE IOaHHBIE B KOMIBIOTEP BBEIEHH M MOXHO BBEIBO3UTH
nponykumio. Taxkxe g majl eMy HOIOPOOHBIE MHCTPYKLUMM, KaK HYXHO OQOPMUTH HOOKYMEHTEH
IpM TOJIYUEeHUM NponyKumm Ha «CamoroHe» [15].

Wtak, HempaBOMEPHBII TOCTYI BBITJISIACT CIEAYIOIUM 00pa3oM:

YeH1I0B, HAXOSICh B KaOUHeTe, I/1e UMeJI IPABO HAXOAUTHCS B CUJIY CBOM JOJIKHOCTH, €
NMOMOIIBIO KOMIIBIOTEPA, MCII0JIb30BAaTh KOTOPHII OH MpaBa He UMeJl, U 0e3 MpPeoJ01eHUs
3al[UThl U3MEHWJI B yiKe 3anyllleHHOH nporpamMmme HHGOPMAaIUI0, HA U3MEeHeHHe KOTOPOoii y
Hero npasa He ObLIO.

MoskHo 51 Ha3Bath AeiicTBust YeH1oBa — HerpaBoMepHbIM JocTynoM? Bugumo — na! Tak kak
BBITIOJIHEHBI BCE YETBIPE YCIOBHsI HETPAaBOMEPHOIO JOCTyIa:

1. naHHBIe HaxoauIuch B OBM;

2. UIs 1OCTyTa K HAM OBbLT YCTAaHOBJICH YPOBEHB 3AIIUTHI, XOTS U «cIa0bIi», HO YUSHIIOB 3HAM, YTO
nH(pOpMaIIKs 3alIMIIeHA MAPOJIIMH B OT HETO TOXKE,

3. nepen Mmoaudukanuel YeHII0B 03HAKOMUJICS C TaHHBIMU;

4. o3HaKOMJIEHHE OBbLJIO HECAaHKLIMOHUPOBAHHBIM, T.K. nonutuka OO0 «Dupma Camoron» no
UCIOJIb30BaHUIO MH(POPMAIIMK KOMMEPUYECKOI0 XapakTepa cojiepxareiics Ha 9BM noapaszymesana
BO3MO>KHOCTbh O3HAKOMJIEHHUS] M U3MEHEHMSI €€ CTPOTO OIpPENEICHHBIMU COTPYIHUKAMU, B UHUCIIO
KOTOpBIX YEHII0B Ha TOT MOMEHT HE BXOHII.

Jpyrum npumMepom «HEmpaBOMEPHOIO JOCTYIa» SBJISETCS yrojoBHOE /€0 u3 r. EkarepunOypra:

I'naBubIM CriectBeHHBIM YipaBinenueMm ['YB/] o CBepiioBckoit 061acT COBMECTHO C
VYnpasnenueM «P» Bo30yA€HO YrojloBHOE JEJIO0 1O CT. 272 3a «HENpaBOMEPHBIN JOCTYII K
AHOHUMHOMY (021 pabomul He mpebo8anacy asmopuzayusi) NPOKCU-CEPBEPY, YTO MOBJIEKIIO
MPUYMHEHUE MaTEPUATILHOTO yliepOa KOMITAHUU BIIAJIENbITy cepBepa (oriata Tpaduka)y.

3a HenMeHueM Ooublel HHPOpMaUH MpoaHaTIU3UpyeM JaHHYIo (popmyaupoBky. Ha3BaTh 310
HeNPaBOMEPHbIM A0CTYIIOM HHUKaK HeJIb3sl TIOTOMY, YTO:

1. mpokcu-cepBep — 3TO HE AaHHbIE, a IporpaMMa U B paMKkax ceTu VHTepHeT sSBseTcs myOInyHbIM
CEPBUCOM;

2. aBTOpU3alMU HE ObLIO, T.€. He ObLJIO HUKOTO MapoJIsl WJIK HHOTO YPOBHS 3alIUThI;
3. 03HaKOMJIEHHS HE OBLI0, T.K. HE OBUIO TaHHBIX;

4. ¥ HECAaHKLIMOHUPOBAHHBIMH JJTaHHbBIE JEHCTBUS Ha3BaTh HENb3s, T.K. IPOKCU-CEPBEP ObLI
BbICTaBJIeH CBOOOIHO B ceTu HTEpHET.

A 0 TIOCTIEZICTBYHU B BHJIE MaT€pUATIBLHOTO yiepOa HET CMBICTa M TOBOPHUTH B paMKax cT. 272 YK
P®. INorepneBiiel CTOPOHE HYKHO OBLIO HE «B MIIIUIIMIO O€XaThy», a 00pamaThCcs K IOPUCTaM U
COCTaBIISITh 3asIBJICHHE HA TPAKIAHCKUM UCK.

[1] Auapees 6.B., [1ak I1.H., Xopcr B.IL. Paccredosanue npecmynienuii 8 cghepe Komnviomephotl
unghopmayuu. M.: OO0 Uza. «¥Opauturdopm», 2001. C. 37.
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[2] Tam :xke.

[3] Kommenmapuii k Yeonosnomy kooexcy Poccuiickoiit @edepayuu / Tloa pen. 0. U. CkyparoBa
u B. M. JledeneBa. — M.: Uznarennckas rpynma MHOPA*M — HOPMA, 2001. C.698.

[4] O6BuHUTENBHOE 3aKITFOUCHHE 10 yrooBHOMY aeiay Ne 011678 //
http://kurgan.unets.ru/~procur/my_page.htm

[5] Ctpoka Ha MHTepHET-CTpaHUIIe, TO3BOJISIONIAs IPU HAXKATUH [IEPEXOTUTh HA APYTYIO CTPAHUILY.

[6] LENTA.RU B ¢y0 3a ccvliky: Hoseopodckas sepcus // Matepuasbl UHTEpHET-CTPAHMUIIBL:
http://lenta.ru/internet/2000/02/03/porno/_Printed.htm

[7] Kommenmapuii k Yeonosnomy xooexcy P@/ Ots. pen. A.B. Haymos. C. 663.

[8] Veonosnoe npaso. Ocobennas uacmo//OtB. pen.: U.51. Kozauenko, 3.A. He3namosa, I'.I1.
Hosocenos- M.: U3n. HOPMA-HUudpa*M. 1998. C.557.

[9] B. HaymoB Omeuecmeennoe 3akono0ameibcmeo 6 bopbbe ¢ KOMNbIOMEPHbIMU
npecmynnenusmu // http://www.hackzone.ru/articles/a5.html

[10] I'ynwoun ¥O. I[Ipecmynnenus 6 cgpepe komnviomepnou ungpopmayuu // "Poccuiickast
rocturua”. 1997. Ne 10

[11] KpbLioB B.B. Yka3. cou. C. 40.

[12] O6BuHUTENBHOE 3aKITIOYCHUE 110 YroioBHOMY ey Ne 010317 //
http://kurgan.unets.ru/~procur/my_page.htm

[13] O6BuHUTENBHOE 3aKITIOYCHUE 110 YroioBHOMY ey Ne 010317 //
http://kurgan.unets.ru/~procur/my_page.htm

[14] O6BuHUTENBHOE 3aKITIOYCHUE 110 YroioBHOMY neiry Ne 010317 //
http://kurgan.unets.ru/~procur/my_page.htm

[15] O6BuHUTENBHOE 3aKITIOYCHUE 110 YroioBHOMY neiry Ne 010317 //
http://kurgan.unets.ru/~procur/my_page.htm

§ 2. Oxpansiemasi 3aKOHOM KOMINIbIOTepHasi HH(popManus

CrnenyroumM BonpocoM B aucno3utinu cratbu 272 YK PO crout oxpansemas 3akonom
KOMNblOmMepHas uHgopmayus — npeaMeT nanHoro npecryruieHus. Kak noscannmm C.B. boponun n
C.B. IlonyOuHcKasi: HenocpedcmeeHnbiM 00beKmMoM OAHHO20 NPEeCMYNIeHUsL ANAENCS
be3onacnocmov UCNONb308AHUS KOMALIOMEPHOU UHDOpMayUL, UHHOPMAYUOHHBIX PeCypCcos U
cucmem. A npeomemom npecmynienus 6yoem KOMNbIOMepHAas (MAWUHHas) unpopmayus,
cooeparcawyascs Ha MawuHHom Hocumene, 8 IBM, ux cucmeme unu cemu, oxpausemas 3aKOHOM,
m.e. U3bAMas U3 OMKPbIMO20 060POMa HaA OCHOBAHUU 3AKOHA, UHO20 HOPMAMUBHO20 NPABOBO2O
aKma, a makice NPasuil HYMpPeHHe20 PacnopsioKd, OCHOBAHHBIX HA HA36AHHLIX Npasosvix akmax[1].
[Ton oxpaHsieMy!o MOMa aeT:

- HTH(OpMaIHs, COCTABIISIONIYIO TOCYIapCTBEHHYIO TallHY, PEKHUM 3aLUThl KOTOPOM
yCcTaHaBIMBaeTCs (peaepaibHbIM 3aKOHOM;

: KOH(I)I/IILCHI_II/IaHBHa}I I/IH(I)OpMaL[I/IH, PCKUM 3alUTLI YCTAHABIIMBACTCSA B OCHOBHOM COOCTBEHHUKOM
HJIK BJIAACIIBIEM Ha OCHOBAHWH 3aKOHA, a B PAJC CIIydacB Q)enepaﬂLHmM 3aKOHOM,

- IOKyMEHTHpOBaHHasi HHOpMaIlysi, HelpaBoMepHOe 00palieHrne ¢ KOTOPOi MOKET HAaHECTH
y1epo ee COOCTBEHHUKY, BIIAJEIIbILy, 10JIb30BATEI0 U MHOMY JIUILy. Pexum 3amuThl
YCTaHABIMBAETCSI COOCTBEHHUKOM HJIM BJIaJIebIIEM Ha OCHOBAaHUU 3aKOHA.

EcTh MHEHUE cpeu I0PUCTOB-TEOPETUKOB, YTO «100 OXPAHAEMOL 3aKOHOM UHGopmayuell
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HOHUMAemcsi OOKYMEeHMUPOBAHHAs UHDOPMAYUs, Ol KOMOPOU YCMAHOBIEeH CReYUATbHBI PEeHCUM
npasosoul 3auumsi»[2], T.e. BCs uHGOpPMAIWSL, U COJepIKaIlas TOCyIapCTBCHHYIO TaiHy, 1
KoH(uUAeHIManbHas HHpopMalus, Haxoasuasicss B 9BM, uToObl cTaTh 0XpaHsIeMOi 3aKOHOM,
J0JbKHA OBITh JOKyMeHTHpoBaHa. Ho mpuganne nHGpOpManuu craTtyca OXpaHsieMoil 3aKOHOM B
3aBHCUMOCTH OT ()OPMBI IIPEICTABICHHUSI, a HE OT COJCPKAHUS, HeJIb35l MPU3HATH BEPHBIM.
['ocynapcTBeHHas TailHa OCTaeTCs roCyAapCTBEHHOM TalHOM, JaXXe €CJIM Ha AIEKTPOHHOM
JTOKYMEHTE, COJIepKallleM €€, HET JIEKTPOHHOU IU(PPOBOIl MOAMHCH.

KomnwrorepHast uHGOpMaImsi MOXKET OBITh TIpe/icTaBieHa B (hopMe HH(DOPMAIIMOHHBIX PECYpPCOB,
KOTOpBIE B CT.2 3akoHa 00 MHPOPMALIUU PACCMATPHUBAIOTCS KAK OTIECIbHBIC JOKYMEHTHI U
OTJICIbHBIC MAaCCHUBBI JJOKYMEHTOB, JOKYMEHThHI 1 MACCUBBI JOKYMEHTOB B MH(OPMAITMOHHBIX
cUCTEeMaX, B YACTHOCTH B OAHKAaX JTAHHBIX. DTH PECYPCHI COTIIACHO CT. 2 3aKOHA COJIEPIKAT CBEICHUS
0 JUIax, mpeaMeTax, pakrax, COOBITHSIX, SIBICHUIX U MPOIECCaxX HE3AaBUCUMO OT (POPMBI UX
npenacrapienus [3], rae 0anku (uau 0a3bl) JaHHBIX SBISFOTCS 00BEKTUBHOU (HOPMOK
MPEJICTABJICHHS U OPTaHU3aI[Ul COBOKYITHOCTH JIAHHBIX, CUCTEMATU3HUPOBAHHBIX TAKHM 00pa3oM,
94TOOBI OHM MOTJIM OBITh HalJICHBI U 00pabOTaHbI ¢ ToMoIIbI0 DBM[4].

PaccMoTpuM Kak Ha IPaKTUKE IPUMEHSETCS 3aKOHOIATEIHCTBO 00 OXpaHsIeMOl HH(POPMAITHH.
Hanpumep, B yroigoBHom aene YeHII0Ba pacCMOTPEHHOM BBIIIIE, UMEETCS TaKasi TOUKa 3peHus,
B3sITasl CJIEI0BATENIEM U3 3aKIIFOUECHHSI DKCIIEPTa 10 MPOrpaMMHO-TEXHUUECKOU dKCcTepTuse ot 27
Mas 1999 roga v cOCTOUT B TOM, UTO «0a3a naHHbIX, Haxoasamascs B JIBC OO0 «®Pupma Camoron»
SIBIIICTCS] KOMIIBIOTEPHON HHPOPMAITUEH U TOTOMY OXpaHsAETCs NSHCTBYIOMHM (heeparTbHbIM
3akoHOM «O0 uH(pOopMaIuK, nHHOpPMATH3aLKMK U 3a1uTe nHpopmanum» [5]. He coBcem scHO,
MOYEeMY IOPUIUUYECKYIO OLIEHKY MPEAMETY MPECTYIUICHUS IaeT HKCIEPT, YTO CaMo IO cede sBISETCS
HapyILIEHHEM yTOJIOBHO-TIPOLIECCYAIbHOTO 3aKOHA, HO ellle 00J1ee COMHUTENBHOI SIBISIETCS JIOTHKA O
TOM, 4TO UH(MOPMAITUS SBIIAETCS OXPAaHIEMON 3aKOHOM B CHITY TOTO, YTO OHA KOMITBIOTEPHASI.

Ha npakTuke yacTo BcTpedaroTcs yroJoBHBIE Jes1a, BO30YKAEHHbIE M0 (JaKTy HE3aKOHHOTO
KOIIMPOBAHUS M UCTIONIL30BAHUS NACHTH()HUKAIIMOHHBIX NaHHBIX[6] 1t moctyna B MHTEpHET, IOA
KOTOPBIMH OOBIYHO TOJIPa3yMEBAIOTCS PETUCTPALIMIOHHOE UM U TTapoJib aboHeHTa. PaccMoTpum
HEKOTOPBIE U3 HUX.

YromoBHoe gmeno N444800 Boz30yxmenHoe 29.02.2000 roma B 1. llampuHcke. U3
OOBMHMTEJIBHOTO 3akKJIOUeHMS IO YyTOJIOBHOMYy JIeJly yCTaHOBJIEHO, uTo Ilojeraen, paboTasda
B IOJIXKHOCTM MHXeHepa-NnporpaMMmmucTa Ha llagpMHCKOM TeJlepOHHOM 3aBOIe, Ha KOMILbITEpe
Pentium, npoueccop Intel MMX, HNOOKJIOUEHHOM C I[IOMOIBI MOOeMa K TejlebOHHOM JIMHUM,
VMes yMbBICeJI Ha HeNpaBOMEPHBM IOOCTYI K KOMIBITEPHOM MHOOpMALUM, OXPaHIEeMOM B
YCTAHOBJIEHHOM 3aKOHOM NOpAnkKe M HNpMHanjyexameM lladpMHCKOMy PermMoHaJIbHOMY
YnpaBJyeHuo OenmepasibHOM IlouToBOM CBA3M, M3 KOPEICTHEIX NOOYXIEHMM, XeJjlasd
NOOKJIOUUTBECA K ceTu VHTepHeT 3a cuetT llagpuHckoro PYOIC, B mekabpe 1999 roma
CKONMpOBaJl M3 JVHTepHeTa NpoTl'paMMy THUIIa «TPOSHCKMM KOHb» — MMUTUPYOIYO HOPMAaJlbHYIO
paboTy OBM 1 OODHOBPEMEHHO HEIJIACHO OJIA HOJIb30BaTEeJIa NPEeNOCTABJISLIY IIOJIHEIM
JOCTYIl K KOMIIBIOTEDPY . 3Ty IIporpamMmy I[TosleTaesn HalnpaBMJlI B BMUIE TEKCTOBOI'O IOOKYMEHTAa
Ha BJIeKTPOHHEM azpec llagpmHckoro PYOIC. Korma noJb30BaTeNb Ha KOMIbTepe PYOIIC
OTKPHLJI IOaHHHM HOOKYMEHT, cpaboTaja HporpaMMa «TPOSHCKMM KOHb», IpM paboTe KOTOPOMU
nosib3opaTesib PYQIC He nomosperall O €e CyleCTBOBAaHUM, a IporpaMMmMa IpelocTaBJiAjla
HoneTaeBy BO3MOXHOCTE IIPOCMaTpPMBATBE M KOIMPOBATB Ha cBOM KOMIIBIOTEP BCIO
nHbOpMaLMIO MMeKUylCcsa Ha KoMmnbioTepe PYOQIC. IlojeTaeB, BO BpeMsa INOIOKJIOUEHUS
koMIbiTepa PYOIIC x ceTm VHTEepHeT, 3allesl Ha €TI0 XeCTKMM IOMCK C LeJbl CKONMPOBaTh
oBa Odalsia ¢ naposasamMm llagpuHCkoT'o PY®IC, M IPOCMOTPEB €I'0 COIEPXMMOE CKOINMPOBAJI
n3 karaynora C:\WINDOWS nea oarna: — user.dat u mMg.pwl, Ha CBOM KOMILITEP,
IpMHaOJexauyl KOHCTPYKTOpPCkoMy Oopo [lagpMHCKOTO TeJIeQOHHOT'O 3aBOXIa.

TaxkyuMm oOpasoM, CBOMMM YMBIJIEHHBIMM IOEMCTBUAMM [loJlIeTaeB COBEpUMII NpeCcTyIJeHue,
npegycMoTpeHHoe cT. 272 u. 2 YK P® - HEIPABOMEPHHIM JOCTYIl K KOMIIBLTEPHOM
VMHOOPMALIMN - TO ecThb MHOOpMALMM Ha MAaWIMHHOM HOCUTEJIE, B BJIEKTPOHHO-
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BHUMCJIMTEJIbHOM MammHe (9BM), cuctemMe 3BM MM MxX CeTM, I[IOBJIEKUMM KOIMPOBaHME
MHPOPMaLMM, COBEPIEHHBM JIMLIOM C MCIOJIb30BAaHMEM CBOEI'O CJIyXeOHOI'O IOJIOXeHuA[7].

JlaHHOE YrOJIOBHOE JIEJI0 — ATO KIIACCHYECKUI IpuMep. 3-4 rojia Ha3aa npumepHo 1/5
KOMIIBIOTEPIIMKOB Pa3HOM KBaIU(PUKAIIMK UMEHHO NPUBEACHHBIM CIIOCO00M «100bIBasIa» cede
OecraTHbIl goctyn B MHTepHET. TakuM ke criocoO0M MOXHUIIICHBI M UCITOJIb30BAHbI (hailiibl
nojb3oBaTesel B yrosioBHoM aeie Ne 30, nepenanHom B ¢y ciaegoateneMm PY ©@Ch PO no
Apxanrenbckoit oonactu no ooBuHeHuto ['penny A.A. Ilerposa 1.B. B coBepIieHnU NpeCTyIIICHHIH,
npeaycMOTpeHHbIX 4.2 ¢T. 272 YK PO[8].

Ceiiuac MBI IMEEM BO3MOXHOCTh, B3TJISIHYTh Ha JAHHYIO MPOOJIEMY C FOPHINYCCKON TOUKH 3PEHUS.
B onucannom npumMepe cy1e0HOM NMPaKTUKK PEaTU30BaH OJIUH U3 TEXHUYECKH «UHCTHIX)» CIy4acB
HenpagomepHo2o 0ocmyna K uHgopmayuu. He B1aBasch B TEXHUYECKHE JETAIH, PACCMOTPUM
ropuanueckue: [loneraes, moxy4ms1 JOCTYN U UMEN BO3MOKHOCTh O3HAKOMUTHCS C JTFOOBIMU
JaHHBIMU, HaxosuMucs Ha koMibioTepe [llagpunckoro PY®IIC, rae cymiecTBoBai ypoBeHb
3aIUThl, 00YCIIOBJICHHBIH YPOBHEM 3alIUTHI ONIEPAIIHIOHHON CHUCTEMBI OT BHEILIHETO BTOPKEHHS, a
noctyn [loneraeBa ObIT HECAHKITMOHUPOBAHHBIH, T.K. COOCTBEHHUK O HEM HUYEro He 3HaJI. MOKHO
CKa3arThb, 4TO U C OPUAUYECKON CTOPOHBI IEpBOHAYAIbHBIE AeiicTBUS [loneTaeBa Hy)KHO Ha3BaTh
HenmpaBoOMePHbIM JA0cTynoM. Ho MOXHO 711 Ha3BaTh CKOMMMPOBaHHbBIE UM (paiinel user.dat u
uMs.pwl — oxpansemoui 3axonom komnvromeprou ungopmayueri? ITlocMoTpuM erie Ha OJAUH
npumep:

YronoBuoe pmeno N 9010076 BozbyxmeHHoe 23 umioHa 1999 r. nmo cr.158 u.3 m. "6" YK PO
B OoTHoumeHMM ManblieBa M Hedenmora, B IHajibHeMNUEeM NepeKBalIMOMUUMPOBaHO Ha CT. CT. 272
y.2, 183 u.l, u.2 YK Po.

CorjslacHO OOBMHMTEJIBHOMY 3akKJIOYeHMO: Masnbler, padoTas HadaJlbHUKOM
aBTOMATU3MPOBAHHOM CHCTeMbl ynpabiieHusa 3A0 "PacueTHO-MapkeTUHIOBEM LeHTP" I'.YdH
(mamee 3A0 «PMI»), B nmexabpe 1998 1. BCTynMJI B MNPECTYIHEM CTOBOP C NPOTPaAMMMCTOM
3A0 «PMIl» HebemoBeM. JICIIOJIB3YysS CBOe CJyXebOHOe II0JIoOXeHMe, obJjalas IOCTaTOUHBMU
3HaAHMAMM B OOJIACTM I[IOJIb30BaHMUSA KOMIIBIOTEPHOM TEXHMKM M OINBTOM pa®oTH B IJIODAaJIbHOM
ceTu VHTepHeT, MajblieB depes CeThb JVHTEpHEeT, B Nepuon BpeMeHM c nekabpsa 1998 r.
no mioHb 1999 r. mojyums DOCTyN K IpyI'MM OBM, OpuHaIjexXallMM YNpaBJIeHMUIO
NPOM3BONCTBEHHO—XMJIMIIHOTO XO3AMCTBa M MHXEHEPHOT'O OOecnedeHrs AIMMHUCTPAUMM I.
Yorr (manee VYIXXuMO), OO0 "Knumpuur" r. Yoer um LUentpy "PUIO". 3aBemomMo 3Has, UYTO
napojMm K ceTHu JVHTepHeT XpaHATcA B Qalnax «pwl» u s3ammdppoBaHeH MeTomoMm "DES", mu
3Has O HaJMUMM OporpaMM — "cMOTpeJok", MNpelHasHAdUeHHHX OJIA PacKOOUPOBKMU (aliios,
Masnbuer BbeIOpasl nporpamMmy «PWLHACK». C NOMOWBI 3TOM NpoTrpaMMbel MajiblleB COBMECTHO C
HedpenoBeM, yMEIJIEHHO, OCYWECTBJIAJIM HEINPABOMEPHHM NOCTYI K OXPaHAEMOM 3aKOHOM
KOMIbITEePpHOM uHOopmaumm VKIl "3Sxcnpecc" - JIOI'MHAM UM IApPOJIAM IOJId OOCTyNa B CeThb
MHTepHeT, C pabouMx KOMIBIOTEPOB, YCTaHOBJIEHHHX B 3A0 "PacueTHO-MapKeTMHTOBHIM
IeHTp". YKas3aHHHE OeMCTBMSA ObUIM NPENIPMHATEL MMM HECMOTPsS Ha TO, UYTO OHM 3aBeIoMO
3HaJNM, UYTO MX [PeCTyIlHbBE NEeMCTBUSA MNOBJIEKIM OJOKMPOBaHME paboTh BaKOHHBIX
aboHeHTOB VKIl "3Jxcnpecc" B ceTm VHTEpHeT, a TakxXe HapyleHue paboTel ceTu 3BM MKI
"Skcnpecc", M KpoMe TOTI'O, KOIMPOBAaHME OXPAaHAEMOM 3BaKOHOM KOMIILIOTEPHOM
nHPoOpMaLMM: BHpas3MBlIeeCd B [IepeHOoCce MHPOpMALMM C OOHOTO (QM3MUECKOI'O HOCKUTEJIA Ha
OpyTOM MOMMMO BOJIM COOCTBEHHMKA, TO €CTb IIepeHOC MHbopMauuM Ha CBOM NePCOHAJIbHHM
koMIneTep. CoOpaHHHE, TakMM OOpasoOM, JIOTMHEL M [ApPOJIM IJIAd OOCTylla B CeTb
JMHTepHeT, MaJsibleB COBMECTHO C HebenoBHM, M3 KOPBICTHHEX MNOOYXIEHUM M C LEJbIo
IPMUMHEHMSA KPYHNHOTO yumepba MKI "Skcnpecc", MCHOOJb30BaJIM Kak CaMu, TaK U
pasrmiamany UxX TpeTbUuM JmiaM, 0es3 coIvlacuda Ha TO BaKOHHEIX BJlalelbleB. B
pe3yJbTaTe NPECTYNHHEX IesaHuM MasnbleBa M Hedpemora, 3a HNepuon BpPEeMeHM C Iekabps
1998 r. mo wmwoHbL 1999 1. UKL "OSxcnpecc" ObUl NPUUMHEH MaTepMaJlbHBM yuepO Ha oOuyio
cymmy 16 174 py6ma 33 Komewku, SBJISOIMMACS KPYIHHEM IJIS IaHHOTO npennpusatmus[9].

Kaxk BHIHO M3 TaHHOTO YTOJIOBHOTO JieJla UMEHHO «T1apoJii K ceTn MHTepHeT XpaHsaTcs B daiinax
«pwl» u 3amm¢ppoBans Mmeronom "DES"», a ecniu 6b1Th OoJiee TouHBIMU B (paiinax user.dat u
uMs.pwl onepanronnas cucrema Microsoft Windows 95 (a taxoke Windows 98) xpanut
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UICHTU(UKAIIMOHHBIE TAaHHBIE, TTOJTydaeMble MTPH 3aMlOJTHEHUH (POPM JIOCTyTA K TII00ATBHON CeTH
Wutepner. To ects daiinsl user.dat 1 uMs.pwl SBISIOTCS YaCTHIO ONEPALIMOHHON CUCTEMBI,
SIBIISTIOTCSI €€ CITY)KeOHbIMHU (haiiiiaMu, a ONepalMoOHHas CUCTEMa, KaK U3BECTHO, SIBIISICTCS
POTPaMMHBIM O0ECTIEYeHHEM, a TPOrpaMMHOE 0OecIieueHre, B CBOIO OYePe/Ib, HE SIBISAETCS
OXpaHseMON 3aKOHOM KOMITBIOTEPHOM WHpopManueit. X0Ts, HanpuMmep, CIIeJ0BaTENb U3
paccMaTpuBaeMoro paHee yrojaoBHoro aena Ne 011678 no o6sunenuro @edoposa CAUTALT, YTO
IPOTPaMMBI HY>KHO CYMTATh OXPaHIEMOM 3aKOHOM KOMITBIOTEPHON HH(pOpMAIUeid, apryMeHTUPY ST
3TO TEM, UTO:

cornacHo cratbe 3 @enepanpHoro 3akona «O MpaBoOBOIl OXpaHe MPOTPAMM YIS DIIEKTPOHHBIX
BBIUMC/INTENIBHBIX MAIlIMH U1 0a3 JAaHHBIX», MIPEAOCTAaBIACMasl HACTOAIIUM 3aKoHOM IIpaBoOBas
OXpaHa PacmpoCTpaHIeTCs Ha Bce BUJBI porpamm st OBM (B ToM umcie Ha onepaluoHHbIe
CHCTEMBI U IPOTPAMMHBIE KOMITJIEKCHI), KOTOPBIE MOTYT OBITh BBIPAXKEHBI HA JIIOOOM SI3BIKE U B
nr000#i popme, BKITIOUAst HCXOAHBINA TEKCT U 00bEKTHBIN Ko, [IpenocTaBnsemast HACTOSIIUM
3aKOHOM IPaBOBasi OXpaHa pacnpocTpaHseTcss Ha 0a3bl JaHHBIX, IPECTABIIAIOIINE COOO0M
pe3yJIbTaT TBOPYECKOTO TPY/Ia 10 OO0y M OpraHU3alMy JaHHBIX. ba3bl JaHHBIX OXPAHSIOTCS
HE3aBUCUMO OT TOTI'O, ABJIAIOTCA JIM JAHHBIC, HA KOTOPBLIX OHW OCHOBAHLI UJIM KOTOPBIC OHU
BKJIFOYAIOT, 00bEKTaMH aBTOPCKOTO TpaBa.

U oH cOBEpUIEHHO paB, YTO IporpaMMam, Kak 00beKTaM aBTOPCKOI0 IpaBa, IPEI0CTaBIAETCS
[IpaBOBas OXpaHa, KaK MPOU3Be/IeHUsIM JauTeparypbl. Ho B JaHHOM ciiydae, oXpaHseTcs He cama
uH(bopMalus, 3aJ10XKEHHAasl B IPOrpaMMbl, @ aBTOPCKUE MpaBa Mo UCIOJIb30BaHUIO U
pacmnpoCcTpaHEHHUIO IporpamMm u 0a3 JaHHBIX. A Kak cKa3aHo, B II. 2 ¢T. 1 3akoHa 00 nndopmanuu,
YCTaHABJIMBAIOLIETO 3aLIUTY KOMITBIOTEPHON HH(POPMALINN:

Hacmoswuii @edepanvhbvili 3aKOH He 3ampazusaem OmHOUWeHU, pe2yiupyemuvix 3aKkoHoM
Poccuiickoii @edepayuu "Ob asmopckom npage u cmedcHuix npasax”.

Utak, nporpamMmmHoe o0ecriedeHre He SBISETCS] OXpaHsAeMO 3aKOHOM KOMITBIOTEPHON
uHpopManuei, T.e. KonupoBaHue (GaiaoB onepaoOHHON CUCTEMBI, JJaXke OCIIe HETPAaBOMEPHOTO
JIOCTYTIA, BEIXOUT 3a pamMKkH cT. 272 YK PO.

Ho unTtepecytomue Hac ¢aiinsl user.dat u ums.pwl He ipocTo ciayxeOHbIe (ailiibl onepanoHHOM
CUCTEMBI, a (haiiiibl, coaeprkaliie uIeHTU(UKALMOHHbIE TaHHbIe a0OHEHTA I0CTYyIIa K IJ100aJIbHOM
cet IHTEepHET U NpeCTaBIIAI0T COOON perucTPalliOHHOE UMS M NTApOJib (2 B HEKOTOPBIX CIydasx
ajZipec nuIr03a, mpokcu-cepsepa, DNS u cratuueckuii [P-agpec). IMeHHO 3TH 1aHHBIE MHOTHE Ha
NPAaKTUKE CUUTAIOT OXPaHIEeMON 3aKOHOM KOMIbIOTepHOH nH(popMarent. Kak u nepes stTum
BO3bMEM B KaU€CTBE IIUTATHI MBICIIb U3 OOBUHHUTEIILHOTO 3aKIIOYEHUs yroioBHOro nena Ne 011678,
XOTS TakMe 00OCHOBAHUSA €CTh U B JIPYT'HX YTOJIOBHBIX JieflaX JaHHOM KaTeropuu:

K oxpansiemoii 3aKk0HOM KOMIBIOTEPHON MHPOPMAITUHU B JTAHHOM CITydae OTHOCSTCS: HHPOpMAIIH
00 UMEHM TOJIL30BaTEeNIs U TTapoJie JoCTyna At padoThl B ceTH «MHTepHET», MpeocTaBIeHHAs
Bbopucory OAO «Hosropoarenekom» cornacHo goroBopy Ne 570603 ot 7 uronst 1999 rona u
SIBJISTFOIIIEHCST KOH(DUICHIIMAIBHON COTTIacHO MyHKTa 6. 1 TaHHOTO TOTOBOPA, a TAK)KE COTIIACHO
nyHkTa 5 «[lepeuns cBeneHN KOHPUIEHITMAIBHOTO XapaKTepay», YTBEPKICHHOTO YKa30M
[Ipesunenta PO ot 6 mapta 1997 romga Ne 188 u cornmacno conepxanus crateu 139 'K PO.

Wtak, crenoBarenb CUUTAET, YTO UACHTU(PHUKAIIMOHHBIE TaHHBIC SBISIOTCA KOH(UICHIIMATHLHOM
nH(popmarei, a TouHee KOMMEPUYECKON TalfHOM, B CHITY Yero MOANAAa0T MO OXPaHIEMYO
3aKOHOM KOMIMBIOTEpHYIO HH(popManuto. Ho 11st Toro, utoObl HH(pOpMAIIMIO OTHECTH K
KOMMEpYECKOH TaliHe, HY>KHO, 9TOOBI OHA OTBEYaJia CICAYIOMUM TPEOOBAHUSIM:

1. umena AeCTBUTEIBHYIO (MJIH XOTS OBl OTCHIIMAJIbHYI0) KOMMEPUYECKYIO IIEHHOCTD, T.€. YTOOBI
OHa aaBalia HOTpe6I/ITCJHO BO3MOXXHOCTD HUCIIOJIb30BATh €€ B LCJIAX MMOJTYYCHUA HpI/I6LIJII/I;



2. ObUIa HEJIOCTYIIHA, T.€. K Hel He ObLII0 ObI CBOOOAHOTO TOCTYyTMa Ha 3aKOHHOM OCHOBAaHHH;
3. u oxpaHsiiach ee obmamarenem[10].

311ech MbI MOJAXOAUM K OJIHOM OueHb BayKHOU MpoliieMe, Kacaroleics npuposl
UICHTU(PHUKAIIMOHHBIX JaHHBIX. /le0 B TOM, YTO caMH OHM MPEACTABISAIOT JUIIb HAOOp CIIOB, a
yalie Bcero Habop OyKB, ¥ HE IPEACTABIISIFOT HU JIeHCTBUTENBHOM, HU TOTEHIUAIbHON
KOMMEPUYECKOH LIEHHOCTH, a TaKXke MHOM IIeHHOCTH. C Ipyroi CTOPOHBI, 3TU AAHHBIE, IPU
OIpeIeNIEHHON JeATENbHOCTH CO CTOPOHBI IPOBaiiiepa, MPeloCTaBISIFOILEro JOCTYI K II100aIbHON
cetu MIHTEpHET, MOT'YT CTaTh KJIHOYOM K poctymy. IIpenocrasinenue nocryna k cetu MarepHer
SIBJISICTCS] OKa3aHHEM BO3ME3THON MH(DOPMAITMOHHOW YCIyTH, yperyaupoBaHHbIM B T71. 39 'K PO. A
cnenn(rka JAHHOW yCIYTH 3aKJII0YAeTCs B TOM, YTO Yepe3 ee OCYILIECTBICHHE, T.€. Yepe3 JOCTYII B
WHTepHeT, BO3MOXKHO MOJIyYUTh NPUObLUIb. 3HAUUT, UACHTU(DUKALMOHHBIE JaHHBIE — JIULIb [1IEPBOE
3BEHO B LIETIOYKE MOTy4YeHus: Npuobun uepe3 Murepuer. HaBepHoe, TONBKO B CHITY JaHHOM
LEMOYKH (IIPU YCIOBUU JIeHCTBUTENBHOM OXpaHbl 00a1aTesIeM U HEIOCTYTHOCTH ) TaKUe JTaHHbIE
MO>KHO CUYUTATh KOMMEPYECKOW TalfHOM, a 3HAYUT OTHECTH K OXPAaHICMON 3aKOHOM HH(OpMAIIHH.

CrnenoBarenbHo, ¢aiiel user.dat u ums.pwl oneparmonnoi cucreMbl Windows, He OTHOCATCS K
OXpaHseMO 3aKOHOM KOMITBIOTEPHOM HH(pOpMaLMU, HO MOTYT B PsiJie CIIy4aeB COAEPIKaTh
uH(pOopMaLMIO0 KOH(UISHIIMATIBHOTO XapakTepa. M k kakol Torna KaTeropuu OTHECTU 3TH (ailiibl?
Komnanus pazpabotuuk Microsoft mocrapanach ciienaTb X UIMEHHO YaCThIO CBOETO MPOrPaMMHOI0
obecrieueHns, 3amm(poBaB KOHPUACHIINATHHYIO HHPOPMALIUIO C TIOMOUIBIO KPUITOTPahuIecKOro
anroput™a «DES» u packuias ee 1o pa3HsIM daiiiam, 4To He IOpa3zyMeBallo HEOCPEICTBEHHOTO
HECaHKIIMOHUPOBAHHOTO AOCTyNa K Hel. M ecim Ob1 nH(pOpMAIHS 0CTaBAIACh B TAKOM
HEJIOCTYITHOM BHJIE, TO YKa3aHHbIE (aiiyibl He MOIJIM Obl IPETeH10BaTh Ha 3alUTy 3aKoHa. O1HaKo,
IBITJIMBBIE XaKePhl U KpaKephl HAIIUTH U HAYYHIIMCh PacIIi(pOBBIBATh TaKyro HH(PpOpMAIHIo, T.€.
KOH(HICHIIMATIbHYI0 HH()OPMAIUIO CTalI0 BO3MOXKHO MPEICTABUTh B OHATHOM JIJIs YeJIOBEKa BH/JIE
C TIOMOUIBIO CTICIUATIBHBIX YTUIIUT. A €CIIH MPUEP)KUBATHCS TOUKH 3PEHHS, KOTIa
KOH(HIeHIIMaTIbHast HHPOPMALIUs OCTAaeTCs TAKOBOM BHE 3aBUCUMOCTH OT (POPMBI, B KOTOPOil OHa
COXpaHEeHa, TO (haiiyIbl OTEPAIIMOHHON CUCTEMBI, I'/I€ COXPAHEHbI UIEHTU(UKALIMOHHBIE JaHHBIE,
HYKHO CUNTaTh KOH(PHIEHIIMAIbHON HH(pOpMAIel 1 OTHOCUTh K OXPaHsAEeMO 3aKOHOM
KOMITHIOTEPHOU UH(POPMAIIHH.

Ha ocHOBaHMM TaHHBIX BBIBOJIOB MOKHO YTBEPKAATh, YTO B OOOMX BBIIIEIPUBEIEHHBIX CIIy4as, KaKk
B yrojoBHoM jene [loneraeBa, Tak u B yroyioBHOM jene ManbiieBa u Hedenona, ocyiiecTBiieH
HEMPAaBOMEPHBIN JTOCTYII UMEHHO K OXpaHsAEeMOM 3aKOHOM KOMIBIOTEPHOI HHPOPMAITHIH.

[1] Veonosnoe npaso Poccuu. Ocobennas wocme./ Iox pen. B.H. KyapsiBueBa, A.B. Haymona. —
M.: IOpucts, 2000. C.349.

[2] Mandunosa E.N., [Tonos A.H. Vka3. cou. c. 28.
[3] Kommenmapuii k Yeonosnomy kooexcy P®./ OtB. pea. A.B. Haymos. C. 662.

[4] 3akon P® «O mpaBoBoii oxpane mporpamm it O9BM u 6a3 ganubx» ot 23.09.92 Ne3526-1 //
Poccuiickas razera, Ne 230. 21.10.92.

[5] O6BUHUTENBHOE 3aKITFOUEHHE 0 yroloBHOMY ey Ne 010317 //
http://kurgan.unets.ru/~procur/my_page.htm

[6] Cmbich TepMuHa «HIeHTH(PHUKAIIMOHHBIC JaHHBIE» B JAHHOM CIy4ae B3ST U3 KOMITBIOTEPHOM
TEPMHUHAJIOTUH U OTIIMYEH OT TEPMUHOJIOTHH, IPUHATON B KPUMUHAIUCTHKE.

[7] O6BuHUTETBHOE 3aKITIOUEHHE 0 yrooBHOMY ey Ne 444800 //
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[8] O6GBUHUTENBHOE 3aKITFOUCHHE 10 yroJIoBHOMY ey Ne 30 //
http://kurgan.unets.ru/~procur/my_page.htm

[9] O6BuHHUTENBHOE 3aKiTIOUEHHE 10 yrojoBHOMY ey Ne 9010076 //
http://kurgan.unets.ru/~procur/my_page.htm

[10] Mocrateiinbiii kommeHnTapuii K gactu epoii 'K PO/ I'yeB A.H. — M.: Uudpa*M, 2000.
C.270.

3. Undopmanum HAa MALIMHHOM HocuTesie, B IBM, cucreme IBM, cetn

Bepuemcs k qucno3uninu ctaths 272, T/1€ TOBOPUTCS O HENpasoMepHoM 00Cmyne K 0XpaHsaemou
3AKOHOM KOMNbIOMEPHOU UHGOpMAYUU, MO eCb UHPOPMAUUU HA MAUWUHHOM HOCUmEele, 8
971eKMPOHHO-8bluucAIUmMENbHOU Mawiune (IBM), cucmeme IBM unu ux cemu, u pacCMOTPUM B
HEKOTOPBIX JICTAJISAX ONPECIICHHBIC 3aKOHOIaTeJIEM MECTa HaXOXACHUS HH(OpMaIUH.

K mammHHBIM HOCUTCIISIM, KOTOPBIC ITIO3BOJIAKOT XPAHUTDb I/IH(I)OpMaI_[I/IIO, OTHOCSTCS THOKHE JUCKH
(I[I/ICKGTI)I), KOMITIAKT-JMCKH U OIITUYCCKUC AUCKHU. Heckomnpko ner Ha3aa U B HCKOTOPLBIX ClIy4dasaXx U
ceiyac 1104 MallTMHHBIMH HOCHUTCIIIMHU I/IHq)OpMaLII/II/I HCIIOJIB30BAJIM BCAKOI'O poJa MarHuTHBIC
JHUCKH, MAarHUTHBIC JICHTbI, MAaIrHUTHBIC 6apa6aHLI, Hep(bOKapTI)I, MMOJIYIIPOBOAHUKOBBIC CXCMbI U AP.
HCKOTOpre CUHUTAKOT, YTO KCECTKUC NUCKU HYKHO CHUTATh MAIIMHHBIMU HOCUTCIIAMU I/IH(i)OpMaI_[I/II/I.
C TeXHMYECKOHN TOUKHU 3pCHUS 3TO MPABUJIIBHO U HAa HUX BO3MOXXHO XpPaHCHUC I/IH(i)OpMaIII/II/I, HO ACJI0
B TOM, 4YTO KXCCTKHUEC JUCKH ABIAIOTCA KOHCTPYKTHBHOﬁ YaCTbIO KOMIIBXOTEPA, oe3 KOTOpOfI Bpsaa JIn
MOKHO IIPECACTABUTL CEroaHsA COBPEMCHHBIC KOMIIBIOTCPHBI, U ITIO3TOMY KOraa JKCCTKHI JHUCK
YCTaHOBJICH B KOMIIBIOTEPC, I/IH(i)OpMaI_II/IH, COXpaHCHHAA Ha HEM, CHUTACTCA HaXOHHmeﬁCH 8
SﬂeKWIPOHHO'GblllLlC]ZumefleOZZ mauwune. 1 TOJIBKO, KOrga JKECTKHI JUCK KOHCTPYKTUBHO OTACIICH
OT KOMIIBIOTEPA, €TI0 MOKHO CHYUTATh MAIIMHHBIM HOCHUTCIIEM I/IH(i)OpMaI_II/II/I.

3akoHOAaTeNbHas KOHCTPYKIUS «MH(OPMALIUY B JIEKTPOHHO-BBIUNCIUTENbHON MatnHe (OBM),
cucreMe DBM uim ux ceTu» oyepuMBaET JUIIb PAMKH HaX0XJeHUs nHpopmanuu. XoTs B OBM,
Hanpumep, UHPOopMaIMsi, MOKET HAXOAUTHCS KaK Ha )KECTKOM JIMCKE, TaK B ONIEPaTUBHON MMaMsTH, a
pasHHLIa MeXIY MoAuUKaed HHPOPMAaLUU B 3THX MecTaX NPUHIUNHNAIbHA. 3aKOHOAATEeNb
OTpaHUYMJICS TOJNBKO (PaKTOM, 4TO MHPOPMAIIHS MOXKET HaxoauThesl B OBM (unu cucreme, cetH) u
HEBa)KHO B KaKOH (popMe, U4TO BIIOJIHE ONPABAAHO, T.K. 51 KOMIBIOTEPHOW HH(POPMALIUK HET
NPUHLMIIAAIBHOTO 3HAYEHUS, TJIe HAXOIUThCS, OHA B JIFOOOM ciyyae Hyxaaercs B 3ammuTe. C
TEXHUYECKOH TOUKU 3peHUs OTIanuue HHpopMauu Ha JaHHOH DBM oT nHpopmanmu Ha yaaaeHHOM
OBM, olparieHune K KOTOpOH OCYIIECTBISETCS MO KOMITBIOTEPHOU CETH, 3aKJIF0YAETCs TOJIBKO B
croco0ax ¥ MeToJlax AOCTyIa K HeH.

§ 4. O0s13aTesIbHBIE TOCJIEICTBUS

Cocras npectyminenus cratbu 272 YK PO chopmynrpoBan kak MaTepuaIbHbINA, IPUYEM €CITU
nestHue B popMe JeCTBUS ONpeIesIeHO 0JTHO3HAYHO (HEMPaBOMEPHBIN 1OCTYT K OXpaHsIeMOH
3aKOHOM KOMIIBIOTEPHOM HHGOPMAITUH), TO TIOCIEIACTBHUSA, XOTS U 0053aTeIbHBI, MOTYT OBITh BECbMa
pa3HooOpasHbl: 1) yHHUTOXKEHUE HHPOPMAIHH, 2) ee OIoKupoBaHue, 3) Moaudukanus, 4)
KOMMUpOBaHue, 5) HapymeHue padotel IBM, 6) To e — mist cuctemsl DBM, 7) To ke — 1i1st ux
CETH.

MHeHue, 9TO 07151 HacmynjieHus Yeoi08HOU OMEENCMEEeHHOCMU HeNPABOMEPHbBLL OOCMYN K
OXPAHSAEMOUL 3aKOHOM KOMNbIOMEPHOU UHGOPMAYUU OONIHCEH NOBIeYb 00HO U3 nociedcmeuti[1],
SIBIIIETCSI OCHOBHBIM CPEJ/IH FOPUCTOB-TeOpeTHKoB. OTHaKO, Kak mpaBuibHO oTMeTh [.I1.
HoBocenos, UMEHHO mepmun «nosnexnoy oaem ocHo8anue noaazamsy, 4mo 00beKMusHAaAsk CMopoHa
OaHHO20 COCMABA NPeCmyNIeHUsi CKIAObIBAEMC S U3 OesiHUSL (HENPABOMEPHO20 00CMYNQ),
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nociredcmsuil (YHuumodiceHue uHgopmayuu u m.o.) u NPUYUHHOU 853U medxcoy Humu. Ho nenvss ne
NPU3HAMb, YMO YHUUMOMCeHUe, OJ10KUposanue, MooOuurayus u Konuposauue ungopmayuu He
UCKTIFOUAIOM COBEPULeHUsI CaMOCmosmenvHulx deticmautl. [Ipedcmasnsemces, umo npasuivhee ObLLO
Obl paccmampueams 0CHOBAHUEM Y20TI08HOU OMBEMCMBEHHOCIU 3a HENPABOMEPHDIL OOCMYN K
KOMNbIOMEPHOU UHPOpMAYUU CLyHaU, K020 HENPABOMEPHbIE OOCTYN CORPANCEH C
VHU4UmMocenuem, OJ10KUpoganuem u m.o. (m.e. maxomy 00Cmyny ciedoeano Ovl npuoams 3HaveHue
He MObKO NPUYUHBL, HO U HeobX00uMo20 ycrosus)|[2].

CuuTaem HyXHBIM COIVIACUTBHCS C IaHHBIM MHEHHUEM IIOTOMY, 4TO, C TEXHUUYECKON CTOPOHBI, U3 BCEX
MOCJICJICTBHI TOJIBKO HapylieHue padbotel DBM, cuctembl OBM mim uxX c€TH MOKHO Ha3BaTh
nocieocmeuem B IIOJTHOM CMBICIIE 3TOT0 ciioBa. OcTajabHbIE OCIEACTBUS IEPEUNCIICHHbBIE B
JUCIIO3ULMH OYyT TAKOBBIMHU TOJIBKO B HEKOTOPBIX, TOUHEE B PEIKHX, Cilydasix. B ocHOBHOM [uis
TOT0, 4TOOBI HH(POPMAIIHNIO YHUUYTOXUTH, OJIOKHPOBATh, KOMTUPOBATh, MOJU(PHIINPOBATH, & TAKKE
HapywmuTh padoty OBM, cucrembl 9BM unu cetu, Tpedyercsi BBINOJIHUTH CAMOCTOSITe/IbHOE
JAeicTBHE, a Yyalle pA0 NeCTBUI.

Hanpumep, B onricanHOM Bbiiiie yroyioBHOM jiene Ne 444800[3]0bu1a Takast mociae10BaTeIbHOCTh
JIEUCTBUH:

B fekadpe 1999 roxa [loneraeB ckonupoBan u3 MIHTepHETa IPOrpaMMy THUIIA KTPOSTHCKUN KOHbY.
DTy nporpammy OH HallpaBWJ B BUJE TEKCTOBOI'O JOKYMEHTA Ha 3JIEKTPOHHBIN aapec lagpuHckoro
PY®IIC. Koraa nons3zoBarens Ha kKoMiibioTepe PY®DIIC oTkpbul JaHHBIN TOKYMEHT, cpaboTana
nporpamma, npu padore kotopoii nonb3osarenab PY®IIC He momo3pesan o ee CyniecTBOBaHUH, a
nporpamma npenoctasisiia [loreraeBy BO3MOKHOCTh TPOCMATPUBATH U KOIMPOBATH HA CBOU
KOMIIBIOTEP BCIO HH(OpMaIHIo, nMerolytocs Ha kommnbioTepe PY®IIC. Iloneraes, Bo Bpems
noaktoueHus: kommnbiotepa PY®IIC k cetn MIHTepHET, 3a11es1 Ha ero )KeCTKUM TUCK 1
MPOCMOTPEJI €ro COACPKUMOE -

TEM CaMbIM, BBITIOJTHUB HeNPaAaBOMEPHBIH T0CTYl K MH(OPMALUH, A TTOCJIE YETO OTACIbHBIMU
NENCTBUSIMU -

cxonupoBaJ u3 katamora C:\WINDOWS nBa daiina: — user.dat u ums.pwl, Ha CBOM KOMITBIOTEP.

[Toatomy, Oynet npaBuibHBIM IpUHATH GopmynupoBKy E.W. ITanpunosoii u A.H. Ilonosa A.H.,
KOTOPbIE CUUTAIOT, YTO 0OBLEKMUBHAS CIOPOHA Npecmynienus, npedycmompennozo cm. 272 VK
P®, svipasicaemcs 6 08yx Oelicmeusix:

" HEnPAGOMEPHDLIL OOCHYR K KOMNbIOMepHOU ungopmayuu, naxooawetica 6 IBM, cucmeme SBM,
cemu IBM unu na mawunnom Hocumene;

© gmopoe oelicmeue ...anbMmepHamueHo — Ul YHUUModicenue, uiu O10Kuposanue, uiu
Moougpuxayus 1ubo konuposanue ungopmayuu [4].

K sToMy Hy>kHO 100aBUTh, UTO 6MOpbIM Oeticmauem MOKET BBICTYIIaTh U CAMOCTOSITETbHOE
JeiicTBUE HaIllpaBleHHOE Ha BOSHUKHOBEHHUE HapyIieHus pabotsl OBM, cuctembl 9BM nin ux
CETH, HO Yallle BCETO HapyuieHue pabomul IBISETCS MOCIEICTBUEM OJJHOTO U3 JIBYX
BBILICTICPEYUCTICHHBIX JE€HCTBUMN.

CrieryeT OCTaHOBUTHCS €111 Ha OJTHOM acIeKTe — MPUYNHHON cBsi3u. Kak oTmMeuaroT B
IOPUJINYECKOH JTUTEepaType, HeMani08aAHCHbIM AGIAEMC A YCMAHOBIeHUe NPUYUHHOLU CEA3U MeHCOy
HeCaHKYUOHUPOBAHHBIM OOCMYNOM U HACMYNIeHUeM 8peOHbIx nociedcmauti. Ilpu
DYHKYUOHUPOBAHUU CTIOHCHBIX KOMNBIOMEPHBIX CUCTEM O3MONCHBL VHUUMOMNCEHUE, OIOKUPOBAHUE
u uHvle Hapyuienusi pabomsl IBM 6 pe3ynomame mexHuuyeckux HeucnpasHocmeu uiu OuuUbox 6
npoepammusix cpedcmeax[S], m.e. npocmoe pemennoe cognadenue MomeHma cOos 6
KOMNbIOMEPHOLL cucmeme, KOmopoe Moxcen 0blmb 6b136aAHO HEUCHPAGHOCAMU UTIU
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NPOSPAMMHBIMU OUWUOKAMU, U HENPABOMEPHO20 OOCHYNA He 6lledem Y20N06HOU
omeemcmeennocmu[6].

NMeHHO (haKT ycTaHOBIIEHUS MPUIMHHON CBSI3U MPUBOIUT MPABONPHUMEHUTEIS B 3aMEIIATEIbCTBO.
BBuay TOro, 4To HENMPABOMEPHBIN TOCTYIT B OCHOBHOM SIBJISIETCSL YCIOBUEM JIJI1 OCYLIECTBIICHUS
HEIOCPEICTBEHHO BTOPOTO JICUCTBUS (HapUMep, KOUPOBAHUS), TO UX CIIOKHO CBSI3aTh C
MOMOIIIbIO TPUYUHHOMN CBSA3U. B CBSI3U € 3TUM, B OOBUHUTEJIbHBIX 3aKJIFOUEHUSIX BCTPEUYAIOTCSA
HEKOPPEKTHBIE, C TEXHUYCCKON TOUKH 3PEHHS, (POPMYITHMPOBKH O MPUIMHHOU CBSI3H MEKTY
HEMPABOMEPHBIM JOCTYIIOM U MOCJIEICTBUAMH, HO Yallle CJIEI0BATENIA HE YCTAHABIIMBAIOT €€, a
YIIOMHUHAIOT O HEH, YKa3bIBas JIUIIIb Ha OOIIYIO TOCIEA0BATSIIBHOCTD OTACIIBHBIX JICHCTBUH, KaK B
yroJyioBHOM jeiie [loseraeBa. ECTh faxke nmpumepsl, A€ CIEI0BATENM, IBITAsACh MIOKA3aTh
MPUYMHHYIO CBSI3b, «HArPOMOKIAKOT» JIMIITHUMHU, BBIXOASIIMMHU 33 PaMKHU CTaTbu 272,
nocaeaACTBUsIMA. J[J1s mprMepa, MOYXHO €lile pa3 B3IJISIHYTh Ha OIMMCAHHOE PaHee yroJioBHOE jeio[7]
MansueBa u Hedenosa, rie onu:

OCYIIECTBJISLIM HETIPAaBOMEPHBIN JJOCTYN K OXPaHAEMOI 3aKOHOM KOMITbIOTEpHON MH(pOpMaLuu
HKI] "Okcnpecc" - noruHaM u napoJisiMm s goctyna B cetb MHTepHeT. VX npectynHbie qeicTBUS
NoBJIeKJIN 0J10KupoBaHue padoThbl 3akoHHBIX aboHeHTOB UKI] "Okcnpecc" B cetn "UuTepuer”,
BBIPAXKAOIIEECS B TOM, YTO IPU B X0JI€ B c€Th MIHTEpHET OAHOIO MOJIB30BATENS, TIO]T
OIIPEEIECHHBIM JIOTUHOM H I1apoJIeM, JOCTYI B IHTEpHET IPaBOMOYHBIX [10JIb30BATEIIEH 10/
AQHAJOTUYHBIM JIOTHHOM U MApOJIEM UCKIIIOYEH, a TakKe HapymeHnue padorsl cetu IBM UKI]
"Ixcrpecc", BIpaXaroleincs: B TOM, UTO OTpaHUYMBAETCsl paboTa JieradbHbIX MOJIb30BaTENCH, TaK
KaK MPOMCXOAUT HEMPEeyCMOTPEHHAs! Harpy3Ka Ha CBsI3HOEe 000pYJ0BaHKE: HAJIHUKe
JIOTIOJTHUTEIHLHOTO TpaduKa BEJET K YMEHBIICHUIO CKOPOCTH TIepeayn U 00paboTKu HH(OpMaIm,
a TIOBBIIICHHAA 3arpy3Ka 000py10BaHUS MPUBOANT K YBEIHMUEHUIO OIIMOOK MPU Mepeade JaHHbIX,
U KaK CJIe/ICTBHE, K UCKaXEHHUIO IPUHUMAEMON WM OTHPAaBIIsieMOi HH(OpPMALINY, UCTIOIb30BaHUE
HECTaHJAAPTHBIX IPUEMOB PaOOTHI C CETEBBIMU PECYypCaMy MPUBOAUT K OJOKMPOBAHUIO pabOTHI
CETEeBOro 000PyJ0BaHMs, U KPpOMe TOr0, KOIMPOBAaHUE OXPaHAEMON 3aKOHOM KOMIIbIOTEPHON
UH(pOpPMaLIMKU: BhIpa3UBILEECs B IEpeHOCEe NHPOPMALIMU C OTHOTO (PU3NYECKOr0 HOCUTENS Ha
JIpyroii HIOMMMO BOJIM COOCTBEHHHKA, TO €CTh [IEPEHOC MH(POPMAIIUU Ha CBOM MEPCOHANBbHBIN
KomisroTep[8].

3neck cienoBaTenb COBEpPIICHHO HEOOOCHOBAHHO YKa3all Ha MOCIECTBUS B BUIE O10KUPOBAHUS
pabomul U Hapyutenusi pabomwl cemu IBM, 1 HEKOPPEKTHO CBSA3AJT KOMMMPOBaHKUE WHPOpMAIIUU, KaK
MOCIIEACTBHE, C HEMPABOMEPHBIM JIOCTYIIOM K JIOTUHAM U TapOJISIM.

N3-3a 00111e1 HEKOMIIETEHTHOCTH BCEX NMPAaBOOXPAHUTENIBHBIX OPraHOB, U CyJla B YaCTHOCTH, B
KOMITBIOTEPHBIX BONPOCAX, Ha Takue (GakThl MaJIo KTO 0OpaliaeT BHUMaHHUe, a MEXY TeM, 3TO
HapyLICHHE YTOJIOBHOTO H YTOJIOBHO-NIPOLIECCYAIIBHOTO 3aKOHOIATENbCTBA.

PaccMoTpuM aeicTBUS BTOPOTO IUIaHA, ¢ KOTOPBIMHU YTOJIOBHBINA 3aKOH CBSI3BIBAET HACTYILJICHUE
YTOJIOBHOM OTBETCTBEHHOCTH:

YHuuTto:xxkeHne uH(popManuu — HandoJee onacHoe SBJICHHUE, TOCKOJIbKY IPU TOM COOCTBEHHUKY
UH(pOpPMAaLIMK HAHOCUTCSI MAKCUMAJIbHBIN peabHbIN Bpe.

Hecmotps Ha 10CTAaTOYHO MIUPOKOE B IEJIOM MCIIOJIb30BaHUE TEPMHUHA «YHHUUTOKECHHUE» B
00IIeYTTOTPEOUTENHLHON JIEKCHKE, B IOPUAMYECKON TUTEpaType y:Ke HAMETUITUCH TCHICHITNH,
CBSI3aHHBIE C PA3JINYUSAMH B TPAKTOBKE TEPMHUHA KYHUUYTOKEHHE HHPOPMAITUNY, BBEIEHHOTO
3akoHogareneM B YK P®D.

Tak, HEKOTOpPbIE yUEHBIE CUUTAIOT, UYTO YHUUIMOJCEHUE UHDOopMayuu npedcmaesisem cooou ee
yoanenue ¢ ¢usuueckux nocumenei[9], a maxsice HeCAHKYUOHUPOBAHHbIE USMEHEHUSL
COCMAsIAIOWUX ee OAHHBIX, KAPOUHAILHO MeHAIouUe ee cooepicanue (Hanpumep, HeceHue
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JIOXCHOU uHpopmayuu, dobasienue, usmenenue, yoaienue 3anuceti)[10].

Jlpyrue monararT, 4TO MOl YHUUIMONCeHUeM UHGOpMayuu ciedyem NOHUMAMb ee Ympamy npu
Heso3modcHocmu ee éoccmanoenenus[11] i cmupanue ee 6 namsmu BM[12].

Hakower, psii CIeHaINCTOB PACCMATPUBAIOT YHHUTOKCHNUE HH(DOPMAIIHHU KaK npusedenue ee iubo
NOJIHOCMbIO, OO 6 CYUWECMEEHHOU YACTU 8 HENPU2OOHOe OJis UCNOAb308AHUSL NO HAZHAYCHUIO
cocmosnue[13]. Vinu ke, Kak noanyio puzuieckyio aukeuoayuo unpopmayuu ui TuKeuUoayuio
MAKUX ee JJIeMEHMO08, KOMOpble GIUSIOM HA USMEHEHUE CYUEeCMBEHHbIX UOCHMUDUYUPYIOUWUX
ungopmayuro npusnarxos[14].

OpHako, TOBOPUTH O TIOJHOH Qusuueckou ukeuoayuy uHGopmayuy J9ame BCero HEKOPPEKTHO.
Jleno B TOM, 4TO OnepalOHHbIE CUCTEMBI PEJKO KOTJa YAAIA0T HH(OPMALIUIO, JaKe €CIId 3TO
MIpo/JieJiajl HeTOCPEACTBEHHO MoJb30Bartelb. Hanpumep, onepanmonnas cuctema «MS DOS v6.22»
npu yaaneHuu Qaiina ¢ uHpopmalrei He yJansier ero, a JUlb U3MeHsIeT UM (paiina u nepeHoCcuT B
CKPBITBIH CITHUCOK U TOJBKO C TEYCHUEM BPEMCHH, €CJIM MH(OPMAIIHS OCTalIaCh HE BOCTPEOOBAHHOM,
OHa JICHCTBUTENILHO YHUUTOXKAET €€, 3alKiChIBasi HAa €€ MecTo Apyryto. Vnu npyroii mpumep,
00I1en3BECTHO, 4TO (hOpMATHPOBAHNE MAITMHHOTO HOCHUTENS HH(POpMALnH, Oy b TO )KECTKUH TUCK
VI TUCKETA, MOJTHOCTHI0 YHUUYTOXKAET BCIO MH(POPMAIIUIO HAa HOCUTEIE, HO TEXHUYECKH 3TO HE
COOTBCTCTBYCT IIGfICTBHTCJIBHOCTI/I " C TIOMOUIBIO CIICHUAIM3UPOBAHHBIX YTHIIUT I/IH(i)OpMaIII/IIO
BO3MO>XHO BOCCTaHOBUTH. VTak, Mbl MPUXOANM K BBIBOJY, UTO PSIOBOU MOJIb30BATENb, YAAIUB
nH(OpMaIKIO, CYUTAET €€ YIAICHHON U IEHCTBUTEILHO HE UMEET BO3MOKHOCTH €€ UCIIOIh30BaTh,
HO JTsI CTIeLIMaICTa HE COCTABIISIET TPY/a BOCCTAHOBUTH MH(OPMAIIHIO, YACTO 06€3 HCKAKEHHUS.

BBuay Toro, 4ro Ha JaHHBI MOMEHT OYEHb CJI0)KHO OTTPAHUYUTH PSIOBOTO MOJIB30BATENS OT
CIHeLHAINCTa, TIOTOMY YTO TAKUM MOXKET CTaTh M YeJIOBEK 0€3 CreluaibHOro 00pa3oBaHusl.
[Ipencrasnsiercs, YTo OyJET NPaBUIbHBIM CUUTATh O] KYHUUTOKEHHEM UH(POpMALUNY - yAajleHHe
HH(}OpMaALNH ¢ HOCUTEIS 0e3 TeXHHYEeCKOH BO3MOKHOCTH BOCCTAHOBJICHHS.

Moaudpuxanus undgopmamun. Bonpoc o moaudukanmu nHGopmaium sSBiIseTcs BeChbMa CIOXKHBIM.
B cnennanu3upoBaHHBIX CIOBAPSIX TEPMHUH «MOAM(DUKALN» UCTIOIB3YIOT Ui 0003HAYCHUS
M3MEHEHUH, HE MEHSIOIUX CYIIHOCTH 00bekTa. [1o100HbIe nelicTBUS HaJ KOMIIbIOTEPHOU
uHpopMaLrell HalpsIMyIO CBSI3aHbI C MOHATUSAMH «alal TN U «JEKOMITWISLIUN IPOTpaMM, yxKe
CYIIECTBYIOIIMMHU B ACUCTBYIOLIEM 3aKOHOIATEIbCTBE.

Hamnpumep, cratbeit 15 3akoHa o mpaBoBOil OXpaHe MPOrpaMM YCTaHOBJIEHO, YTO JIUIO, IPABOMEPHO
BJIQ/ICIONIIEE DK3EMIUISIPOM IporpamMmsl Uit DBM wmiu 6a3bl JaHHBIX, BIpaBe 0€3 MOTy4YeHHs
JIOTIOJTHUTEILHOTO Pa3pelieHus MPaBoo0IIaaTeNsl OCYIIECTBIATE JIFOObIEC IEHCTBUS, CBSI3aHHbBIE C
GYHKIIMOHUPOBAHUEM MTporpaMMBbl st DBM unu 6a3bl TaHHBIX B COOTBETCTBHH C €€ Ha3HAUYCHUEM,
B TOM YHCJIC 3aMHCh U XpaHeHue B maMatu DBM, a Takke ucnpaBiieHre SBHBIX OmMUO0K. Takoe
JUI0 BIipaBe 6e3 cornacus mpaBooOIaiaTens U 0e3 BHIIUIATHI eMY JOTMOTHUTEILHOTO
BO3HArpa)/JeHHs OCYUIECTBIAThH afalTaluio nporpaMmsl a1 OBM unu 6a3sl nannbix. B apyrux
3aKOHAX YCTAHOBJICHBI MMO00HBIE TIOJIOKEHUSI.

Takum 06pa3om, 3aKOHOATEIIHCTBOM CAHKITMOHUPOBAHBI CIISTYIOIINE BU/IBI JIETaTbHOMN
Moaudukanmu nporpamm, 6a3 JaHHBIX (a clIeI0BaTeIbHO, HHPOPMAIUH) JTUIAMH, TPABOMEPHO
BIIAJICIONIIUMU dTON HH(POPMAIIHEH:

a) MmouduKanys B BUIE UCTIPABJICHHS SIBHBIX OIIMOOK;

0) MoauduKaIys B BUIe BHECEHUS U3MEHEHUI B IPOTpamMMBbl, 0a3bl JAHHBIX JJISI UX
(GYHKIIMOHUPOBAHUS HA TEXHUYECKUX CPEJICTBAX TOJIb30BATEINS;

B) MOIU(UKAIINS B BUJIE YACTUIHOMN JEKOMITUIISIINH MPOTPAMMBI ISl JOCTHKEHUSI CIIOCOOHOCTH K
B3aMMO/JICUCTBUIO C APYTUMH IIPOTrpaMMaMHU.
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PaccmaTpuBas JaHHYIO CUTYaIlUIO, OJHH IOPUCTHI MOJIAaraloT, YTO MOAU(UKAINS KOMIBIOTEPHOM
UH(OpPMAILIUK — 3TO BHECEHUE B HEE JIFOOBIX N3MEHEHUH, KpOME CBSI3aHHBIX C aJanTaluei
nporpammsl uist O9BM unum 6a3el ganubix[15]. JIpyrue cuuraror, 4To moa MoauduKanuei
uHOpPMALIMK CIIeyeT TOHUMATh BHECEHHE B Hee JTF0ObIX M3MEHEHUH, 00YCIIOBIMBAIOIINX €€
OTJIMYME OT TOM, KOTOPYIO BKIIFOUMII B CUCTEMY U KOTOPOU BJIa/ieeT COOCTBEHHHUK
uHdopMmarmonHoro pecypca[l6]. Tperbu paccMmaTpuBaroT MoauUKaIHIO HHPOpMALIUU Kak
U3MCHEHHE JIOTHUECKON 1 (PU3UUECKON opraHu3aiuu 0a3sl JaHHbIX[17].

Cornacumcs ¢ C.B. bopoanHbiM, KOTOPBIN CUUTAET, YTO MOOUPUKAYUA UHPOpMayuu O3HaAYAem
UsMeHeHUe ee COOePHCaAHUsL N0 CPABHEeHUI0 ¢ Mol UHGopmayuell, Komopas nepeoHa4aIbHo (00
cosepuienus 0esHusl) ObLIa 8 PACNOPANCEHUU COOCMBEHHUKA UL 3AKOHHO020 noab3osamens[18].
Cuwuras, yTo /Ui KBANU(UKAIMY 110 TaHHOM cTaThe HE UMEEeT 3HAaYeHHUsI, KAKOe U3MEHEHHE U B
KaKoM BHJIe HHPOpMAIH (B TPOrpaMMe I B JOKYMEHTE) ObLIIO CIEIaHo, II1aBHOE YCTaHOBUTH,
4yT0 MHGOPMAIUs OXPAHAETCS 3aKOHOM U B HEl ObUIH MTPOU3BEICHBI U3MEHEHHS.

KonupoBanue uagopmanum.

TepMI/IH «KOIMUPOBAHUE» KAaK U3IOTOBJICHUEC KOIINU 00BEKTa HE Tpe6yeT JOIIOJIHUTCIIBHBIX
nosicieHuii. Tem He MCHEC, MHOI'MC FOPUCTDI, XapaKTCPpU3ys 3TO I[CﬁCTBHC, o CyTH, Aar0T
OMpCACIICHUEC YaCTHBIM CJIydadM KOIIUPOBAHUA.

Tak, oJJHM TIOJIararoT, YTO KOMMPOBAHHE — ITO U3TOTOBJICHUE BTOPOTO M MOCIIEAYIOIINX
AK3EMIUTAPOB 0a3bl JAHHBIX, (DAHIIOB B IIOOOH MaTepHaIbHON (opMe, a TAKKE UX 3aIUCh B ITAMATh
OBM[19]. Ipyrue cyuraroT, 4T0 KONMUPOBaHUE KOMIBIOTEPHON HH(OPMALIUN — 3TO MOBTOPEHUE U
YCTOWYHMBOE 3alleyaTiCHUe e¢ Ha MallMHHOM Wik UHOM HocuTese[20]. TpeThu MOHUMAIOT 0
KONMPOBaHNWEM WH(POPMAIMHU €€ TIePETUChIBAaHNE, a TAK)KE HHOE THPAKXUPOBAHKE TIPH COXPAHCHUH
OpHTHHAJa, a TAKXKe U ee pasrinanieHue[21].

BaxxubIM BOITpocoM sBIII€TCS TPOOIIeMa MBICTIEHHOTO 3areyaTyieHus MOJIyYeHHON HHPOpMAaIIiH B
MPOIIECCE O3HAKOMIICHHS C HEIO B MTAMSTH YeJIOBEeKa, 0€3 KOTOPOT0, KCTaTH, HEBO3MOKHO €€
pasrianieHue. 3/1ech Ha MepBbIi B3I BO3HUKAET HEKUI MpoOe B YrOJIOBHO-TTPABOBOM 3alIUTe
KOH(UIEHIIMAIBHOCTH JOKYMEHTUPOBAHHOM HH(OpMalnH, coaepKalieics B HHPOPMAIIMOHHBIX
cucteMax[22].

Ecnu mpunep:xuBatbcs MOHUMaHUS TEPMUHA «KOTTMPOBAHUE» TOJIBKO KaK MPOIiecca N3rOTOBICHUS
KOITUY WH(OPMAINH B BHJIe (PU3HUECKU OCSI3aeMOT0 00BEKTa, TO BCE CIIyYaHd MPOHUKHOBEHUS
3JI0YMBIIIJIEHHUKOB B HH(POPMAIIMOHHBIE CUCTEMBI, HE CBSI3aHHBIE C KOMUPOBAHUEM (U UHBIMH
PEyCMOTPEHHBIMU 3aKOHOIATEJIeM JACHCTBHSIMY | (WJTH) TIOCTICICTBHSIMHE ), HO TIPUBEIIITNE K
03HAKOMJICHHUIO ¢ HH(pOpMaIueil He3aBUCUMO OT TOTO, KAaKOH PeXUM HCIOIb30BaHU MHPOpMAIHH
YCTaHOBUJI €€ COOCTBEHHUK, HE SBJISIOTCS MPOTHBOIPaBHBIMA. [10 3TOMY TIOBOTY, OBLTa BO3MYIIICHA
«KOMITbIOTEpHAsi OOIIIECTBEHHOCThY OTMeuasi HECTPaBEUIMBOCTh PEUICHHS, YTO NPOCHmoe
HeCAHKYUOHUPOBAHHOE NPOHUKHOBEHUE 8 UYAHCYI0 UHDOPMAYUOHHYIO cucmemy 6e3 Kakux-iuoo
HeONa2onPUAMHbBIX NOCIEOCMBULL HAKA3AHUIO He NOOLENHCUN, & HeNnPagoMepHOe NPOHUKHOBEHUE 8
Keapmupy, 0OM Ul 0QUC OOJIHCHO OblMb HAKAZYEMO 8HE 3ABUCUMOCMU OM NOCIEOCEULL

oeanusaf[23].

MHorue 10pHUCThl CYUTAIOT, YTO eciiu Obll HenpasoMepHulli O0CMYN, He NOBNeKUULL CO8epLieHUe
nOCeOVIOWUX OelUCmeUll, HA36aHHBIX 8 3AKOHE, MO OMBEMCMEEHHOCMb He Hacmynaem[24].

[To-BuaMMOMY, B MOTOOHBIX CUTYalUsAX CIEIYET pAaCCMAaTPUBATh COBEPILICHHBIE JTUIIOM JEHCTBHS C
YYETOM CYIIECTBOBAHHUS APYTUX YTOJIOBHO-TIPABOBBIX 3aIIPETOB, KACAIOIINXCS HHBIX (popM
MH(OPMALMOHHBIX MpecTyIuieHui (Hanpumep, ctatbs 183 YK P® Hezakonnoe nonyuenue u
pasenauienue ceedeHull, COCMAgIIOUUX KOMMepUecKyIo uu OauKosckyro mainy u ap.)[25].
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Cnoco6 xonmupoBaHus, Ha HAIl B3TJISL, HE UMEET CYIIECTBEHHOTO 3HAYCHUS, TIOCKOJIBKY 3aIllUTE B
paccMaTpruBacMOM CTydae MOJUIC)KUT cama HHPOpMAIHs, B KAKOM Obl MECTE OHA HE HaXO/IMJIACh.

B cBsI31 ¢ 3TUM HENb35 COTIIACUTHCS C BBICKA3aHHBIM B JINTEPAType MHEHHUEM O TOM, YTO
KOIMPOBAHNE KOMITBIOTEPHON HH(POPMALIUHU OT PyKH, ITyTeM (GoTorpadupoBaHms ¢ SKpaHa TUCILIes,
a TaKke nepexsara m3nnydyeHnit OBM u npyrue nogoOHbIe criocoObl He 0XBATHIBAIOTCS
CoJIep’KaHUEM pasjieia O IPECTYIUICHUSX B 00JIACTH KOMITBIOTEPHON HH(DOpMAIIHH.

C npyroii CTOpOHBI, cleyeT NPU3HATh CIIPABEIMBBIM YTBEPKACHHUE O TOM, YTO HENb35
WHKPUMUHHUPOBATH JIMIy KOMMUPOBaHUE WH(OPMAIIMHU B CIIy4ae, KOTJa B X0/I€ MPOHUKHOBEHUS B
OBM u 03HaKOMJIEHUS ¢ HAaXOIsAMIeHcs TaM HH(popmalueid mporpaMmMHbIe Mexanu3Mbl D BM
ABTOMATHUYECKU CKOITUPYIOT TOT Wi UHOM (aitn[26]. Cornarrasics ¢ 3tum, B. B. KpbLioB oiHako,
UHKPUMHUHHUPYET JIUILY TO, YTO 8 X00€ O3HAKOMACHUS C YYAHCOU UHDOpMayuell 310y MbllUIeHHUK HA
MexXHU4ecKoM ypogHe nepeHocum (konupyem) ungopmayuio 6 O3Y coocmeennoi IBM u
npocmampuseaem ee Ha 3kpawe. Jlasice eciu sma uHghopmayusa He pacneyamuléaemcs Ha OymMadxicHvie
Hocumenyu — HAIuYo ee KONUPosaHue ¢ 00H020 MAUUHHO20 HOCUMENS HA OPY2OoUl MAUUHHBIU
Hocumenv[27]. Ha Ham B3rJIsi/1, 3TO JIMIIB YaCTHBIN CITy4ai MepBOro KOMUPOBAHUS U TPOU3BOIUTCS
caMmocTosTeNIbHO DBM, 4TO HeNb3sl CYUNTATh OCMBICIIEHHBIM KOITUPOBAHUEM.

Htak, moa KONMpPoOBaHHEM KOMIbITEPHOH HH(OPMAIIUM CIIeTyeT TOHUMATh U3TOTOBJICHHE
KoUK UHQOpMaIUK B JI000H MaTepraibHON (hopme.

BJIOKHpOBaHI/Ie I/IH(l)OpMaIII/I]/I KaK TCpMUH UMCCT PA3JIMYHBIC CMBICJIOBLIC 3HAUCHU A, YTO U
HaxXoAuT CBOC OTPAKCHUC B €I'0 TPAKTOBKE B JIMTCPATYPC.

Hexkoropsie opuctsl, B uactHoctu C.B. bopoaun, nonaratot, uto 6;10kMpoBaHue HHPOpMaLIUU —
9TO HEBO3MOXKHOCTh €€ MCIOJIb30BaHUs IIPH COXPAHHOCTH Takoi nHpopmanuu[28].

Jpyrue ykasbIBaroT, 4TO OJIOKHPOBAaHUE KOMIIBIOTEPHON HH(OPMAIIMK — 3TO HCKYCCTBEHHOE
3aTpyIHEHHE JOCTyIa MOJIb30BaTeIel K KOMIBIOTEPHOH HH(OpManny, He CBA3aHHOE C €€
yHHYTOXKeHHEeM[29].

Psin cienmanucToB CYMTAIOT, UTO OJIOKMPOBAHUE MPEACTABIISIET COOOM CO3/1aHNe YCIOBHUH (B TOM
YHCJIE U C MOMOIIBIO CHEIMATIBHBIX IPOTPaMM), UCKITIOYAIOLIUX MOJIb30BAHNE KOMITBIOTEPHOM
uHpopMmaruei ee 3akoHHbIM BiiazesbiemM[30].

HexoTopsle 10pHCThI OTJEIBHO BBICISIOT alllapaTHYIO WM POTrpaMMHYI0 0J10KupoBKY DBM, urto
BJICYET HEBO3MOXKHOCTh UCIOJIb30BaHus HHpopmaruu[31].

[Tonaraem, 4To 6JIOKMpPOBaHUE KOMNbIOTEPHOI HH()OPMALIMH — 3TO COBEPIIEHHUE JIEHCTBUH,
pe3yabTaTOM KOTOPBIX SIBJIIETCS BPEMEHHAs WM IIOCTOSIHHAS HEBO3MOKHOCTD OCYILECTBIATh
KaKue-Tu00 orepariy Hajl KOMIIbIOTEPHOM MH(OpMaLuel, Ipy ee COXPaHHOCTH.

Hapymenne padorsr 9BM.

B nuteparype ykassiBaeTcs, uTo HapyieHue padotsl 9BM, cucremMbl 9BM unu ux cetu MOXKeT
BBIPA3UTHCS B UX NPOU3BOJILHOM OTKJIFOUEHUH, B OTKa3€ BbLAATh HH(OpMaINIO, B BblIaue
UCKaKeHHOW MH(OpMAIUK NPH COXpaHeHHH 1ieaocTHocTH DBM, cucremsl DBM nm ux cetu[32].
Hapymenne padotst 9BM, cuctemsl 9BM nin ux cetu MOXKET paccMaTpUBaThCS U Kak BpEMEHHOE
WM YCTOMYMBOE CO3/IaHHE HOMEX JUIs UX (YHKIIMOHUPOBAHHS B COOTBETCTBHH C HazHaueHHeM[33].
Wnm ke, BeIpaXkaThCsl B CHIYKEHUH PA00TOCTIOCOOHOCTH OT/IETBHBIX 3B€HbeB DBM, OTKII0OUEeHNH
DJIEMEHTOB KOMIbIOTEpHOM ceTu[34].

BrrmenpuBeieHHbIE TOYKH 3pEHUS 110 OOJBIICH YacTH HEKOPPEKTHHI (HanboJiee ssBHbIE MeCTa
NOUYEPKHYTHI - HAMU) U aBTOPBI ¢1a00 MPEACTABIAIOT Kak padoTy, Tak U HapymeHue padorst DBM.

EcTp enie MHeHMS, BBOAAIINE B TIOJIHOE 320y KaeHue, Hanpumep, B.B. KpbutoB cunraer, 4to 6
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nousimue Hapyuienue pabomol IBM credyem exnouams 1100yi0 HeCMAHOAPMHYIO (HeWmammyio)
cumyayuto ¢ IBM unu ee ycmpoucmeamu, Haxo0auyocs 6 NPUYUHHOU CE53U C HENPABOMEPHLIMU
OelicmeusMU U NOBNEKULYI0 VHUUMONCeHUe, OI0OKUPOBAHUe, MOOUDUKAYUIO UTU KONUPOBAHUE
ungopmayuu[35]. C TeXHUYECKON TOUKU 3pEHHSI, OYCHb PACILIBIBYATO MIOHITUE HECMAHOAPMHASL
(Hewimammuas) cumyayus, BBUIY TOTO, YTO MHOTOE IPOrpaMMHOE U armnapaTHoe obecrieueHue He
OTJIIMYACTCS UCKITIOUUTELHON HAaJIS)KHOCTHIO U B TEUEHHUE JTHS MOTYT JIaBaTh HECKOJILKO COOEB B
paboTe, ISl CITy>KO TEXHUYECKON MOICPKKU TaKasi CUTyallus SBIISETCS KaK pa3 CTaHIapTHON WK
ckopee wmamnoi. Ho Gonee 3amyTaHHOM BBITISIINT PHYUHHAS CBSA3b, TJI€ HEIIPAaBOMEPHBIE
JeiCcTBUS (HE COBCEM SICHO — Kakue?), SIBISIOTCS IPUUMHON MOSBICHUS] HECTAaHAAPTHON CUTYallnH, a
OHa B CBOIO OUYEpe/Ib MPUYUHON MOCIEACTBUS B BU/IE, HAIPUMED, KOMUPOBaHUS HHPOPMALIUU. XOT
TakKas LeM0YKa B pealibHOM JKU3HH JISHCTBUTEILHO BO3MOXKHA U, C TEXHUYECKON TOYKU 3pEHUS,
OTIHCBIBACTCS KaK «B3JIOM» KOMITBIOTEPHOW CUCTEMBI M KONIMPOBaHNE HHPOPMALIUH (B BUJE
CaMOCTOSITENILHOTO JICUCTBHUSA), HO 3TO JIUIIL YaCTHBIN ciydail HapyuieHus: pabotsl 9BM. ['opaszno
Yare NpOUCXOAUT HapylieHue padoTel DBM 06e3 KakuxX-mud0 MOCIeACTBHN TSI KOMITBIOTEPHOU
uH(pOpMali1, HO 3TH CIy4aw, rmoyydaercs, KpbuioB npeanaraetr He BHOCUTh B PaMKH cTaTbu 272
YK P®. Yto 1o HanieMy MHEHMIO HENb3sl IPU3HATH PABWIBHBIM IIOTOMY, YTO «HapyILIECHUE
paboThI» SBISISICH CIEACTBHEM KaK HEMPABOMEPHOTO JIOCTYIIA, TAK M CAMOCTOSATEIbHBIX IEHCTBUH,
Oyzaer HapymaTh OOLIECTBEHHBIE OTHOUICHHUS TI0 3aKOHHOMY HCIIOJIb30BaHUIO OXPaHIEMOI 3aKOHOM
KOMIIBIOTEPHON MHGOPMAIUH, JTaXkKe eIl HUYero ¢ uHopmMalrei He mpou3onuio. B cBs3u ¢ uewm,
CUMTaEM BIIOJIHE ONPaBJaHHBIM IIar 3aKOHOJIAaTeJsl, TOCTaBUBILEr0 HapylieHue padotst OBM
(cucTeMbl, CETH) B OJIMH DS/ C YHUUTOKEHUEM, OJIOKHPOBAaHUEM, MOAU(PHUKAIIUCH UITH
KOIIMPOBAaHUEM MH(POpPMaIUH.

[Ipencrasnsiercs, 4To B (OpMYIHPOBAHUH JaHHOTO MOHATH Orke Beero nopouwu C. Kouon u 1.
CagenbeB, KOTOPBIE CUUTAIOT, UTO Hapyuienue padbomot IBM, cucmemovt IBM unu ux cemu
8bipadicaemcs 8 He@hyHKYUOHUPOBAHUU UL HENPABUTbHOU pabome mexHUYecKux yCmpoucma,
asnaowuxcsa yacmamu IBM (ee cucmemol unu cemu), a maxaice npoepamm oasi IBM,
obecneuusarowux U HeobxooUMbIX OJisl UCHONb308AHUSL OXPAHAEMOU KOMNbIOMEPHOU

ungopmayuul36].
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§ 5. Cy0ObekTUBHAsi CTOPOHA

CyOBeKTHBHYIO CTOPOHY IOPHCTBI-TEOPETUKH XapaKTepu3yroT pasnnyno. Hanpumep, C.B. bopoaun
3aHUMAaeT KPalHIO MO3UIMIO U CUUTAET, YTO JAHHOE PECTYIIEHUE MOKET ObITh COBEPILIEHO
TOJIBKO C MPSIMBIM YMBICJIOM[1]. DTOrO0 )¢ MHeHuUs punepxkuBaetcs T.W. Baynuna, HO TOJIBKO B
OTHOLICHHS [IEPBOTO JEHCTBUS, MOSACHSAA, YTO O IIPIMOM YMBICIIE CBUICTEIBCTBYET UCIIOJIB30BAHNE
3aKOHOJIaTeNIeM TEPMUHA «HETIPAaBOMEPHBII», OHAKO, K (DaKTy HACTYIUICHUS MOCIEACTBUN YMBICENT
MOJKET OBITh KaK HNPSIMBIM, TaK U KOCBEHHBIM[2]. BIM3Kk0oro MHEHUS MPUIEPKUBACTCS MHOTHE
topuctbi[3]. Ho ecTb Te, KTO cuuTaeT, 4To B OTHOIICHHUHU TTOCIESICTBUI BUHA MOXKET MTPOSIBIISATHCS B
bopme HeocTopokHOCTHU[4].

CymectByeT u OoJee mupokoe MHeHHUE, Harpumep [landunosa u [Tomos cuuTaror, 4To
npecmynierHue moxjcem Oblmb COBEPUICHO KAK YMBIULEHHO, MAK U NO HEOCMOPOICHOCMU. [[aHHblll
661800 gbimexkaem uz cmvicia 4. 2 cm. 24 YK P®, nockonvky 6 cm. 272 VK P® cneyuanvho ne
02080PEHO, YUMo OAHHOe NPeCMmynieHue Modlcem Oblmb CO8EPULEHO MOTLKO NO
neocmopodicnocmu[5]. OxHako, uMeHHO B 4. 2 ¢T. 24 YK P® ckasaHno: desinue, cosepuiennoe no
HeOoCmOopOICHOCIU, NPUSHAEM.CSL NPeCMYNIEHUEeM 8 MOM CIyYde, Ko20d Mo CReYuaibHO
nPeodyCMoOmpeHo coomeemcmayioujetl cmamaueil, HO B JUCTIO3UIMH CT. 272 HUTIE HET YIOMUHAHHS
0 HEOCTOPOXKHOI BuHE. Cie10BaTeNbHO, MPU3HATH TAKYIO TOUKY 3PEHUS MPABHIIBHON HENb3s.

Wrak, cinenyer npu3HaTh, YTO HEIPABOMEPHBIN 10CTYN K KOMIIBIOTEPHOW HHPOPMALIUU —
YMbILJICHHOE JIesIHMe, [IOCKOJIbKY B TUCHIO3UIMHU CT. 272 YK He yka3zaHO 0 HEOCTOPOXKHOCTH.
YenoBek, MbITAIOIIUICS OIyYUTh JOCTYI K HH(POPMALIUH, T0JIKEH CO3HAaBATh, YTO CBOOOTHBIM
JOCTYT K MH(POPMALIMU OTPaHUYEH, OH HE MMEET MPaB Ha JIOCTYM K 3Toi nHpopmanuu. O6 ymbIcie
OyAyT CBUIETEILCTBOBATH MEPHI 3AILUTHl HHPOPMALIUHU OT JOCTYTa IOCTOPOHHUX (KObI, TApOoIH U
T.I1.), KOTOPBIE IPUXOUTCS MPEOA0JIETh, YTOOBI OTYUUTh AOCTYI K HH(OpMaLMHK, BBIBOJ Ha SKpaH
JICTIIes] KOMIIbIOTEpa MpelyNpexJaoInX COOOEHUH, YCTHBIE YBEOMIIEHUS O 3ampeTe JOCTyIa K
uH(popMaluu U T.7. Takke yMbICJIOM JI0OJKHBI OXBAaThIBATHCS AEUCTBUS BTOPOTO IUIAHA.
OTHOCHTENBHO NOCIEACTBUM, KaK OT CAMOI'0 HEIPABOMEPHOI'O JOCTYIA, TaK U OT JEHCTBUI BTOPOTrO
IJIaHa, BUHA MOXKET OBbITh KaKk B (OpMe YMBICIIA, TaK U B (pOpME HEOCTOPOIKHOCTH.

MoOTHUBEI U LIETH MPECTYIJICHUS 3HAUCHU IJIA KBaJ'II/ICI)I/IKaI_II/II/I 1o cT. 272 He HMCIOT, HO MOT'YT OBITh
YUTCHEI [TPU HA3HAYCHUHW HaKa3aHUA.

§ 6. Cy0bekT

CyOBbeKTOM MpecTyIUICHUsI MOKET OBITh JIF000e BMEeHsieMoe (GU3NYECKoe TUI0, AocTuriee 16-
JIETHETO BO3pPacTa, KOTOPOE COBEPILNIIO HEIPABOMEPHBIN JOCTYI K OXpaHAEMOU 3aKOHOM
KOMIIBIOTEPHON MH(GOPMAIUH, BBI3BABIINIA YKa3aHHbBIE B 3aKOHE MOCIECTBUSI.

B 4. 2 cr. 272 YK P® npegycMoTpeHa OTBETCTBEHHOCTB 34 TO )K€ JIETHHUE, HO COBEPILIEHHOE
TPYIIION JIMI] I10 IIPEABAPUTEIIEHOMY CTOBOPY, OPraHU30BaHHOU I'PYIIIION, JIMIIOM C
HCIIOJIb30BaHUEM CBOETO CITY>KEOHOI0 MOJIOKEHHS, @ paBHO UMEIOIUM AocTyn kK DBM, cucreme
OBM unu ux cetu.

[TonsiTHEe rpyNIIBI JINIL IO IPEABAPUTEIBHOMY CTOBOPY U OPraHM30BaHHOM TPYIIIBI 1aeTcs B CT. 35
YK PO.

CyOBeKThI TPYIIIOBOTO MPECTYIUICHUS TOJKHBI BBITIOIHATH TOTHOCTBIO WIM YACTUYHO JI€HCTBHUSA,
MPeyCMOTPEHHBIE B IUCIIO3UIIUH 3aKOHA, T.€. 00ecreuynBaTh HEMPABOMEPHBIN TOCTYH K
UHOPMALIUU WM MOAUDUIIUPOBATh, YHUUTOXATh, OJIOKHPOBATh, KOMMPOBATh ee. [l mpumepa,
TPYIIIOBOTO MPECTYIUICHUS], MOXKHO PaCCMOTPETh paHee NMIPUBEIECHHOE YroJioBHOe aes1o Ne 9010076

[6] rme:

Masnb1ies, B nekadpe 1998 r. BCTymu1 B MpecTyHHBINA CroBOp ¢ Iporpammuctom HedenoBeiM st
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HE3aKOHHOTO MOJTYYEeHHs U UCIIOJIb30BaHNUs JOTMHOB U Naposie 1ig qoctyna B Untepuer. ManblieB
gyepes ceTh MHTEepHET, B mepuo/ BpeMeHu ¢ aekadpst 1998 r. mo utonp 1999 r. momyqwmi goctym K
npyruMm DBM. 3aBenoMo 3Has1, 4TO mapoiu K ceTu MaTepHet xpansatcs B daiinax «pwl», Mainbies
BbIOpai mporpamMmy «PWLHACK». C nomotipto 310i mporpaMMbsl MasibieB COBMECTHO €
HedenoBbim ocy1iecTBIsIIM HEMTPAaBOMEPHBIN JOCTYII K OXpaHsAEMOM 3aKOHOM KOMIIBIOTEPHOMN
unpopmanuu UKL «kcmpeccy.

B nanHom mpumepe, rpyImma Jidil, B COCTaBe JIByX Y€JIOBEK, [0 MPeABAPUTEIHLHOMY CTOBOPY,
nosryuuB noctyn Kk 9BM yepe3 HTepHET, COBMECTHO ¥ MOJTHOCTHIO BHIMOTHIIN O0HEKTUBHYIO
CTOPOHY HEMPaBOMEPHOT'O JOCTYIa K OXpaHAEMON 3aKOHOM KOMIIBIOTEPHOI HH(pOpMaIUH.

Jiis BMEHEeHUs KBTI (PULIMPYIOIETO IPU3HAKA «COBEPIICHUS MPECTYIUICHUS] OPraHU30BaHHON
IpyHIoi» HEOOXOAUMO YCTAaHOBUTH HAJM4YKE TJIaBaps (OpraHu3aTopa, pyKOBOJIUTEIN),
COIIACOBAHHOE PacHpeesIEHNE POJIeH IIPU COBEPILEHUY NPECTYIIIICHUS, BHYTPUTPYIIIIOBYIO
TUCIUILINHY, IPEABAPUTENIbHOE MNIAHUPOBAHUE MPECTYIIICHUH (KaK MPaBUIIO), IPKO BBIPAKEHHYIO
HAIPaBJIEHHOCTDb HA 3aHATUE MPECTYIHOMN 1€ATENbHOCThIO, YCTOMUNBOCTD IPYIIIBI, CBA3AHHYIO C
JUTUTENBHOCTBIO €€ CYLIECTBOBAHUS, IPOUYHOCTD CBA3EH MEXAY €€ WICHAMH, HATMYUE TOCTOSHHBIX
YWIEHOB (KOCTSIKa IPYIIIbI), COBEPIICHNUE IPECTYIUIEHUN OJTHUM COCTAaBOM WMJIM C HE3HAUUTEIbHBIMU
U3MEHEHUsMHU B HeM. PaccMoTpuM npumep U3 cy1eOHON MPaKTUKH:

YronoBHoe gmemo N 9983239 po3OyxnmenHo 12 mapra 1999 roma B Yunpassenuwm POIIJ
npu I'YBI PocToBCKOM ob6jacTu IO CT. 272 4.2 YK PO. U3 OOBMHMUTEJILHOTO
3aKJIOUeHUs YyCTaHOBJIeHO: I'p-H lleBueHko, B Topome Taraupore, B 1998 romy,
OJi [OJIydeHMSa M BETOIOHOTO MCIOJIB30BAHMA B KOMMEPUECKOM OesATEeJIbHOCTM CBOMX
NpennpuUaTUM CBeIeHUM o060 MMylmlecTBe M OeOUTOPCKUX 3aOOJIKEHHOCTAX (aKTuBax)
000 «VMHUKC», KOTOPHE ABJAKNTCA KOMMEPUYECKOM TalHOM, CO03Iajl OPTaHM3O0BAHHYIO
NPeCTyNHYKn TPYIIy C paclpelejieHMeM POoJIeM B COCTabBe INOOUMHEHHHX €My IO pony
meaTenbHOCTU mgupekTopa 000 «Toproeemt Jom «BUT»» rp-Ha Bespykux m pedpepeHTa
000 «ToprosuM oM «TAM»» Tp-Ha Poroea C LeJbl0 HE3aKOHHOTO MNOJIyYeHUS
nHdopMalLMM, COCTaBJALIEN KoOMMepuecKyln TalHy 000 «VIMMKC» .

SBNIASACH OPTaHM3aTOPOM INPECTYNHOM TPYMNNH, C BHIlEyKA3aHHOM LEJbl, COTJIaCHO
pacHnpenesyieHUi0 PoOJIeM, OH MNOPYyYMJI MCIOJHUTEJAM Be3pykKux M POTOBY MNOJIYYUMUTH
KOMIBITEP (BJIEKTPOHHO-BBUMCIIMTEJIBHYD MallMHy, [NepCOHaJIbHYy©n OBM),
npmuHanjgexamut 000 «VMukc», B Oase OaHHBX KOTOPOI'O HAXOIUIIMCh CBEOEeHUA
KOHOMIOEHLUMAJbHOTO XapakKTepa, KOTOPHM CyHNeOHE NPUCTaB-MUCHOJHUTEeJN s CMOJMH,
HeHaJlexalle MCIIOJIHAA CBOM OOA3aHHOCTHM, Illepernajla MM Ha XPaHeHMe B He
YIaKOBaHHOM M He OIedYaTaHHOM BMIE, COIJIACHO AKTY M3BATUSA UMyLlEeCTBa OT 22
okTabpsa 1998 ronma. Bespykmx m Poror HOnyumMe B CiyxeBOHoM nomemeHmym 000
«VIMMKC» OaHHYI NepCcOoHallbHyK 39BM, nepepesiu eé€ B noMemeHue 000 «TopTOBEHI
oM «BUT»».

lleBUueHKO, kak OPTaHM3aTOp NPECTyYNHOM TpyNne, nOopydmi 22 Oxradbpsa 1998 romna
UcnoJiHuTeso Bespykux, Opou3BecTU pPaboTH 10 IPUBEHNeHMI0 HaHHOM 32BM B
paboTocnocobHoOe COCTOAHMEe. Be3spyKux, MCHOJBb3yAa BO3MOXHOCTb IOCTyIa K
nepcoHayibHOM OBM 000 «VIMMKC», BOB3HUKIIEN B pe3yJibTaTe MCIIOJIHEHUS
oba3aHHOCTEeM XpaHUTEeJNd B paMKax JICHOJHMTEJIBHOTO MNPOM3BOICTBA, Hapylas
3aKOHOIATEJIbCTBO OO MCIIOJIHMTEJIBHOM [IPOM3BOLCTBE, HE NPMHUMAaA Mep,
ofecrneunBapMx COXPaHEeHMe CBOMCTB, IPM3HAKOB U CTOMMOCTM KOMIbLITEpa
(mepcoranbHOM 32BM), npmHaniexamero 000 «VMMKC», BHIIOJIHUII [IOpYyYeHUE
opraHmM3aTopa NPEeCcTyNHOM Tpynns lleBYeHKO, IpM 3TOM, B pelyjibTaTe
IPECTYIHOI'O JIETKOMEICJIMA TP-Ha Be3spykux, NPOU3OWEJ BHIXOL M3 CTPOA
NPpOTrpPaMMHOTO OOecCledeHMs, UYTO I[OBJIEKJIO YyCTOMUMBOE CO3IOaHMe MoMexX IJisa
byHKUMOHMPOBaHMSA IOaHHOM OBM B COOTBETCTBUM C Ha3HAUEHUEM.

lleBUueHKO, kak OPTaHM3aTOp NPECTyYNHOM TpyNne, nOopydms 22 OxTabpsa 1998 roxna
VICIIOJIHUTEJIIO POTOBY, NPOM3BECTM padOoTH IO MCCIEIOBaHMIO MHOOpMaUUM B
nepcoHaynbHOM 9BM, npuHanmexamer 000 «VMuxkc». Poror, B nepmon c 22 OxTsadpsga
1998 roma no 22 derpansa 1999 roma, mO COIJIACOBAHMIO C UJIEHOM MPECTYIIHOM



Tpynnsl Be3pykmx, MCIOJb3ysS BO3MOXHOCTL NOCTyIa K [IepcoHaJibHOM OBM 000
«VIMMKC», MacCKuUpySd CBOU HOEMCTBUA MCIOJIHEHMEeM paboT IO TPyOOBOMYy IOT'OBOPY OT
22 OxTsabpsa 1998 roma, He uMMes mnpaBa Ha IOOCTYyN k oxpaHsaeMon demepallbHEM
3akoHOM «06 wmHOOpMauum, umHOOpMaATM3AUUM M 3aumTe MHOoOpMauum» MHOOpMaALUM U
nHGopMalMOHHEIM pecypcaM 000 «VMMKC», HEOOHOKPATHO NPOM3BOOUII IOOCTYIl K
KOMIIBIOTEPHOM MHPOpMaLuMM, CoOOepxXallelica B [NepPCOHAaJIbHOM 9BM, npm 3ToOM
NPOM3BOOMIJI KONMPOBaHME 5TOM MHOOpMaUMM Ha OyMaXHEIE HOCUTEJM UM I'MOKHKEe
OVCKU.

CobpaHHBIE HE3AaKOHHEIM IIyTeM CBeIeHMSA, B TOM 4YMCJIe M COCTAaBJAlIME
KoMMepueckylo TalHy 000 «VIMMKC», HaKallJIMBAJIMChb OPIAaHM3aTOPOM IIPEeCTYIIHOM
rpynmnel lleBYeHKO M MCIOJIB30BAJIMCh MM IJIA PEeUeHMSA B CBOK II0JIb3Yy I'PaXIaHCKO-—
npaBOBEIX cHIOpoB C 000 «VMMKC».

OpraHoM MNpelBapUTEJIbHOTO CJleOCcTBMA neycrTeusa lleBuyeHKO, Bespykux u Poroma
KBanIudMuUMpPOBAaHE No cT. 272 u.2 YK PO[7].

O nelicTBUTENBHOM HAIMYUU B IAHHOM CJIydyae OPraHU30BAHHOMN IPYIIIIBI MOXKET PEIIUTh TOJIBKO
CyJl, pacCMOTpEB Bce MaTepuaisl aena. Ho eciim BBIBOIBI Ci1e10BaTENs CYUTATh BEPHBIMU, TO MBI
JICHCTBUTEIIBHO UMEET CIIy4all OpraHM30BaHHOM I'PYIIIbI, CO3JaHHOM JJI COBEPIIECHMS HE3aKOHHOTO
MOJTyYEHUs U UCIOIb30BAHUS CBEICHUMN, COCTABIISIONINX KOMMEPUYECKyo TaHy (4. 1 u 2 cT. 183
YK P®) nyrem HemrpaBOMEpHOTO AOCTyIA K OXpaHsIeMOH 3aKOHOM KOMIIBIOTEpHON HH(popMaruu (4.
2 c1. 272 YK P®) — T0 ecTh co37aHHas /1J1sl COBEPLICHUS OJJHOI'O MJIM HECKOJIBKMX XOPOILIO
CIUITAHUPOBAHHBIX MpeCTyIUIeHUH. OpraHn30BaHHOCTh U YCTOMUMBOCTH IPYIIIBI BHIPA3HIIACh B
YETKUX [TOATOTOBUTENIBHBIX JEHCTBUSAX, PACIPENEICHUH POJIEH U YCTOWUUBOCTH COCTaBa 110
IIEPBOIO MPECTYIUIEHUS U B JOCTHXKEHUU NOCHeAyOIUX Lene. OcTaeTcs HEMOHITHBIM, I0YEMY
OpraHoM IIPEJBapUTEIBHOIO CIeACTBUA JaHHble AelicTus LlleBuenko, be3pykux n Porosa
JIOTIOJTHUTENBLHO He KBanuduirpoBansl 110 4.2 ¢T. 183 YK P®D, X0Ts IBHOCTH BBIIIOTHEHHOTO
COCTaBa OYEBH/IHA.

Hcnonp3oBaHue Ci1yke0HOTO MOJIO0XKEHHUS 03HAYAET, YTO JIMIIO MOIYYaeT JOCTY K KOMIIbIOTEPHON
UH(pOpPMalNU, HE3aKOHHO TO0Jb3Ys MPaBa, MPEAO0CTABICHHbBIE EMY UCKIIOUUTENIBHO B CHITY
BBITIOJIHSIEMOM UM CITY>KEOHOM JeSTEIHHOCTU. SIPKUM IPUMEPOM UCIIOJIH30BAHUS CITY>KEOHOTO
TIOJIOXKCHHUS SBJISICTCS pACCMOTpEHHOE paHee yroyioBHoe aeno Ne 010317[8], rine UeHnoB — sBIISsACH
[JIaBHBIM CIELIMATIMCTOM IO OCYILIECTBICHUIO COBITa U MApKETHUHIa, HE UMES TPaBa MOJIb30BAHUS
KOMITBIOTEPOM U JIOCTYTIAa B KOMITBIOTEPHYIO 0a3y OJIOBHOTO MPEANPUATHS, HO UCIONb3YS
cJ1y:ke0HOe MoJI0KeHHe 3aHsU1 BpeMEHHO CBOOOIHOE paboyee MECTO U OCYIIECTBHIII
HenpaBOMEpHBIH focTyn k ceth O9BM. OnHako, B ciefyrolieM npumepe, ciae1oBaTeib OIHuO0YHO
TpaKTyeT AOLKHOCTH [loeraeBa n MCHOIb30BaHUE CITYKEOHOTO KOMITBIOTEPA /11l HEIPABOMEPHOTO
JIOCTYTIA, KaK MPECTYIUIEHHs ¢ UCTIOIb30BaHUEM CBOETO CIIy>K€OHOro nosoxenus. Kak Mol
paccMaTpuBaiu paHee, B yrojosHom aese Ne444800[9], [Toneraes, paboTtast B JOKHOCTH
UHXeHepa-nporpamMmmucta Ha lllagpuHckom TeneoHHOM 3aBO/ie, UCTIONbB3Ys CITy>KEOHBIH
KOMITBIOTED uepe3 ceTb MHTepHeT 3amen Ha )xecTkuil 1uck komnberotepa PY®IIC u npocMoTpes
ero coaepkumoe ckorupoBai u3 karanora C:\WINDOWS nga ¢aiina: — user.dat u ums.pwl Ha
KOMIIBIOTEP, IPUHAIIEKALINI KOHCTpYKTOpcKoMy Otopo Ilagpunckoro TenedoHHOro 3aBoja.
Taxum obpazoM, xak cuumaem ciredo8ameib, COBEPIINIT HEPABOMEPHBIN JTOCTYI K KOMIBIOTEPHON
UH(OPMALINH - C UCIIOJIB30BAaHUEM CBOETO CITy>KeOHOTO0 mnosioxkeHus. Ho 3akoHo1aTens He uMen B
BU/Ty HCITOJI30BAHUE CIIY>)KEOHOTO MOJIO0XKEHUS IS TOCTYIa K CPEJICTBY COBEPILIEHUS
NPECTYIUICHUS, CITyKeOHOE MOJI0KEHHE JOJKHO 00JIeryaTh MPECTYIHUKY JIOCTYT UMEHHO K
OXpaHseMON 3aKOHOM KOMITbIOTEpHOM nHpopmannu. B npuBeeHHOM ke cilydae, T0JKHOCTHOE
nosnoxenue IloneraeBa He obyeryano eMy OCyliecTBICHHE HEMPAaBOMEPHOTO jocTyna. C TakuM xe
YCIEXOM OH MOT ObI MPOU3BECTH €T0 U C JOMAIIHET0 KOMITbIOTEpa.

I10BBIIIEHHYIO YTOJIOBHYIO OTBETCTBEHHOCTD 3@ HEIIPABOMEPHBIM TOCTYI K KOMIIBIOTEPHOU
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nH(popMaIu HeCeT TakXKe NI, nMerotIee 1ocTyn kK 9BM, cucreme DBM uinu ux cetu.
Heob6xomumo paznuuats auio, uMmeroniee noctyn k 9BM (cucreme, cetu 9BM), u nuiio, umeroiiee
MIpaBo JIOCTyTNa K KOMITbIOTepHOU nHpopManuu. Heobs3aTenpHo uI0, uMeroniee Joctyn kK 9BM,
UMEeT IPaBo Ha JIOCTYN K KOMIBIOTEpHOU HHpOpManuu, Haxoasmeiics B 9BM. Jloctyn k 9BM,
cucteme DBM min ux cetu, Kak IpaBUIIO, UMEET JIULO B CUITY BBIIIOJIHSAEMOM UM paboTHI,
CBSI3aHHOM C AKCIUTyaTanueit uim odcnyxuBanueM IBM, cuctemsl 9BM unu cetu OBM. [lns
JAHHOTO CIydYas, XapakTepHo yrojoBHoe feio Ne 9983239[10] npuBeneHHOE B KaueCTBE IIpUMeEpa
OpraHM30BaHHOM IpymIbl, rae Poros, uCnosib3ys BO3MOKHOCTh JOCTYyIa K epcoHanpHOo DBM
00O «MIMHKC», BOSHUKIIYIO B PE3yJIbTaTe UCIIOJHEHUS 0053aHHOCTEH XpaHUTENIS B paMKax
WCIIOJIHUTEJIBHOTO MPOU3BOJICTBA, HEOJTHOKPATHO MPOU3BOIUII HEMTPABOMEPHBINA JOCTYII K
OXpaHseMOi 3aKOHOM KOMITbIOTEPHOM HH(OpMALIUH.

Ecth u 00paTHBII IprMep yTrOJIOBHOTO JieNa, IPUBEICHHOTO B HaYalle JaHHOTOo naparpada, rie
Dedopos, ucnonb306as Komnvromep, 6e3 6edoma U paspeulenuss 81a0eibyd, blulell 8 2100AIbHYI0
cemb Hnmepnem u npouseen HecanKyuoHUpOBaAHHYI0 MOOUDUKAYUIO NPOSPAMMbL RYOTUUHO20
nouckogozo cepgepa Hosl'Y. [lannoe desinue keanuguyuposano Kax Henpagomepusiii 00Cmyn,
cogepuieHHoe uyom, umerowum oocmyn k IBM, cucmeme IBM u ux cemu. 31ech cienoBareinb
OIIUOO0YHO CUUTACT, YTO JIULIO, UMetolee 1ocTyl K OBM, noaximoueHHOMY K ceTH MHTepHeT
UMeeT J0CTyN K ceTd DBM, re XpaHuTcs oxpaHseMasi 3aKOHOM KoMIibloTepHast nHpopmanus. CeTb
WuTepHeT, XOTh U ABIsETCS ceThio DBM B TEXHMYECKOM CMBICIIE, MEX]y TEM, UMEET YepTy,
BBIBOJIAIIYIO €€ 32 PAMKH OOBIKHOBEHHOU ceTr DBM, - 3T0 17100a16HOCTS, T.€. paCIpOCTPAHEHUE BO
BCEM MUpe. XO0TS IOPUINYECKH Y TaHHOM CeTH HEeT OMPEENICHUs U HET eJUHOTO MOHMMAaHHUsI, BCE Ke
HE CTOUT €€ CpaBHUBATh C ceThI0 WK cucreMoit OBM. Ilpeacrasisercs npaBUIbHBIM, Ha JaHHOM
JTane, BOCHpUHUMATh HTEpHET, KaK eUHOE UHDOPMAYUOHHOE NPOCMPAHCME0, HE UMEIOIee HU
COOCTBEHHUWKA, HH BJIAJIENbIA, HU TOCYIaPCTBEHHYIO MTPHHAIIC)KHOCTb.

[1] Kommernmapuii k Yeonosnomy xooexcy P®./ OtB. pen. A.B. Haymos. C. 665.

[2] Veonosnoe npaso. Ocobennas uacmo/ OtB. pen.: U.51. Ko3auenko, 3.A. Hesnamosa, I'.I1.
Hosocenos. C. 558.

[3] T'yasoun YO. Ilpecmynnenus 6 cghepe komnwvromeproi ungpopmayuu // Poccuiickast FOCTUITHSL.
1997. Ne 10

[4] Anapees 6.B., I1ak I1.H., Xopcer B.II. Yka3. cou. C. 37.
[5] MHanduaosa E.N., [Tonos A.H. Yka3. cou. C. 28.
[6] Cm.: YronoBHoe sieao Ne 9010076

[7] O6BUHUTENBHOE 3aKITFOUEHHE IO YToJIOBHOMY ey Ne 9983239//
http://kurgan.unets.ru/~procur/my_page.htm

[8] Cm.: yromoBHoe aemo Ne 010317
[9] Cwm.: yrosoBHOM siesie Ne444800
[10] Cwm.: yromosHoe memo Ne 9983239

3akJIroYeHue

C noBbllIeHHE POJIH HH(POPMALIUU BO BCeX cepax YeTOBEUECKON AeATeIbHOCTH MOBBIILACTCS POIIb
Y 3HaU€HHE KOMMbIOTEPHON MH(OPMAIMK KaK OJHOM M3 NOMYJIAPHBIX (OPM CO3AaHN,
UCTIOJIb30BaHUs, Nepeaaun HHpopMauu. A ¢ MOBBIIIEHUEM POJIH KOMIIBIOTEPHON HH(pOpMaIK
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TpeOyeTCsl MOBBIIIATH YPOBEHB €€ 3alIUTHI C TOMOIIBI0 TEXHHUECKUX, OPTaHU3AIIMOHHBIX U
0COOEHHO ITPABOBBIX MEP.

C 1992 rona 3akoHOAATENb HauaJl BBOAUTH IIPABOBOE PETYJIMPOBAHKE B Chepe HUCIIOIb30BaAHUS
KOMITBIOTEPHO# MH(OpMAIHH, HO KaK MOKa3aJli UCCIIEJOBAHNUS JaHHOU pabOThI, HE BCEraa
IIOCJIE0BATENbHOE. B 4aCTHOCTH, HECOOTBETCTBUE TEPMUHOJIOTUH PA3JIMYHBIX 3AKOHOB, HAIIPUMED,
HECOOTBETCTBHE CYTH TEPMHHA «HH(OpMAIHs» ynoTpeOieHHoro B 3akoHe 00 nHpopManuu u
VYronoBHoOM 3akoHe. OTCYTCTBHE, 3aKOHOAATEIBHOIO 3aKPEIJICHUS HEKOTOPBIX TEPMHHOB
ynoTpeOiasieMbIX B YTOJIOBHOM 3aK0HE, Hanpumep, «IBMy», «cucrema 9BM»y, «cetb I9BM»y,
«KOIMpoBaHUe HHpopManum» u Apyrux. HemocnenobarenbHOCTh 0OHAPY>KUBACTCS U B CAMOM
YT0710BHOM 3aKOHE, HAalpUMEP, IPU HapYLIEHUH ITpaBuil dKkcryarauuu OBM, cucremsr OBM nnu
UX CETH YIIOMHHAETCS O MOCIIEACTBUAX B BUJIE YHUUTOXKEHUS, OJOKMPOBAHUS WU MOAU(DUKALUU
uH(pOpMaLUK, HO HUYEeTo He TOBOPUTCS O HapymeHuu pabotel 9BM, cuctemsl DBM, ux ceTH, XOTs
3TO, KaK U B IByX JPYI'HX COCTaBax MPENLyCMOTPEHHBIX YTOJIOBHBIM KOJEKCOM, MOKET IPUHECTU
coOctBeHHUKY ymiep0. Takxke Hy>)KHO cKa3aTh O HEMOCIE0BATEIIEHOM MOIX0A€ K (HOPMUPOBAHHIO
KBAJTM(PHULIHPYIOLIETo MPU3HAKA O HEOCTOPOKHOM IMPUUYMHEHUH TSKKUX nocnencTBuid. Takoi
IIPU3HAK IPETyCMOTPEH B ABYX cTaThsiX 273 u 274 YK P®, a 3T0 Henb3s Npu3HATH BEPHBIM, T.K.
HEOCTOPOXKHOE MPUUNHEHHE TSHKKUX MOCIIEACTBUN B paBHOW CTEIIEHU MOXKET OBbITh CIIEZICTBUEM
BCEX TPEX HE3aKOHHBIX JACSTHUM.

[TpoBeneHHbBIE UCCIIEOBAHUS TOABOISAT K BHIBOLY HEOOXOIMMOCTH BHECEHUSI 3HAYUTEILHOTO
MAaCcCHBa JIONOJIHEHU U U3MEHEHUI B ICCTBYIOIIEE 3aKOHOAATENBCTBO. TaKKe U31aHUS HOBBIX
3aKOHOB BHOCSIIIIMX IPABOBOE PETyIMPOBaHNE B MH(OPMALIMOHHBIEC OTHOILIECHUS, 00YCIOBIICHHBIE
pacnpocTpaHeHueM Ha Tepputopun Poccuu riodanbHo cetu IHTEpHeT.

Taxxe npoBeieHHbIE B pab0OTe HCCIEA0BAHUS [T0KA3aJIU, YTO IPOpPabOTKa BOIPOCOB B
IOPUJINYECKOi uTeparype 00 HH(OPMAIIMOHHBIX OTHOILIEHHSIX, B 00IIIEM, 1 KOMIBIOTEPHBIX
MPECTYIUIEHUH B YaCTHOCTH, HAXOAUTCSA HAa HU3KOM YpoBHE. MHOTHE CYXAEHUS, KaK B TEXHUYECKOM
IUIaHe, TaK ¥ B IOPUINYECKOM IIJIaHe, JaJeKH OT NMpakTHKH. HekoTopble mprHBOANMBbIE MHEHHUS
TOJIBKO 3aITyThIBAIOT, HEXKEIU TIOMOTal0T pa3odpaThes. B cBs3u ¢ ueM, B paboTe mpHUBEIEHbI
COOCTBEHHBIE MHEHHUS IO HEKOTOPHIM BOIPOCaM, B YACTHOCTH, 110 GOpMYyIHpOBKe NOHATUS « IBM»,
«cucrteMbl DBM», «KOMIBIOTEPHOTO MPECTYIIICHUS, «HETIPABOMEPHOT'0 IOCTYIa» U IPYTrHX.

B HacTosiiee BpeMs kpaiiHe He00X0AMMO OoJiee IIy0oKoe TEOPETUUECKOE OCMBICTIEHUE HOBOTO

3aKOHO/IaTENbCTBA 00 MH(GOPMAIIMOHHBIX OTHOIICHHSX, B yacTHOCTH 00 DIIII, BHECEHHBIX HOBEIUT U
MPAKTUKU MpuMeHeHusl. Heo6XoauMo MoHATh MHOTHE TMCKYCCHOHHBIE BOIIPOCHI 11 OOCYKACHHUSI,
KaK B paMKax CIeIUaTIn3upOBaHHBIX KOH(epeHuii, Tak u B UuTepHeT-koHbepeHusax u MaTepuer-

dopymax.

Ananu3 cy1eOHOM U clieICTBEHHON MPAKTUKHU ITOKa3al, YTO CJIEeI0BATEIN U CyAbl IPAKTHUYECKU HE
MMEIOT 3HaHNU B FOPUINYECKUX U TEXHUYECKUX BOIPOCAX KOMIIBIOTEPHBIX MPECTYIUICHUN U
JIEMCTBYIOT 10 aHAJIIOTUH, YTO MPUBOJUT K HENPABUIbHOM KBaTM(UKAIIMH 1 HEOOOCHOBAaHHBIM
purosopam. XoTs Npu TEPPUTOPUAIBHBIX OpraHaxX yIpPaBJICHHUS BHYTPEHHUX JEJI CO3/1aHbl
noJpasiesieHus o 0oprOe ¢ MPECTYIIIEHUSIMU B cepe BBICOKMX TEXHOJIOTHI, HO pabOTal0T TaM
COTPYJIHUKH IO OOJIbIIEH YaCTH HEJOCTaTOUYHO KBATHU(PHUIIMPOBAHHBIE JINOO B TEXHUUECKOMN
CTOPOHE, JT100 B IOPHIUYECKOM CTOPOHE KOMITBIOTEPHOTO MPECTYIJIeHUs. B cBsi3u ¢ ueM, TpeOyercs
OCYILECTBUTHh OPTAHU3ALMOHHBIE U IIPABOBHIE MEPBI:

— 10 MOA00PY B JaHHBIE MOPA3AeTICHUS TOIBKO CIEIUATICTOB B 000MX 001acTAX, THO0
[MOATOTOBKE TAKUX CIIENUAITHUCTOB U JaJbHENIIIEe TOCTOTHHOE U JUHAMUYHOE ITOBBIIIIEHUE UX
KBTI (DUKAIIHH;

— 3aKpCIIUTh, B paMKaXx MOABEAOMCTBEHHOCTH, A€jIa O KOMIIBIOTCPHBIX MPECTYIIJIICHUA TOJIBKO 3a



OTUMH NIOAPA3ACICHUSAMU,

— pa3pa60TaTL HAay4YHbIC MCTOAUKH, ITPOrPaMMHBIC CPCACTBA U TCXHUYCCKUC yCTpOfICTBa JJI
IMMOJIYUCHUA 1 3aKPCINICHUA N0KA3aTCIbCTB COBCPUICHUA KOMIIBIOTEPHOI'O MMPECTYIIJICHUSA

— U IpyTHUE MEPHL.

HTorom npoBeIeHHBIX UCCIICOBAHMIA B paOOTHI SBISETCS pa3pabOoTKa KIIFOUEBIX MOJIOKECHUH,
XapaKTEPU3YIOLIKX MOHIATHE KOMIBIOTEPHOTO IPECTYIICHUS U HEITPABOMEPHOTO JIOCTyMAa K
KOMIBIOTEPHON MHGOpMaIuu. J[aHHbIC TTOIOKEHUSI MOTYT CIYXKUTh 02301 IS AabHEHIITIX
MCCJIE0BAHUI I METOAMYECKUM MaTE€pUaIOM B IIPABOIIPUMEHUTEIBHON MPAKTUKE.
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